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Tap provides passive
insertion into data stream.
Tap ports carry transmit

data from their respective
port.

Passive sniffing
interfaces have no

IP address and
inspect incoming

traffic for Intrusion
events.

Reporting interfaces
have  real IP addresses
and transmit IDS alerts

to IDS console for
processing and

aggregation.

To IDS console(s)

Full Duplex
1Gb traffic

Analyzer "Y" cable allows
analyzer port to be

connected to two switch
ports.  Rx connection is

simulated.
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To sniffing
interfaces

IDS load balancer distributes high-speed
(1Gb) network traffic over 100Mb links to

IDS sensors.  End-to-end connection
states and TCP streams are maintained for

the duration of the connection/stream to
only one sensor such that stateful
Intrusion Detection and TCP stream

reassembly are still possible

Gig fiber tap
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