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Transmit data from both
directions is blended

together on single VLAN to
enable capturing of full
duplex traffic for IDS.

Span port combines
transmit traffic from both
directions and provides

buffering of data.
Combined transmit data
resembles a full-duplex

Ethernet connection with
traffic flowing in both

directions.

Tap provides passive
insertion into data stream.
Tap ports carry transmit

data from their respective
port.

Passive sniffing
interface has no IP

address and inspects
incoming traffic for
Intrusion events.

Reporting interface has
a real IP address.

Transmits IDS alerts to
IDS console for
processing and

aggregation.
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