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About the Guide to the Secure Configuration and Administration of 11S4.0

This document is one of two documents that describe how to securely install, configure, and
administer the Internet Information Server4.0 (11IS4.0) and associated services. The focus of these
documents is security-relevant information pertaining to the installation and administration of Internet
11IS4.0. This includes the secure configuration of FTP, WWW, and SMTP services as they relate to
[1S4.0.

This document is intended for the reader who is already very familiar with Internet Information Server
but would like a quick reference in checklist format to use when installing and configuring 11S4.0 in a
secure manner. This document is a condensed form of the document entitled "Guide to the Secure
Configuration and Administration of Microsoft Internet Information Server 4.0".

Tablel Summary of 11S Documentation

Document Contents Target audience
Guide to the Secure - A detailed look at the - Experienced NT and 1IS
Configuration and secure installation and administrators who may
Administration of configuration of 11S4.0 and need information on how to
Internet Information it's associated services install 11S4.0 in a more
Server 4.0 secure manner.
Internet Information - A secure installation and - Experienced NT and IIS
Server (lIS) — Secure configuration guide in administrators
Installation and checklist format with no
Configuration detailed explanations
Checklist (This
document)

PLEASE NOTE THAT THESE DOCUMENTS ASSUME THAT THE READER IS A
KNOWLEDGEABLE WINDOWS NT ADMINISTRATOR. A knowledgeable Windows NT
administrator is defined as someone who can create and manage accounts and groups; understands
how Windows NT performs access control; understands how to set account policies and user rights;
is familiar with how to setup auditing and read audit logs; etc. These documents do not provide step-
by-step instructions on how to perform these basic Windows NT administrative functions. It is
assumed that the reader is capable of implementing basic instructions regarding Windows NT
administration without the need for highly detailed instructions.
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An Important Note About Operating System Security

IIS security is tightly coupled to the operating system. For example, IIS logon is coupled to the
operating system logon so that a user does not have to log-on separately to manage or access IIS.

File permissions, registry settings, password usage, user rights, and other issues associated with
Windows NT security have a direct impact on IS security.

The recommended source of information for how to securely configure the Windows NT 4.0 server

and workstation is the ‘Guide to Secure Microsoft Windows NT Networks.” It is important to
implement this guide on the 11S4.0 machine.
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Internet Information Server Installation and
Configuration

Internet Information Server (IIS) is a high-speed Web Server used to publish and distribute
WWW-based content to standard browsers. Version 4.0 provides the following publishing services:
WWW, FTP, SMTP, and NNTP. Security issues relating to WWW, FTP and SMTP will be discussed
in detail in this document. There are no unique security settings for NNTP, therefore, this service will
not be addressed in this document. Three additional application services are commonly associated
with IIS - the Certificate Server, the Index Server, and Microsoft Transaction Server. These services
can be installed at the same time as 11S4.0 or later. Secure installation, configuration, and
administration of these services will not be addressed in this document.

11S4.0 Installation

Install 11S4.0 according to the manufacturer’s instructions. Invoke the Windows NT Operating
System security guidelines contained within the ‘Guide to Secure Microsoft Windows NT Networks.”
This can be done before or after 11S4.0 is installed.

Q Visit Microsoft's Downloads web page for IIS 4.0 to install the latest security patches and
hotfixes. The URL for obtaining this information is www.microsoft.com/Downloads. From this
page, select the product 11S4.0 then download and install all required patches and hotfixes
that address your particular security requirements.

Q Prior to configuring 11S4.0, determine how the server will be used by answering the following
qguestions. The configuration of 1IS directories, files, user accounts and profiles, TCP/IP port
connections, etc. will be based on your answers:

Will the server be accessed from the Internet?

Will the server be accessed from an Intranet?

Will the server permit anonymous or authenticated user access (or both)?
Will Secure Socket Layer (SSL) connections be supported?

Will the server be used only for Web access via HTTP?

Will the server support FTP services?

Are there specific users that will need to copy, open, delete, and write files on your
server?
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When installing 11S4.0, the following guidelines are recommended:

Place your IIS machine where it will be physically secure; i.e., behind a locked door where only
authorized personnel can gain physical access to it.

If possible, install IIS on a server with its own domain and no trust links to other domains.

Install 11S4.0 on a standalone server, where possible. If 11S4.0 is installed on a domain controller
and the Web server is attacked, the entire server and sensitive domain information may be at
risk. You should tighten up the security on this server as follows:

Q

Install 11S4.0 on a server that is not required to support any other service. Neither application
software nor development tools should be installed on the 11S4.0 server.

Partition the server so that published content of each supported service (WWW, FTP, SMTP)
is located on a separate partition. This will prevent attempts to traverse up the directory tree
beyond the published content root.

Do not install the 11S4.0 on the same patrtition as the Operating system.
Enable audit and 1IS logging and track the information.

Remove all protocol stacks except TCP/IP, unless your Intranet requires another protocol
stack.

Disable IP Routing. If routing is enabled, it is possible to have data pass from your Intranet to
the Internet. Open the Network icon in Control Panel, click the Protocolstab, select TCP/IP
Protocol, and then click Properties. On the Routing tab, make sure the Enable IP
Forwarding check box is clear.

Disable the following services, which are not required for most installations of 11S4.0:
= Alerter
= ClipBook Server
=  Computer Browser
= DHCP Client
= Messenger
= Net Logon
= Network DDE & Network DDE DSDM
= Network Monitor Agent
= Simple TCP/IP Services
= Spooler
= NetBIOS Interface
= TCP/IP NetBIOS Helper
=  WINS Client (TCP/IP)
= NWLIink NetBIOS
=  NWLIink IPX/SPX Compatible Transport (not required unless you do not have TCP/IP
or another transport)
= FTP Publishing Service (unless FTP services are required for your server)
= RPC Locator (only required if you are doing remote administration)
= Server Service (This service is required to run User Manager)
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During the installation of IS, a default account is created for anonymous logons. The default
name for this account is IUSR_computername, where computername is the name of the machine
hosting 1IS. Configure this account as follows:

Q

Q

Give this account the least amount of privileges possible.

Select User Cannot Change Password and Password Never Expires options on the
User Properties sheet for this account

Ensure this is a local account, not a domain-wide account.

Give this account the Right to log on locally. It does NOT require the Right to access
this computer from the network.

Internet Guest Account
[nternet Server Anonymous Aooess

r
r
-

21| | W = L

User Properties Sheet for Anonymous Account
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O Create new groups to be used with 1IS. The “WebAdmins” group, for example, can be used to
define users who will administer WWW content. If your sever hosts several web sites, create
an administrative group for each site. A “WebUsers” group should be created as the primary
group for the IUSR_computername account. The IUSR_computername account should not
be a member of any other group. By default, the IUSR_computername account is a member
of the Guests group. It is recommended that this account be removed and added to the
“WebUsers” group. All accounts placed within the “WebUsers” group should ONLY be used
for web site access and should not be a member of any other group, i.e., the Users group.

Group Memberships

Hzer:  IUSA_MTCLIEMT [Internet Guest Account]

s

Cancel
Help

tember of; Mot member of;

“Weblizers EEF Adminigtrators u

<= Add | ii‘ Backup Operators
— ii‘ Guests
Hemayve -» | ii‘ FTS Trusted Impersaor
B Power Users LI

IUSR_computername as a member of WebUsers group ONLY

O Change the access permissions on the IS directories. It is particularly important to make
certain that the groups “Everyone” and “Guest” are removed. The following chart outlines the
recommended permissions for directories pertaining to 11S. Make sure you remove "Allow
inheritable permissions from parent to propagate to this object" if it is selected for each
directory to permit explicit ACL definition.

Note: IIS permissions complement the NTFS permissions. It is important to remember, however,
that IIS web server permissions apply to all users accessing your site. Whereas, NTFS permissions
are applied to individual users and groups with valid Windows NT accounts. For a file to be sent to
the client browser for rendering, IS Read permission must be set for the Web directory and the user,
in whose context the server is running, must have NTFS Read access to that file. If they do not
match, the most restrictive permission will be enforced, i.e., permissions that deny access will be
enforced over those that grant access.
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Type of Data Example Directories Data Examples NTFS Permissions 114.0
Permission
Default install \inetpub Top level 11Sdir. | Administrators (Full Control) N/A
directories \WINNT\system32\inetsrv | System dir. System (Full Control)
M etabase \WINNT\system32\inetsrv | MetaBase.bin Administrators (Full Control) N/A
System (Full Control)
Static Content \wwwroot\images HTML, images, | Administrators (Full Control) Read and
\wwwroot\home FTPdownloads, | System (Full Control) None
\ftproot\ftpfiles etc. WebAdmins (Modify)
Authenticated Users (Read)
Anonymous (Read)
FTP Uploads (if [ftproot/dropbox Directory used Administrators (Full Control) Write and
required) by usersto store | WebAdmins or FTPAdmins None
documents for (Read,Write,Delete)
review prior to Specified Users (Write)
the Admin
making them
available to
everyone
Script Files \wwwroot\scripts ASP Administrators (Full Control) Script
System (Full Control)
WebA dmins(M odify)
Anonymous (Traverse Fol der/Execute)
Other Executableand \wwwroot\executables .exe, .dll, .cmd, Administrators (Full Control) Execute

Include Files

\wwwroot\include .pl System (Full Control)
.inc, .shtml, WebAdmins (Modify)
.shtm Anonymous (Traverse Folder/Execute)

Q Establish directories that contain read only files (HTML, images, files made available for FTP

download, and other such files). Each type should have its own directory with ONLY Read
(NTFS and 11S4.0) permission for file access allowed to the Anonymous account (WebUsers
group). Grant Modify access permissions to the group responsible for maintaining web
content (i.e., WebAdmins).

Establish directories that contain executable files only (scripts, batch files, and other
executables). These directories should ONLY have NTFS Execute permission for users
accessing your site (i.e., IUSR_computername, WebUsers) and |IS permission of Script
ONLY. 11S4.0 Execute permission should only be allowed on directories where appropriate,
i.e., a separate directory containing binary files that must be executed by the Web server.
Script and Execute are additional access control permissions offered by 11S4.0.

Delete or move all directories that contain “samples” and any scripts used to execute the
“samples”. The following is a list of directories created during the installation of IIS. It is
recommended that these directories be deleted or relocated. If there is a requirement to
maintain these directories at your site for training purposes, etc., have NTFS permissions set
to only allow access to authorized users, i.e., “WebAdmins” and administrators. Also, to
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control access to these directories through WWW, require NTLM Challenge/Response
authentication through the Web Site Properties dialog box.

= \InetPub\ASPSamp

\InetPub\iissamples

= \InetPub\scripts\tools

= \InetPub\scripts\samples

= \InetPub\wwwroot\samples

= \InetPub\AdminScripts

= \Program Files\Common Files\System\msdac\Samples

The Metabase File

The Metabase is stored in a special format disk file, by default named Metabase.bin in
the \WINNT\system32\inetsrv directory. This is the default installation directory for 1IS. The
Metabase loads from disk when IIS starts, stored to disk when |IS shuts down, and saved
periodically while 1IS is running. It is important to protect this file from unauthorized use, even
though sensitive data is stored in a secure manner within the file.

O Store the Metabase.bin file on an NTFS partition and use Windows NT security to
protect it. When IIS 4.0 is installed, the Administrators group and System are given
Full Control to the Metabase.bin file. There is no need to modify this setting.

O To hide this file from unauthorized users, move or rename the file. To relocate or
rename the Metabase file, stop 1S, move or rename the file, and modify the registry
key HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\InetMgnParameters. Add a
new REG_SZ value to this key named MetadataFile to specify the new complete path
of the Metabase file, including the drive letter and filename.
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Internet Service Manager

When you start the 11S4.0 Internet Service Manager (ISM), an MMC console begins running
and automatically loads the Internet Service Manager Snap-in. There are three main property dialog
boxes general to IIS operation: Master Properties; Enable Bandwidth Throttling; and Computer MIME
Map. Setting these general properties becomes very useful if you know that you will be creating a
number of different sites on your server. These properties will be automatically inherited by all sites
created on your server, which will save time when configuring each site. The common settings that
can be established through the Master Properties dialog box to enhance security will be discussed.
Access the Master Properties dialog box by highlighting the IIS server name in the ISM and selecting
“properties’ in the Action pull down menu. Click the Edit button to configure Master Properties for
the selected server.

= ntclient Properties

Internet [nformation S erver |

— Master Properties

Edit the properties inherited by all sitez created on this
conputer

Maszter Properties:

Edit...

— Enable B andwidth Thrattling

[Limt et andwidtt availatle fon alllntermet] ntamation
Servern Wweb and BElE sites om thie computer.

Fl aximum network user [1.024 fE e

— Computer MIME Map

To configure the MIME types the WWeb Service sends to
brawsers in the HT TP Header, click File Tupes.

File Types... |

k. I Caricel e[t | Help |

Master Property Dialog Box for IIS WWW Sites

UNCLASSIFIED !



UNCLASSIFIED

Master Properties

This property dialog box is used to set default values used by all current or new sites on this
server. If avalue for a specific web site will change as a result of the values set on the Master
Properties dialog box, you will be prompted to select the items that should adopt the new settings. An
item will remain unchanged if it is not selected. Changes made to a list-based property will replace
the original setting, not merge with existing settings.

O Select Edit in Master Properties to configure common WWW site properties. Enable
Logging is selected by default and is the only security related setting on this dialog box.
Keeping the default setting will ensure logging is enabled for all web sites created on this
server.

www Service Master Properties for nisd =

Diocuments | Directony Security I HTTF Headers I Cuztom Errors I 15 3.0 Admin
'eb Site | Dperators I Performance I [S4P Filters I Home Directony

—feb Site |dentification

Diezcription: I

|E &ddress: I[.-’-‘-.II IUnazzigned] j Edvanced.,, |
TR Bart IE':I 25l Park: I

— Connechionz
= Unlimited

™ Limited To: I'I,EIEIEI EORHECHEE
Connection Timeout: IE‘DU zecands

—Iv Enable Logging

Active log format;

IWEE Extended Log File Format j Properties... |

k. I Caricel Apply Help

Master Web Site Properties dialog box
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The following shows the dialog boxes for setting common security-related properties using
the Web Site tab and Operators tab. Other tabs may have common settings as well, but will depend
on how you setup your server. Note that these same settings can be applied individually to the
WWW, FTP, and SMTP services. Only the Web Site and Operators tabs are discussed here as they
contain the settings that are most likely to be universally applicable to all of the sites.

Default Web Site Properhies [ 2]
Documents i Dhirectary Security ; HTTF Headers ; Cuztom Errors
Wweh Site Operatars i Perfarmance ; |SAPI Filters ; Harme Directary

=feb Site Operators

[arant aperatar privileges on this YWeh Site only ta these Windaows MT Lzer
Accounts,

Operators: ii" Adrministrators
nbge | 1S A% eb Adrins

Bemaye

k. i Cancel i Apply i Help

Master WWW Operators dialog box

O Select Add to insert users or a group of users (recommended) who are responsible for
maintaining web content for ALL sites created on the server. When you configure each
site, these groups/accounts automatically appear and you have the option to remove
them, as well as add other groups as appropriate for the site. (If your server is
responsible for maintaining several web sites, create a separate group to manage WWW
content for each site. These specific groups are added to the above list during the
configuration of each individual web site.)
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Directory Security Tab - Authentication Methods
Authentication Methods

- Select ane or mare Authentication kethods far this resource —————— =

IV allow Anonymous Access
Mo User Mame/Password required to access thiz rezource

Account used For Anonymous Access: Edit... I

[T Basic Authentication [Password iz zent in Clear Text]

Ilzer Mame and Pazsword reguired when:
* Allaws Anonymous e dizabled
* Aocess iz resticted using MTFS Access Caontral Lists

Default dornain for bagic Authentication: Edit... i

™ Mindows MT Challenge/Fesponze

I1zer Mame and Pazsword required when;
* Aillow Anonymous i dizabled
* Access iz resticted uzing MTFS Access Cantral Lists

k. i Cancel Help

Allow Anonymous Access — This is the method most often used when accessing a
Web server. By default, IIS creates the account IUSR_computername, which is granted local
logon user rights (“log on locally”). Whenever an attempt to access server resources over the
Web is made, the user is automatically logged on using this account. The user can then only
access resources based on the privileges granted to this anonymous account.

Basic Authentication — Is supported by almost every Web browser on the market. Basic
Authentication sends the user name and password in clear text, which can be stolen by
unauthenticated users. If your site requires the use of Basic Authentication, it is
recommended you implement SSL as well. The combination will help you maintain tight
access control to your sensitive data without risking logon information being intercepted.

To setup Basic Authentication with SSL, perform the following steps:

Obtain a Server Certificate

Require Secure Channel when accessing this resource

Enable Basic Authentication and disable Anonymous and Challenge/Response for
this site

Windows NT Challenge/Response (NTLM) — This is the most secure of the three
options of authenticating users. A cryptographic technique is used to authenticate the
password. The actual username and password are never sent across the network, so it is
impossible for it to be captured by an unauthenticated source. Only clients with the Microsoft
Internet Explorer browser can use this method of authentication. This option also does not
work well on a secure extranet because it cannot operate over a proxy server or any other
type of firewall application. It is, however, an excellent choice for secure intranets.

IIS can be configured to allow any combination of authentication scheme and anonymous
access, allowing a web site to contain both secure and nonsecure portions. When an
authentication scheme is used in conjunction with anonymous access, the user is always
initially logged on using the anonymous account (IUSR_computername). When a request
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fails because the account information doesn’t specify proper authorization, a response is sent
to the client Web browser indicating that the user doesn’t have the required access. Returned
with this information is a list of the various authentication schemes supported by the server.
The client Web browser responds by prompting the user for a name and password. The
browser then traverses the list until it finds an authentication scheme that it supports. It then
resubmits the original request to the server, this time with the rewly entered username and
password using the selected authentication scheme. If Allow Anonymous Access is not
selected as an option, one of the other two options must be selected.

The following summarizes important areas to consider when configuring your web server:

Q

Decide how you want access to be controlled on your web site and set restrictions based
on IP address.

Determine if SSL and Certificates are required in your environment.

Select an authentication method. Allow Anonymous is the most common method. Do not
use Basic Authentication unless your site implements SSL (Certificates).

Create directories with Read only NTFS permission for the WebUsers group. This
directory will also be assigned 11S4.0 Read only permission during the WWW/FTP site
setups. These directories are used to store data you wish to make available to client
browsers for viewing/downloading only.

Create directories with Execute NTFS permission only for the WebUsers group. These
directories will be assigned 11S4.0 Script or Execute only permission during the WWW
site setup. Script will be assigned to directories containing script files, such as .ASP.
Execute will be assigned to directories containing all other types of executables, i.e.,
.exe/.cmd/.dll, etc.

Make sure the Metabase file is protected by hiding it from unauthorized users.

UNCLASSIFIED 1



UNCLASSIFIED

World Wide Web (WWW)

Web Site Property Dialog Box — Highlight the web site to be configured in the ISM, then
select properties to access this dialog box.

O Web Site Identification — Specify a Description - the name that you want to use in the
tree view to identify this web site; an IP address; a TCP Port and SSL Port (if you change
these from their defaults, notify your users or they will not be able to connect); and
Advanced options, where you can map multiple domain names or host header names to
a single IP address using the Host Header Name box.

O Connections — Limit the number of simultaneous accesses to your web site and set a
connection timeout. Timeout settings are recommended to prevent a possible denial of
service attack.

O Enable Logging — Once IIS logging is enabled, you can configure how and when log
files are created and saved.

Default Web Site Properties EE

Documents ; Directony Security ; HTTF Header= ; Cuztom Errorz
web Site ; Dperataors ; Performance ; |SAP Filters ; Home Directony

=web Site |dentification

Dezcrnption: ;Default YWeb Site

|P Address: i[.i'-.IILlnassigned] :_j .-'l‘-.glvanced...l
TCP Part; 15'] E51 Bark: 1

- Connections
' Unlimited

' Limited To: i'I,EIEIEI conhections
Conrection Timeout: iElEIEI zeconds

—I¥ Enable Logging

Active log format;
;'W'EE Extended Log File Format

k. Cancel Apply Help
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Operators Property Dialog Box
Web Site Operators

O Add users or a group of users (recommended) who are responsible for administering the
data for your site by selecting the Add button on the Web Site property dialog box.
Operators can work only with the properties that affect the web site for which they were
created. They cannot access the properties that control overall IIS setup, the NT server
operating system that hosts IIS, or the network on which the system runs.

NOTE: When selecting members for this group, make sure individuals are knowledgeable
and trustworthy to minimize compromising your system’s security.

Default Web Site Properties

Documents ; Drirectary Security ; HTTF Headers ; Cuztom Errors
“Wieb Site Operators i Perfarmance ; |S4P Filters ; Haorne Direchony

=web Site Operatars

[Grant operator privileges on thiz Web Site only to these Windows MT Uzer
Accounts,

Operators: rﬁi Adrniristrators Add.. 1
e

Ahweb Admins

Bemove 1

(] i Cancel Apply Help
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Home Directory Property Dialog Box

The Home Directory property dialog box allows you to look at and change settings that
control Web content delivery, access permissions, and Active Server Page configuration and
debugging. Options that are available to you on this dialog box will vary based on the location
of the content. However, all security-related settings can be covered under the “A directory
located on this computer” option.

Default Web Site Properties EE3

Documents i Directary Security i HTTF Headers ; Cusztomm Errors i
wieh Site i Operatars i Performance i [544F Filters Home Directony

Wwhen connecting to this resource, the content should come from:
A directon located on this computer

" & share lozated on another computer
& redirection to a UFRL

Local Path: iE:‘«Inetpub‘wwwerDt Browsze. . 1

Access Permizsions  Content Control Content Control
¥ Bead ¥ Log access
[ wiie [ Directory browsing allowed T FrontPage ‘Web
- Application Settings
M arne: 1Default Application Remaove

Configuration...

Starting Faint: <Default \wWeb Site: 1

[ Funin separate memary space [isolated process|
Fermizsions:

% Mone

" Scpt

" Execute [including script]

| F, ; Cancel Apply Help

Access Permissions
Permissions set here need to match NTFS permissions. If they do not match, the
most restrictive of the two will be enforced.

O Configure directories with appropriate permissions for your site(s). Set Read only for
directories created with downloadable content accessible by all users for browsing.
Directories containing scripts or other executables should not have Read or Write
permissions enabled.

Content Control
O Ensure Log Access is selected. This ensures that all visits to this directory are
logged into the log file.

O Deselect Directory Browsing Allowed if it is selected. This allows visitors to look at

a hypertext listing of the directories and files on your system. This is NOT
recommended. The issue here is that if no default document is sent to the client
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when the site is accessed, the unknown user will get a directory listing of your system
instead. This exposes more of your system to unknown users. There is a risk of
exposing program files or other files to unauthorized access.

Application Settings
An application is the directories and files contained within a directory marked as an
application starting point.

O Run in Separate Memory Space — This option enables you to isolate a web-based
application by having it run in a memory area that is separate from the Web server
software. It is recommended that this be enabled so applications do not inadvertently
cause problems with the Web Server software.

O Permissions — These settings control the execution of applications contained within
a directory. Carefully select the appropriate option. A directory containing scripts only
should have only the script option enabled. Other executables should be maintained
separately with only the execute option enabled. Make sure the read and write
access permissions are not enabled when these options are selected.

Below is a description of the options available for Application Settings, permissions:
NONE - prevents programs or scripts from executing.

SCRIPT - Restricts execution to scripts that have had file extensions previously
mapped to scripting applications. Make sure the directory with this permission does not
allow Read access to anonymous users. If Read permission is granted, it is possible that
users may be able to look at the information contained within the scripts, some of which
may be sensitive (i.e., passwords).

EXECUTE — Allows any application to execute, including scripts and NT binaries,
such as .exe and .dll files. Use care when granting this permission. This permission
should only be used for directories that contain binary files that must be executed by the
web server. If your site requires this permission for a directory, make sure it does not
have NTFS write permissions allowed for anonymous users to your site (WebUsers, for
example).

Applications can be configured in more detail by using the Configuration button. A
separate dialog box is displayed with the following tab options: App Mappings; App
Options; Process Options (if you select to run in separate memory space); and App
Debugging. Discussions in this document focus on the security relevant settings, which
are limited to the App Optionsand Process Options dialog boxes described below.
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App Options

O Select Enable session state and set a Session timeout so that Active Server
Pages (ASPs) creates a new session for each user who accesses an ASP
application. This lets you identify the user across several ASP pages in your
application. If the user does not request a page or refresh within the session timeout,
the session will end.

QO Enter an ASP Script timeout value so that if a script does not complete execution
within the allotted time, an entry will be made into the NT Server Event Log and
execution of the script will stop. Setting timeout values will help prevent a denial of
service attack.

O Deselect Enable parent paths. This option allows the use of “.” in calls to
MapPath.

Application Configuration

App Mappings  App Options I #pp Debugging I

—Application Configuration

¥ Enable zezzion state

Session limeot; IEEI minutes

[ Enable buffering

[" Enable parent paths
Default 45P languane: IVBSCfiDt

ASP Script limeout; IE!I:I geconds

k. I Cancel Ll Help
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Process Options
O Select Write unsuccessful client requests to event log

Application Configuration

App Mappings ; &pp Options  Process Options | App Debugging ;

- Process Caonfiguration

¥ iwirite unsuccessful client requests to event log

¥ Enable debug exception catching
Mumber of zcript engines cached: 135

-~ Script File Cache
{" Do not cache A5P files

¥ Cache all requested 45P files

i~ Max A5P files cached: i'illlllllll

- LGl Configurations

CGI zcript timeout:  |300 seconds

lTi Cancel Ll Help

Documents Property Dialog Box
O Create and insert a default document. It is recommended that you always provide a
default document that all users will see when accessing your site(s). This helps
prevent displaying the directory structure of your site to a user unintentionally. This
happens when the Directory Browsing Allowed option is left enabled.

Default Web Site Properties EHE
Weh Site i Operators i Perfarmance i ISAPI Filkers i Harne Directany i

Documnents ; Directony Security i HTTF Header= i Cuztom Errors i

—¥ Enable Default Document

Drefault. kitrn
1 D efault.asp Add...

—1" Enable Document Footer
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Directory Security Property Dialog Box

Security properties can be set at the web site, directory, virtual directory, or file level.

Directory level will be used here to describe the settings, but apply to whichever level you are

working with.

Default Web Site Properties EE

YWwieb Site i Cperators ; Ferformance i ISAPI Filters i Home Directony i

D ocuments

ko

-

= Anonumous Access and Authentication Control

Directany Security i HTTF Headers ; Cusztom Ermors i

Enable anonymouz accessz and edit the
authentication methods for thiz rezource.

= Secure Communications

I1ze K.ey Manager to create a Certificate Request. This starts the
proceszs of receiving a S5L Certificate for thiz rezounze.

Key Manager...

@

— P Addresz and Domain Mame Restrictions

Grant ar Deny access to thiz rezource uging |P Addrezses or Internet
Domain M ames.

Edit...

ol Cancel Leppll Help
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Anonymous Access and Authentication Control
O Select the appropriate options for web sites, directories, and files as determined by
the security policy of each site supported by the server.

Authentication Methods i

—Select one or more Authentication Methods for thiz resource——————— =

¥ dllow Aronyrmous Access
Mo User Mame/Paszword required to accezs thiz rezource

Account uzed far Anonyrous Access: Edit... ’

[ Basic Authentication [Password iz sent in Clear Text]

I1zer Mame and Fazsword required when;
* Al Ananymous is dizabled
* Aocess iz resticted using MTFS Acceszs Contral Listz

Default domain for bazic Authentication:

¥ ‘Windows MT Chalenge/Fesponse

I1zer Mame and Fazsword required when:
* Allave Anonymous is dizabled
" Access iz restncted uzing MTFS Access Control Lists

] i Cancel Help

Secure Communications — This option is used to configure SSL features (use of
certificates) available on your Web server. This enables the encryption of all traffic between
the client and server. Once setup, visitors to your web site must use a browser capable of
supporting secure communications.

IP Address and Domain Name Restrictions

Q Specify who can access your WWW site based on IP address. There are two options
on this property dialog box; Granted Access and Denied Access. Granted Access
allows all computers access to your resources except those specifically identified by
IP address. Denied Access denies access to resources except to those computers
with IP addresses specifically listed. Three options are available when specifying
computer IP addresses: single computer - specify a single IP address; group of
computers - specify the network ID and subnetmask; or an entire domain — specify a
Domain Name.

IP Addrezs and Domain Hame Restnchions

- IP Address Access Restictions
By default, all computers will be: af  Granted Access

Except those hsted below: ij' " Denied Access
Arccess ' IP Addrezs [Mask]/Domain Mame
:EJ| Denied ;EE, 1371405525

Hgm:’_.-...'r_-;

] 4 Cancel Help 19
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File Transfer Protocol (FTP)

O Configure your FTP server so that uploading of files to the server is prohibited. If it is
necessary to allow uploads, ensure users with this responsibility are explicitly specified
on the directory permissions. This prevents intruders from stashing pirated software,
cracking tools, and other illegal material that you do not want on your FTP server. If you
have to allow uploads to your server, create a separate directory (a “drop box”) to receive
these files. Also, monitor this directory regularly as part of your security policy.

Organizing FTP Directories

O Organize FTP directories for your users. Make sure FTP download directories are
configured for NTFS Read ONLY permission. Create a “drop box” directory for temporary
storage of files written to the FTP server. Files written to this directory should be
examined for suitability and security risk then placed in the directory for downloading by
others. Access to the “drop box” is limited to NTFS Write permission for users granted
permission to upload files to the FTP server. Conversely, the FTP directory configured for
user downloads is set to Read ONLY. This will prevent users from altering or deleting
files uploaded by others. A web site administrator could review files uploaded to the "drop
box" and place them in the Read ONLY directory for downloading by others.

FTP Site Property Dialog Box
O Select the “Enable Logging” option and assign a connection timeout value to prevent a
denial of service attack.

i gement Console - [iis.msc - Console Rootslnternet Information Servers® ntclient\Default .. =] E3
% Conzole  “Window Help ——

| Default FTP Site Propertiez EHE
ok ~u Y ! .
{ @ T n | (=} @ FTF Site | Security .i‘n.ccountsl Messagesl Home Dilectoryl Drirectony Security!
J T Aclion Y Wiew J J E | — Identification
[3 Console Roat E Description: |IIStest FTP Site
=0 BL”E:JF;E;M“D” Server IPAddiess: (Al Unassigned] =]
@ Default FTF Site TCP Part: |2-|
B 8 Default ‘Wb Site
E;Q Administration ''eb Site -
B4 Default SMTF Site  Uni
@& Defaut NNTF Site Unliritsd _
E'!:j Microzaft Transaction Server %" Limited Ta: I'I Q0,000 connections

LConnection Timeout: |3EIEI zeconds

—Iv Enable Logging

Active log format;

IWSE Ewtended Log File Format j
Current Sesziong |
KN
|Done QK Cancel | Apply | Help |

Security Accounts Property Dialog Box

O Select the “Allow only anonymous connections” box to restrict access to ONLY
anonymous connections. When this box is checked, users cannot log on with real
usernames and passwords, which are sent in the clear, preventing a possible attack
using the administrators account or another privileged account. Typically, FTP users log
on using the username anonymous and their e-mail address as their password. The FTP
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server then uses the IUSR_computername account as the logon account for permissions.
NTLM (NT Challenge/Response) is not available for the FTP service.

O Designate which user accounts you want to administer your FTP site. Place these
accounts in a Group (i.e., FTPAdmins) then add this Group under the Security Accounts
tab of the FTP site property sheet.

O Select the Enable Automatic Password Synchronization option to match the
anonymous FTP logon user name and password (typically IUSR_computername) with
accounts created in the User Manager for Domains. This eliminates the need to specify a
password, avoiding a possible mismatch resulting in anonymous access failure. If
IUSR_computername is not the anonymous user account, make sure the anonymous
user account defined is an account on the local computer. Password synchronization
should not be used with non-local anonymous accounts.

T r . -
i Microsoft Management Congole - [iis.msc - Console Root\internet Information Server\” iigd]

ﬁ Cohzole Window Help ;lilﬁl
BEHE 0B

J'Action'\-’iew JJE|>I|||=@-.5@

D Conzole Root Degcription | Shate | Host Header Mame | IP Address
=20 Intemet Information Server i) Default FTF Site Running " &0l Unass
[51 Transaction i

FTF Site  Security Accounts I Mezsages | Home Directory | Directory Security I

—W iallow Anonymous Connechions

Select the Windows MT Uzer Account bo use for anonymous access to this
rezource

Uzemame: IIUSH_II54 Browsze... |

Fassword: Ixxxxxxxxxx

¥ Allow only anorymous connections

¥ Enshble Autamatic: Passwaord Synchranization

—FTP Site Operators

Grant operator privileges to Windows NT Uzer ficcounts for thiz FTP site
anly.

|Dione

Operators: Adrainistratars Add..

1S 44F T PAdriins
Bemnmwve |
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Message Property Dialog Box
O Insert a Welcome message in the form of a Security Banner to be displayed to any user

connecting to your FTP server. Exit messages can be used to display notices to users
upon connection termination. A Maximum Connections message can be used to notify
the user should the number of maximum connections is reached.

Default FTP 5Site Properties EE

FTF Sitel Secunty Accounts - Messages | Home Directl:uryl Diirectony Se-:urityl

—FTF Site Meszages

Weloame:

"Your =tandard security bulletin” ;I
[~

E xit:

IThE =y=tem will be unawvailable tomorrow betwes

M airum Connectionz:

IiI'he maxinum humber of connectionhs hawve been re

k. I Cancel Apply Help

22
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Home Directory Property Dialog Box

This property dialog box is used to specify where the content comes from (either from a
directory located on this computer or from a network share located on another computer-URL
redirections cannot be specified). The local path to the directory, access permissions, and the
style of the directory listings that IS sends to the client can also be configured.

O Set Read access ONLY for the FTP Site Directory. If your site requires users to upload
data, create two directories beneath the “ftproot” directory. One with Read ONLY access
to store data made available to all users for download, and one with Write Only
permission to be used as a “drop box” uploading data. FTPAdmins could then review the
data in the “drop box” prior to making it available to all users in the Read ONLY directory.

" =l onsg Boo 0 el lnfoomation Serverh = oiclientilela i

ﬁ EDI ...... ...... .................................. Default FTP Site Properties E
E"é D"' E

| * Action ™ WYiew J e ; When connecting to this resource, the content should come: from:

-ﬁ'ﬂ | @ FTRP Sitel Security .-’-'u:u:u:uuntsl Messages Home Directory I Directony Securityl

% a directory located o this cornputer

I:j Console Root " & share located an another computer
EID Internet Information S ereer ~FTP Site Directory
= 2 = ntclient
- . Local Path: F:\retpubbitproot
&3} Default FTP Site Sl [F-tinetpubitproo Browse |
- Default'web Site ¥ Eead

é Adrninistration Web Site ™ wite
45 Default SMTP Site

- (5 Default NNTP Site W LogAgcess
-2 Microzoft Transaction Server

= Directory Listing Style
" M5-D

0k I Cancel Apply Help

|Done
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Directory Security Property Dialog Box

This property dialog box allows you to specify who can access your FTP site based on IP
address. There are two options on this property dialog box; Granted Access and Denied
Access. Granted Access allows all computers access to your resources except those
specifically identified by IP address. Denied Access will allow ONLY those computers with
listed IP addresses access to your resources, and will deny all other requests.

O Select the option that best fits your security policy. If access to FTP files is limited to

users within your site, select "Denied Access" and specify computers or domains
permitted access.

Default FTP Site Properties

FTF Sitel SecLrty .-‘-‘-.u:u:-:uuntsl Messagesl Home Directory  Directony Security I

— TCPAP Access Restrictions
By default, all computers will be: d’ ¥ Granted Access

Erzept thoze listed belaw: 5 " Denied Access
Arccess | IP Address [Subnet Mazk] |

Type: Edlity..

Add...
Deny Access On | Eemoye |

" Single Computer

= Domain Mame

M etwark, |0 Subnet b azk:

Cancel | Help |

1] ¢

(] I Cancel I Sy | Help
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Simple Mail Transfer Protocol (SMTP)

[1IS4.0 includes an SMTP mail service used to transfer Internet messages between servers.
However, this is not a full SMTP server. The SMTP service does not provide a POP server and is not
intended for use by end-user programs (i.e., Netscape Mail or Outlook Express). This service is
intended for use by ASP applications and other applications that require the use of mail functions. Its
interface is accessible under ASP, Visual Basic, and Visual C++ for sending and receiving messages.
This allows, for example, the server to send a confirmation email message to a customer who
submits a registration form. A Web server can also receive messages. This is useful in the event a
mail message, sent by the server, could not be sent. The Web server could receive a non-delivery
receipt notifying a Web administrator of the status of the message. A Web administrator could also
setup a mailbox to collect customer feedback messages regarding a web site. Below are images of
dialog boxes available for configuring SMTP properties. Access the dialog boxes by highlighting the
SMTP site on the Internet Service Manager and selecting properties on the Action pulldown menu.

Q Onthe SMTP Site tab, make sure Enable Logging is checked and configure the logging
properties as you would the services discussed previously. The Operators tab allows you
to define a user or group responsible for managing this service. It is not illustrated here,
but is identical in concept to that defined for the WWW and FTP services.

Default SMTP Site Properties

SMTP Site ; Dperaturs; Messages; Deliver_l,l; Drirechany Seu:urit_l,l;
~SMTF Site |dentification

D ezcription: 1efault SMTR Sik
IF address: i[.-’-‘-.ll Unassighed) :_j Advanced... i
= |ncoming Connections—————————— = Outgoing Connections

TCF port: ;25 TCF port: ;25
™ Limited ta i'l (00 connections [ Limited to ;'i ]1]H] conhechions

Connection time--:uut[seu:u:ur1|:|s]:;5':":I Connection time-outjzeconds]: ;'3':”:'
[ Limit connections per domair; ;'lUU

—¥ Enable Logaing

Active log farmat;

;'W'EI: Extended Log File Format __‘_'j Properties... 1

lTi Lancel £l Help
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The Directory Security tab provides the capability to configure the same options as the
services discussed previously and offers one more, Relay Restrictions. Configuring this option is
similar in concept to configuring the IP Address and Domain Name Restrictions property. Select
either to allow all computers to relay through this service except those specifically defined, or deny all
Mail Relay requests except those specifically defined. Be careful when configuring this option.
Accepting a request to relay could possibly allow spammers to forward mail through your sever and
have it appear as though that is where it originated.

O Select Not allow to relay. If you choose to allow your server to become a Mail Relay,

only allow authenticated computers by selecting the option Allow any computer that
successfully authenticates to relay.

Default SMTP Site Properties

Relay Restrictions
SMTP Sitei Operatars | Mess

—Anonymous Access and Autk

Biw default, all computers are;
Enable anonpmao: &f © Allowed to relay

# authentication met

Escept those listed below:

— G Cammu el —— Access IP Address [Mazk] # Domain Mame '

add...

= a View or set the ze
= uszed when this wir

Hemove

=P &ddresz and Damain Mam

Grant or deny aco
dornain names.,

¥ Allowe ang computer that successfully authenticates to relay

k. i Cancel 1 Help

ey Erant ar deny permizzions to relay mail thraugh Edit
= thiz SMTP site. - i

- Relay Restictions————

0k, Cancel

B>
L=
=l
=

Help
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Microsoft SMTP Service supports the use of Transport Layer Security (TLS) for encrypting
transmissions. You can require the use of TLS for all incoming connections through the Secure
Communications dialog box from the Directory Security tab. To use TLS for the server, you must
create key pairs and configure key certificates. You do this by selecting the Key Manager button.

Secure Communications [ %]

— Secure Communications

Once a valid key certificate from a certificate autharity iz installed an the
SMTP site, you can require that access take place on a secure channel.

v Require Secure Channel

If a secure channel is required, access to the SMTP zite can also
be lirited by the strenagth of the encroption. Default strength iz
40-bit encroptian.

¥ Fequire 128-bit encruptioré

Ilze Ken Manager to create new kep requestz and manage your
inztalled key certificates.

K.ev Manager... |

k. I Cancel Help
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Auditing

In addition to the audit settings described in the “Guide to Secure Microsoft Windows NT
Networks”, enable IIS logging to enhance security auditing of the IIS environment. 1IS logging tracks
IIS-specific events related primarily to HTTP traffic in and out of the server. Included in the log is IP
address information that is not available through Windows NT logging and auditing mechanisms. The
following suspicious activity can be tracked using the IIS logs:

= Multiple failed commands, especially to directories configured for executable content.

= Attempts to upload files to directories configured for executable content.

= Attempts to access .bat or .cmd files and subvert their purpose.

= Attempts to send .bat or .cmd commands to directories configured for executable content.

= Excessive requests from a single IP address, attempting to cause a denial of service
attack.

IIS logging is configured through the Services properties dialog boxes (WWW, FTP, and
SMTP) by selecting the properties button.

Default Web Site Properties K E3

Documents I Directory Security I HTTF Headers I Cuztom Errors
web Site I Operators I Ferformance I [S4P Filters I Home Directory

—wieb Site ldentfication

Dezcnption: IDefauIt Web Site

P Address: i[.-'i‘-.ll Inazzigned) j Advanced... |
TCF Part: IE':I SSL Port;  [443

— Connectionz
& Unlimited

" Limited Tax I'i,EIEIEI CORRECHETE
Connection Timeout: IHDD seconds

—Iv Enable Logging

Active log format;
IWSE Extended Log File Format

Q Move and rename the IS LogFiles directory. This can increase the difficulty unauthorized
users experience while trying to “cover their tracks.”

Q Limit Full Control access on the IIS LogFiles directory to SYSTEM and Administrators ONLY

(or whichever group is created to manage auditing on your system). Make sure “Replace
Permissions on Existing Files” is checked when making these changes on your system.
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Q Write, Delete, Change Permissions, and Take Ownership are critical events for WWW
content directories. Audit for success and failure in the Windows NT audit facility.

O Extended Logging Options - Some settings that should be included in your site’s audit policy:
Date and Time event occurred;
IP Address of the client and username (this is likely to be IUSR_machinename)
accessing your site — this is very useful because this data does not appear in the NT
log files;

HTTP method used to access your site;

URI Stem - the resource accessed by the client (HTML page, script, or ISAPI
application);

URI Query - the query the client was making;
Status of the request;
Time taken to process the request; and

URL of the last site visited by the client.

Extended Logging Properties x
Extended Logging Properties 1

General Froperties | E stended Properties I

General Properties  Extended Properties ;

—Mew Log Time Period
'y Qall_l.x — Extended Logging Options
© wieekly v Date ¥ URI Quemny
' Manthly v Time ¥ Hitp Status
" Urlimited file size ¥ Cliert IP Address [ win32 Status
" Wihen file size reaches: ¥ Liser Name I/ Bytes Sent
= | [ Semvice Mame [™ EBwtesz Recejved
- [ Server Mame IV Time Taken
Log file directony:
[2wirDire\System32:LogFiles I™ Server|P I™ Pratocol Version
[ Server Paort [T Uszer Agent
Lo fil SNV dd.|
oq file name expurimdd.log ¥ Method I Coskie
¥ URI Stem W Heferrer
(] I Cancel
] ; Cancel Apply Help
29
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Certificates

A good description of how to administer the certificate manager and client certificates within
your IIS environment can be found in the book entitled Mastering Internet Information Server 4.0. This
document provides a brief description.

The Key Manager is used to request a digital certificate from a trusted third-party certificate
authority and manage installed Key Certificates. It is used to configure background information that
will be needed to apply for a digital certificate and create the required files. The Key Manager can be
accessed through the Secure Communications Edit button of the Directory Security tab of the
Server and Web Site Properties dialog boxes. The following tasks are performed through the Key
Manager:

generate a key pair file and a request file
request a digital certificate from a CA online
install the digital certificate on your server

Once you have configured your site to use certificates, activate the SSL security on your server using
the ISM for the directories that require secure access.

Two options are available when mapping certificates to user accounts in [IS4 — a one-to-one
mapping and a many-to-one mapping. One-to-one mapping is pretty simple, one certificate maps to
one NT account. The comparison performed is a certificate-to-certificate comparison of the presented
certificate to the certificate defined in the one-to-one mapping rule. However, it is very important to
understand how the many-to-one mapping and certificate matching rules are used in granting access
to protected web information. If not configured correctly, unauthorized access can nadvertently be
granted. The comparison of certificates in a many-to-one mapping is performed irrespective of the
length of the certificate chain. In this case, “subject” and/or “issuer” attributes from client certificates
are extracted and compared to the defined attributes in a many-to-one mapping rule. Since the
comparison is not binary, it is possible for a root CA’s subordinate CA to create a CA certificate with
the same name as a peer CA. This certificate could then be used to masquerade as the peer CA to
possibly gain access to restricted resources on a web site. In order for this to happen, both the
legitimate issuer of the peer CA certificate and the issuer of the rogue CA certificate must be in the
physical store for Trusted Root Certification Authorities of the Local Computer. The risk of this
actually occurring is low, as the exploitation of this vulnerability can only be accomplished from within
the root CA’s hierarchy.
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Secure Communications =

k.ey M anager iz uzed to create new ke requests and manage your installed
K.en Certificates.

E.ev Manager... i

¥ Eequire Secure Channel when accessing this resource

Client Certificate Authentication
e Do not accept Client Certificates
| " Accept Certificates

' Fequire Client Certificates

,“1;'" Enable Client Certificate Mapping

? Client Certificates can be mapped to Windows MT User Accounts. Thiz
allows access contral o rezources uzing Client Certificates.

Edit.. ]

k. Cancel 1 Help

O Click the Edit button in the Secure Communications window to configure a wildcard rule
for the many -to-one certificate mappings.

O Select the Match on selected certificate issuers option and click the Select button to
define the CA(s) (or certificate issuers) to be applied in the many-to-one certificate
mapping rule. Do NOT select Match on all Certificate Issuers which | trust unless all
default CAs have been deleted and you are sure that users with certificates created by
those CAs, which you have carefully selected to put in the Trusted Root Certificate store
of the Local Computer, apply to the created rule.

General

[v Enable this wildzard rule

Enter a brief dezcription of the wildeard matching rule. Thiz iz for vour reference anly.

Description: |M5 Mapping

|zzuers

Select which Certificate Authorities thiz wildzard wil

" Match on all Certificate lssuers which | trost

* Match on selected certificate issuers Select...

| Hest » | Caricel | Help
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Client Certificate Authorities

bl atch on the following Certificate |ssuers:

| lzzuing Authority I:I

YeriSign, Inc., Clazz 3 Public Primary Certification autharity, 115

Yerigign, Inc., Clazs 4 Public Primary Certification Sutharity, 115

RSA Data Securty, Inc., Commercial Certification Autharity, 115

RSA Data Security, [ne., Secure Server Certification Autharity, LS

GTE Corparation, GTE CoberTrust Solutionz, Inc., GTE CyberT izt Root, 15

th@hacked.com, MD, Baltimore, Trusted Hackers Inc., Masker Unit, Trusted Hacker Certificate &, .
YenSign, Inc., Clazz 2 Public Primary Certification Autharity - G2, [2] 1998 YenSign, Inc. - For author...
YeriSign, Ihc., Class 2 Public Primary Certification Autharity - G2, [2] 1998 WeriSign, Ine. - For authar...
YeriSign, Inc., Clazz 2 Public Primary Certification autharity, 115

Copyright [c] 1337 Microzoft Corp.. Microsoft Corporation, Microsoft B oot Suthorit

admint@irs.gov, MD, Baltimare, IRS, Gaov, ns, US

YeriSign, Ihc., Class 3 Public Primary Certification Autharity - G2, [2] 1998 WeriSign, Ine. - For authar...
GTE Corparation, GTE CoberTrust Solutionz, Inc., GTE CyberT ruzt Global Roat, US

GTE Corparation, GTE CeberT rust Roat, LS LI

WarCimm lae Clace 1 Poklic Prireae Carbifie abioe & oHsankbo 1S

k. Cancel Help |

O Select the CA(s) to apply to the many-to-one mapping rule. If the rule definition
requires issuer attributes, or is intended to only use client certificates issued by a
specific root CA or one of its subordinates, select ONLY that CA from the list of
trusted CAs. If subject attributes are required, select ONLY those CAs that apply to
the defined rule.

Edit Wildcard Mapping Rule ]|
General Rules i Mappingl
Specify the certificate fields and match criteria;
Certificate Field | SubField | Match Criteria |
|=zuer ] IRS
|szuer L B altimore
|szuer 5 MD
lszuer Ermail adminiztirs. gow
lezuer E; 115
|zzuer CH ng
Edlf Hew. . I

k. | Cancel Apply | Help

O Define the matching rule to be applied to the selected CA(s). Apply all subject
attributes as required.
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O Onthe Mapping tab, define the logon account to use when the presented certificate
matches the criteria defined under the Rules tab. Access can also be refused based
on certificates presented that match specified criteria by configuring a matching rule
and selecting the Refuse Access option under the Mapping tab.

Edit Wildcard Mapping Rule <]
Generall Rules MEIF'F'ir'IEI'i

Select the action to take when a certificate iz prezented by a web client which matches
the preceding criteria;

% ihccent thiz certificate for Logon Authentication

" Refuse Scoess

HT Account: !DEI-.I"-.E‘-.l:IministratDr Browse. .. I

RERREERRRR

Pazzword: i

k. I Cancel Senply | Help |

NOTE: Once SSL and the use of certificates are configured for your site, clients must access
the secure content using HTTPS. HTTPS servers can communicate with both secure and nonsecure
HTTP servers. However, files and directories configured to require SSL would not be passed to
clients not using HTTPS.

Backups

It is very important to include a disaster recovery policy in your site’s security plan. There are
several ways to backup the data provided to clients from your server. Automatic backups, such as
disk mirroring or disk duplexing, where you have a complete copy of the server’s hard drive that can
go online in the event the primary drive goes down, and manual backups. It is recommended that
you do not rely on disk mirroring or duplexing exclusively. This strategy only protects against a single
drive failure. In the event of a multiple disk failure, you must have other backups to recover. Here are
some things to consider when implementing your backup strategy:

How often does the server content change?
How long can your site go without providing services to clients?

Members of the Backup Operators group should have special logon accounts when
performing backups. Backup privileges should not be assigned to regular user accounts.

Keeping a set of backups offsite in the event of a natural disaster.

Make a set of backups before and after any maintenance to the Web server. This includes
any software/hardware changes to the system.

It is very important that you make and TEST your backups regularly.
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Make sure that NTFS permissions are intact when a restore is done from a backup.

Antiviral Program

There are numerous public sector sources for information on antiviral products. A suggested starting
point is the International Computer Security Association at http://www.ncsa.com. This Web page
contains a lot of generic information about viral solutions and hot links to the major vendors.

Implement a robust anti-viral program as part of the security policy for the IIS environment.
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Revisions

1 November 1999 - incorporate comments from Julie Connolly of the Mitre Corporation
10 January 2000 - included table of permission settings and added recent vulnerability announcements
5 September 2000 — added recent vulnerability announcements

19 June 2001 — added recent vulnerability announcements and inserted a section regarding problems
with script mapping

14 September 2001 — removed vulnerability section and added a reference to Microsoft’s 1IS 4.0
downloads page; removed references to old documents

16 December 2001 — added a section on mapping certificates (this problem was identified by Captain
James Hayes, USAF, during testing of certificate mappings in 11S4 and 11S5)

4 March 2002 - slight modification regarding the mapping of certificates
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