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Do not attempt to implement any of the settings in this guide without first testing in
a non-operational environment.

This document is only a guide containing recommended security settings. It is not meant
to replace well-structured policy or sound judgment. Furthermore this guide does not
address site-specific configuration issues. Care must be taken when implementing
this guide to address local operational and policy concerns.

The security changes described in this document only apply to Microsoft Windows 2000
systems and should not be applied to any other Windows versions or operating
systems.

SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
EXPRESSLY DISCLAIMED. IN NO EVENT SHALL THE CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

This document is current as of August 13, 2001. See Microsoft's web page for the latest
changes or modifications to the Windows 2000 operating system.
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Introduction

The purpose of this guide is to inform the reader about Internet Protocol security (IPsec)
services that are available in Microsoft Windows 2000 and how to configure these
services to implement the desired network security policy. This guide does not attempt to
provide individual IPsec security settings for all possible network architectures. Instead,
this guide is designed to provide the reader an overview of the functionality that is
available via IPsec and how it is implemented in Windows 2000, to provide a couple of
worked examples, to make recommendations on critical security parameters, and to
provide the reader with sufficient understanding to apply this information as necessary to
their specific network architecture.
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The Microsoft Windows 2000 IPsec Guide presents an introduction to IPsec protocols
and services and an overview of how they are implemented in Windows 2000. Worked
examples are used to illustrate the recommended IPsec configuration in a secure
Windows 2000 network.

The authors intend this guide to be used as a reference to help the planning/design
phase of a network development or upgrade process. This guide focuses on a single
issue related to network security (i.e., IPsec) and it should not be used on its own as an
all-encompassing network design guide. Rather, other reference materials, including
other NSA —produced configuration guides, should also be used.

NOTE: This guide does not address specific security issues
for the secure configuration of the Microsoft Windows 2000
operating system or any other network operating systems or
=

services that may be mentioned.

This document is intended for Microsoft Windows 2000 network administrators and
network designers. However, it should be useful for anyone involved with designing or
maintaining a network that includes Microsoft Windows 2000 hosts and/or servers.

Getting the Most from this Guide

The following list contains suggestions for successfully using the Microsoft Windows
2000 IPsec Guide:

0 Read the guide in its entirety. Subsequent sections can build on information and
recommendations discussed in prior sections.

O If applicable, compare the recommendations in this guide to the existing network
architecture.

O Use areasonable man theory when planning what a network needs:

o Implementing network devices without properly configuring them could
lead to a more vulnerable network.

o Improper configuration of IPsec could prevent network communications.

o Network planning should include the necessary personnel to configure,
manage and monitor all the devices and hosts on the network.

O Windows 2000 system administrators should update with each service pack as
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soon as possible after it is released and should also monitor the Microsoft web
site (http://windowsupdate.microsoft.com) for critical update patches that may
affect IPsec. Administrators should test with service pack betas to be sure there
is no regression in the specific way that IPsec secures their systems.
Administrators should test their IPsec policy configuration with the new beta of
Microsoft's (O] service packs and provide feedback to
securew2k@dewnet.ncsc.mil. Beta versions can be obtained when released by
Microsoft at http://www.betaplace.com.

About the Microsoft Windows 2000 IPsec Guide

This document consists of the five chapters and three appendices:
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Chapter 1, “What is IPsec,” contains a general introduction to the protocols, security
services, and modes of use provided by IPsec.

Chapter 2, “IPsec in Windows 2000,” contains a discussion of how IPsec security
services are implemented in Windows 2000. It describes IPsec polices, filter lists,
negotiation policies, and general IPsec settings.

Chapter 3, “Designing and IPsec Architecture in Windows 2000,” contains
information on determining what data must be protected, which machines must be
configured for IPsec, and what IPsec services and modes are required.

Chapter 4, “Configuring IPsec Policy for Secure Workstation Communications,”
contains a step-by-step example of the creation and configuration of an example IPsec
policy. This example covers the scenario of all Windows 2000 workstations within a
domain communicating securely using IPsec to protect user information as it traverses
the network.

Chapter 5, “Configuring IPsec Policy for Secure Domain Controller
Communications,” contains a second step-by-step example of the creation and
configuration of an example IPsec policy. This example covers the scenario of Windows
2000 Domain Controllers communicating securely using IPsec to protect system
information as it is shared among the distributed portions of a Windows 2000 domain.

Appendix A, “IPsec Tools, Utilities, and Logs,” identifies available tools and utilities
that can be used to analyze and monitor the active IPsec configuration of a system or
domain. This appendix also identifies system logs that may be useful in troubleshooting
an IPsec configuration.

Appendix B, “Further Information,” contains a list of the hyperlinks used throughout
this guide.

Appendix C, “References,” contains a list of resources. Many of these resources are
valuable sources of additional information about IPsec in general and/or its
implementation in Windows 2000.
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What is IPsec?

IPsec is an Internet Engineering Task Force (IETF) standard for a set of protocols that
provide security services in IP networks. The base standard, Security Architecture for
the Internet Protocol, is documented in IETF RFC 2401
(http://www.ietf.org/rfc/rfc2401.txt).  Additional technical detail can be found in the
standards documents associated with each of the individual IPsec protocols (i.e.,
authentication header, encapsulating security payload and internet key exchange). Each
of these protocols is briefly described below.

NOTE: This section provides a generalized description of
IPsec. The terminology used in this section may not be the

L_— same as that used in the Windows 2000 implementation of
IPsec.
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IPsec Protocols

Authentication Header (AH)

The IP Authentication Header (AH) protocol provides security services for ensuring the
integrity of the information in an IP packet. Some AH security services provide integrity
for portions of the IP header information, while others provide integrity for the data
content of the packet.

Specifically, AH provides security services to ensure:

« The validity of the identified source of the packet (i.e., sender identity
authentication);

« The integrity of the data contained in the packet; and,
« That the packet is not a replay of a previous packet.

The AH protocol cannot provide integrity for the entire IP header because some portions
of the IP header may change as the packet passes through the network. However, being
able to provide integrity protection that allows for verification of the source of the packet,
that the packet data arrives unmodified, and the elimination of replay attacks provide
substantial security benefits.

AH inserts its own protocol header into the IP packet between the original IP header and
the data content of the packet (see Figure 1). The AH header contains a Security
Parameters Index (SPI), a Sequence Number, and the Authentication Data Value. The
use of these portions of the AH header, and how they provide the desired security
functions, are described below in the section on IPsec Security Services.
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IP AH P
Header Header data

Figure 1 — Authentication Header Protocol

More information on the definition of the AH protocol and it's security services can be
found in IP Authentication Header, IETF RFC 2402, http://www.ietf.org/rfc/rfc2402.txt

Encapsulating Security Payload (ESP)

In addition to the security services of the IP Authentication Header protocol, the IP
Encapsulating Security Payload protocol provides security services related to the
confidentiality or privacy of the data being transmitted within the IP packet. Specifically,
ESP provides encryption as a security service to protect the data content of the IP
packet. For compliance with the IPsec standard, an implementation must include, at
least, the DES encryption algorithm for use in providing ESP security services.

0-
0
@
7

o

L2

=
©

=
|

-
|
o)

k9]
a
@

c

@)

NOTE: Although the DES encryption algorithm is required by
the IPsec standard, this guide does not recommend its use.

L Instead, the Windows 2000 implementation of triple DES
(3DES) is recommended.

[lE

ESP, like AH, inserts its own protocol header into the IP packet between the original IP
header and the data content of the packet. Additionally, ESP adds information to the end
of the original IP packet (called the ESP trailer). The ESP header contains a Security
Parameters Index (SPI) and a Sequence Number. The ESP trailer contains Padding and
the Authentication Data Value.

Original IP ESP Encrypted ESP
Header Header IP Data Trailer

Figure 2 — Encapsulating Security Payload Protocol

More information on the definition of the ESP protocol and its security services can be
found in IP Encapsulating Security Payload (ESP), IETF RFC 2406,
http://www.ietf.org/rfc/rfc2406.txt

Intemet Key Exchange (IKE)

The Internet Key Exchange (IKE) protocol is necessary to create and share the data
items needed to enable communication between two entities wishing to employ the
security services of the AH and/or ESP protocols. Specifically, IKE is used to negotiate
the shared security parameters between the two parties of the communication and to
create the encryption keys to be used within the security functions. The negotiation of
these security parameters and the creation of these keys are also referred to as the
establishment of a security association (SA) between the two entities.

The notion of a security association is a critical concept within IPsec. Security
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associations are used in the processing of all IPsec packets, whether incoming or
outgoing. When communicating with multiple entities, each IPsec enabled system must
maintain a database of security associations — two SAs for each entity with which it
wishes to communicate (one each for inbound and outbound communications). The
Security Parameters Index (SPI) is a reference into this database to the appropriate
security association for the communication between two entities.

IKE is a general-purpose protocol that can be used for the exchange of security
information for a variety of network protocols. IKE also has many optional features that
allow for the specification and support of varying security features. More information on
the definition of the IKE protocol and its’ security services can be found in The Internet
Key Exchange (IKE), http://www.ietf.org/rfc/rfc2409.txt.

Other related documents of interest are: The Internet IP Security Domain of
Interpretations for ISAKMP, http://www.ietf.org/rfc/rfc2407.txt and Internet Security
Association and Key Management Protocol, http://www.ietf.org/rfc/rfc2408.txt.
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IPsec Security Services

General IP Security Packet Processing

When data is sent onto or received from the network, a check is made to determine if
IPsec is to be used for that destination (for outgoing data) or source (for incoming data)
address. If IPsec is to be used to protect the communication, then a check is made to
see if a security association already exists for that address. If an SA already exists, it will
be used. If no SA currently exists, then IKE is invoked to create a new security
association.

The SA specifies the type of IPsec services (e.g., AH, ESP) to be provided for the
communication and also specifies the cryptographic algorithms and other parameters
(e.g., keys, key lifetimes) to be used in supplying those services.

AH Services

As mentioned above, AH inserts its own header into the IP packet between the original
header and the body of the packet. This new header contains the SPI, a sequence
number and the authentication data value. The security services that AH implements
using the information in this added header are described below.

Proof of Sender Identity

AH provides, to the recipient of an IPsec packet, proof of the identity of the packet
sender. This proof is provided through the implementation of a message authentication
code (MAC) function. The MAC function is performed over portions of the header
(including the identity of the sender —i.e., sending IP address) and the data portion of the
original IP packet. This MAC function results in the creation of the authentication data
value that is encrypted and included in the AH header and is received by the recipient of
the packet.

The recipient of the packet then decrypts the authentication data value to obtain the MAC
provided by the sender, recomputes the MAC, and compares the computed and received
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MAC values. If the two values match, then the recipient can be assured that the packet
was sent by the IP address indicated in the packet header. If the values do not match,
then the packet has been modified and the source identity of the packet cannot be
trusted.

Integrity of Packet Data

The authentication data value also ensures that the data content of the message has not
been changed in transit. Any attempt to modify the contents of the data will result in the
recipient computing a different authentication data value than what is received with the
packet. If the computed and received values do not match, then the packet has been
modified and the integrity of its contents cannot be assured.

Replay Prevention
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AH also provides a sequence number in the AH header of a protected packet. The
recipient of a packet can determine the timeliness of a received packet by comparing its
sequence number to the sequence numbers of previous packets. If the sequence
numbers varies by too great an amount, the packet will be discarded to prevent the
acceptance of a packet that has been captured and re-sent at a later time.

ESP Services

Services of the Encapsulating Security Payload (ESP) protocol can be used to provide for
confidentiality of information being sent between two communicating entities (e.g., hosts,
networks, etc.). ESP can also provide protection of the identities of the parties to a
communication, for situations where the simple fact that two specific entities are
communicating is a sensitive piece of information.

Confidentiality of Packet Data

ESP differs from AH mainly in its use of encryption. While AH uses encryption to protect
the authentication data value, which in turn provides integrity of the packet contents, ESP
encrypts the data portion of the IP packet to provide confidentiality protection for its
content. Additionally, ESP can also be used to encrypt the IP packet header information.
These are referred to as the transport mode and tunnel modes of ESP, respectively.

Original IP ESP Encrypted ESP
Header Header IP Data Trailer

Figure 3 — ESP, transport mode

New IP ESP Original IP packet, ESP
Header Header Encrypted Trailer

Figure 4 — ESP, tunnel mode

Traffic Flow Security

ESP can also provide a limited measure of traffic flow security (i.e., can provide limited
protection of the identities of the communicating parties). ESP tunnel mode, due to the
fact that it completely encapsulates and encrypts the original IP packet (including source
and destination addresses) and creates a new IP packet header, can hide the source and
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destination addresses of the actual communication end points.

An example configuration that provides traffic flow security is shown below in Figure 5.

178.12.5.11
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192.16.10.1

Encrypted IP traffic on
untrusted network

192.16.10.2 178.12.5.12

168.92.74.6

168.92.74.5

192.16.10.3 178.12.5.13

Figure 5 — Traffic Flow Security Via Tunnel Mode ESP

In the above example, any of the machines on the 192.x.x.x network can communicate
securely with any of the machines on the 178.x.x.x network via the two IPsec devices.
The IPsec devices, using tunnel mode ESP, will prevent anyone on the untrusted,
intermediate network from viewing the contents of the traffic between the two protected
networks. The original IP packets originating in either of the two protected networks are
completely encapsulated within new packets created by the IPsec devices. These new
packets will have source and destination addresses of the IPsec devices, thus hiding the
identities of the real communicating systems.

IKE Services

The Internet Key Exchange is composed of two steps: 1) the identification/authentication
of the communicating entities, and 2) the creation of the encryption keys for protecting
transmitted communications. The first step is commonly referred to as Phase One or
Main Mode and results in the creation of an IKE Security Association. The second step is
commonly referred to as Phase Two or Quick Mode and results in the creation of an
IPsec Security Association.

Creation of IKE Security Associations

IKE security associations are created as the result of an authentication process using
public key cryptography. At the completion of the authentication process, each end of the
communication will have verified the identity of the other end. The two authenticated
entities will then create an IKE security association. The IKE SA provides the security
parameters (specification of encryption algorithms, encryption keys, key management
parameters, etc.) that enable secure communication for the establishment of IPsec
security associations.

Creation of IPsec Security Associations

IPsec security associations are created using the security provided by the IKE SA. The
IKE SA ensures that the end points of the communication know the identity to which they
are communicating. This allows the end points to securely exchange information for the
establishment of traffic encryption keys, which will be used to protect data exchanged
between the end points. These traffic encryption keys, along with other security
parameters, such as the specification of key lifetime and the algorithms to be used make
up the IPsec SA.
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Perfect Forward Secrecy

Perfect Forward Secrecy is a security characteristic of the method in which encryption
keys are generated. If new information (e.g., random numbers, etc.) is used each time a
key is generated, and the information used in the generation process is in no way based-
on or related-to previous information, then the compromise of a single key presents no
risk of compromise of any other key. The keys are cryptographically independent.

Depending on the sensitivity of the information to be protected, an organization should
consider whether the use of perfect forward secrecy is appropriate for their environment.

It is recommended that perfect forward secrecy be selected for the creation of IKE
security associations.

IPsec Modes of Use

IPsec can be used to provide security services to the upper layer protocols contained
within an IP packet (transport mode) or IPsec can be used to provide protection for the
entire IP packet (tunnel mode). The following sections provide a brief description of
these two modes of use and the benefits to using each mode.

Transport Mode
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In transport mode, IPsec services provide protection for existing IP packets through the
use of cryptographic means (e.g., encryption, cryptographic checksums, digital
signatures). The information necessary for the remote system to perform its part of the
security services is then inserted into the existing IP packet through the addition of the
AH header or ESP header and trailer. The original IP header remains unchanged.

Tunnel Mode

In tunnel mode, IPsec services are performed over the entire original IP packet. The
original IP packet is encapsulated within a new packet with a new IP header. An AH
header or ESP header/trailer is also added.

Tunnel mode is typically used when a border device (e.g., gateway, border router) is
being used to provide IPsec services for multiple machines that exist on the internal
network behind the border device.

Example Uses of IPsec

End-to-End Security

IPsec can be used to provide secure communication from origin to destination (end-to-
end). This can be done either within a protected environment (an enclave) where
additional security, above what it physically provided, is desired or between machines in
distinct enclaves (or outside of enclaves) separated by any number of intermediate
untrusted networks, where physical security can not provide sufficient protection. Figure
6 and Figure 7 depict these two scenarios.
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The
Internet
Enclave
IPsec IPsec
Capable < » Capable
Machine Machine

Figure 6 — Secure Communication Within an Enclave Using IPsec

IPsec

The Moching
Internet

Enclave 2

Enclave 1

. IPsec
.-~ _||Capable
* | [Machine

IPsec |+ -----
Capable
Machine

Figure 7 — Secure Communication Between Any Two Points Using IPsec

Three different paths indicate IPsec protected communications between sets of end points.
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Enclave-to-Enclave Security

Enclave-to-enclave security architecture is most appropriate for providing secure
communication between remote sites across untrusted intermediate networks. This does
not mean that security concerns do not exist within the enclave. However, the concerns
within the enclave may not be the same and may be satisfied with other security
solutions. However, to protect the communication between two enclaves from outside
threats, an IPsec solution implemented at the border of the enclave is often the best
solution. There are a variety of possible solutions for deploying IPsec at the enclave
border, including:

+« Dedicated VPN Device
» Server running Windows 2000 IPsec
» VPN Appliance

« IPsec capable router

7

% IPsec capable firewall

Figure 8 below depicts the implementation of IPsec in an enclave-to-enclave
environment.

The
Internet

Enclave 1 IPsec IPsec Enclave 2

Devicd Devicq |

IPsec Tunnel Mode

Figure 8 — Enclave-to-enclave Security Using IPsec

Remote-Host to Enclave Security

10

The remote-host to enclave security architecture is a hybrid of the previous two
architectures.

It is common today for employees to access internal corporate networks from home or
while traveling away from the office. In many cases, the communication between the
employees remote system and the corporate systems to which they need access
requires security protection. The required protection may be in the form of needed
authentication to prevent someone from impersonating the employee or it may be in the
form of confidentiality of the information being transmitted in one or both directions.
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The
T Internet
Enabled
Laptop
Enclave
IPsec
L2TP / IPsec Tunnel Device

Figure 9 — Remote-host to Enclave Security Using IPsec
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2

IPsec in Windows 2000

In order to correctly configure IPsec in a Windows 2000 environment, it is necessary to
have a basic understanding of how IPsec is actually implemented within the Windows
2000 operating system. This section explains how the system determines whether or not
to apply IPsec to an IP packet, and how the system selects the IPsec methods,
encryption types, and parameters to be used on packets it transmits in IPsec mode.

Only unicast IP packets are passed through the IPsec driver. No multicast or broadcast
IP packets are processed by the IPsec driver, and thus are exempt to all filtering.
Further, exemptions exist for the following unicast IP traffic types: IKE (source and
destination UDP port 500), Kerberos (TCP or UDP port 88 inbound+reply or
outbound+reply), and RSVP (IP protocol 46).

Windows 2000 Service Pack 1 allows the registry key NoDefaultExempt=1 to remove the
Kerberos and RSVP exemptions, so that traffic of these types is filtered against the IPsec
policy filters.
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The IPsec driver is loaded by the IPsec service. Therefore, IPsec filters are not in place
until the service fully starts during system boot. Therefore, there is a window of time
during boot that IP protocols and other application protocols (e.g., SMB) may be
available. When the IPsec service is administratively stopped, the IPsec driver unloads
and no longer provides filtering protection.

The IPsec policy design is to require filters for traffic processing by IPsec. By default, all
unicast IP traffic is allowed if it does not match an IPsec filter which causes it to be
blocked or required to be sent or received in an IPsec format.

IPsec Policy

IPsec is implemented in Windows 2000 using an IPsec policy agent. This agent is
started as a service at boot time. The protocol stack in W2K has been modified to cause
all incoming or outgoing IP packets to be routed first to the IPsec driver. This driver
implements any IPsec filtering policy that has been assigned on the machine, using it to
establish filters that are used as the basis for processing the IP packets, establish
security associations as necessary, and provide any encryption and/or authentication
necessary on the packets being processed. The IPsec processed packets (which have
not been blocked) are then passed back to the protocol stack where processing
continues as normal.

Creating IPsec Policies

IPsec policies are defined by a system administrator, and designed to protect sensitive
data during network transmission. Multiple policies can be created to fulfill different
purposes. The first step in creating an IPsec configuration for a domain is to create the
policies needed to establish the desired IPsec configuration. Examples of policies that
may be needed in a system include:
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u Provide confidentiality (ESP encryption) protection for all Active Directory
communications (LDAP) between controllers in the domain.

u Create an IPsec encrypted tunnel for all e-mail traffic sent between two e-mail
servers.

u Encrypt all user communications within or between Windows 2000 domains.

NOTE: These are only examples of possible policies. Actual
policies should be determined based on the architecture of
§ the network being protected and the levels of protection

needed for the various types of data within that network.

(b

There are three main parts to an IPsec policy: general IPsec settings, a corresponding list
of negotiation policies, and a filter list.

General IPsec Settings

The general IPsec settings describe how IPsec connections will be handled by indicating
the following information:

How often the IPsec Policy Agent should check for updates to the IPsec policy.

Whether or not to use Master key Perfect Forward Secrecy. When selected, this
setting indicates that a new master key should be used for every session, and
that the previous key will not be used in establishing a new key (i.e., a Main
Mode exchange will be performed for every Quick Mode exchange).

How often to authenticate and generate a new key. If Perfect Forward Secrecy is
used, these settings are ignored (because a Main Mode is done for every Quick
Mode).

Which methods to use to protect identities during authentication:

e Integrity algorithm — SHA1 or MD5
e Encryption algorithm — DES or 3DES
¢ Diffie-Hellman Group — Low or Medium

The settings chosen here will depend greatly on the operating environment.

IPsec Policy Rules

IPsec policy is created by establishing a set of rules that determine how IP packets will
be processed by the system affected by the IPsec policy. Each of these rules consists of
a filter list used to determine which IP packets should be affected by an action, and a
negotiation policy associated with that filter list. The negotiation policy indicates the
action (permit, block, or negotiate) to take when the packet matches a filter in the filter
list, and any additional details needed to establish the appropriate type of security
association (type of authentication, if tunneling is to be used, etc.)

IP Filter List
The IP filter list for an IPsec policy is a set of filters grouped together so a specified action

can be taken on any packets matching one of the filters in the list. Each filter within the
filter list is made up of the following items :
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A source address or range of source addresses,
A destination address or range of addresses, and

The type of protocol (e.g., UDP, TCP, custom protocols, all IP)

NOTE: For UDP and TCP, source and destination ports can
also be specified.

s

Any packet with values in the ranges covered by the filter is said to “match” that filter.
This means that the action associated with that filter list will be used to process the
(matched) packet.

Negotiation Policies

Each filter list has a negotiation policy associated with it to be used on all packets
matching the filters in that list. This policy describes how the system should process a
packet matching the filter with which it is associated. This policy allows three possible
actions for a matching packet:
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m  Block, indicating all matching packets should be discarded,

m Permit, indicating all matching packets should be transmitted/received with no IPsec,
and

m  Negotiate, indicating that IKE should be used to establish an IPsec SA to specify
protection for all matching packets.

The security rule for the negotiation policy also contains additional details needed to
apply IPsec to any indicated packets, as follows:

m  Whether or not tunneling is used;

m The type of network connection where IPsec should be used: Local Area Network
(LAN), remote connections, or all network connections; and

m The authentication method to be used: Kerberos (default), certificate, or pre-shared
key.

Assigning and Using IPsec Policy

Creating and Storing IPsec Policy

The two places where IPsec policies may be created (stored) are in the registry on the
local machine and within the Active Directory. Policies stored locally are only available
on the machine where they are stored. Policies stored in the Active Directory are
available to be distributed as Group IPsec policies. Policies that have been created do
not become active until they have been “assigned,” or made active, by an administrator.
In assigning policy, the following factors should be considered:

m A locally stored IPsec policy can only be assigned to the computer on which that
policy resides.

m  Only one local IPsec policy can be assigned to a computer at a time.
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m [Psec policies stored in an Active Directory can be assigned to the Group Policies in
that Active Directory.

m  Each Group Policy can have, at most, one IPsec policy assigned to it.

m A computer may have more than one Group Policy Object in the Active Directory
associated with it, depending on the domain and the organizational units to which the
computer belongs. When more than one policy can apply to a given machine, there is
a precedence order to determine which policies will apply. Domain-level policy takes
precedence over local policy and policy for organizational units takes precedence
over domain-level policy, etc. Also in general, group policy is aggregate. This means
that multiple group policy objects can collectively apply settings to the domain
member. For any settings that are set within both policies or only within the domain-
level policy, the setting in the domain-level policy becomes the effective setting. For
settings that were set in the local policy but were left undefined in the domain-level
policy, the local policy setting remains the effective setting. (For further explanation
of group policy and organizational units, see Group Policy guide.)
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m  Regardless of how many group policies, and therefore IPsec policies, are associated
with a machine, only one is in effect at any given time. Precedence order for
determining which IPsec policy is effective is essentially the same as the precedence
order for group policy. Unlike group policy, however, IPsec policies are not
aggregate. IPsec policy precedence order determines which IPsec policy, in its
entirety and without any additions from other IPsec policy, will be effective on a
machine for which multiple policies are assigned.

As an example, an IPsec policy is assigned in the Default Domain Policy. This
policy applies to all machines, including domain controllers, in the domain. A
second (different) IPsec policy is assigned to the Default Domain Controllers
Policy (which, by default, includes all domain controllers in the domain). This
second policy will be enforced by the domain controllers regardless of the
settings in effect for the domain.

Determining Effective Policy

These factors mean that when implementing IPsec, the administrator must plan and
design the IPsec policies so they can be assigned as needed under the existing Group
Policy architecture for the system. The administrator should then be able to determine
which IPsec policy is the effective policy for any machine using Group Policy precedence
(see the Group Policy guide).

Implementing IPsec Policy

Once an IPsec policy has been assigned and has taken effect, each machine affected by
the policy starts checking each network packet it processes, incoming or outgoing,
against the filter list for the effective IPsec policy. This filter check is the first processing
step the system performs on each packet. The packet is compared to each filter in the
filter list until a match is found. When the first filter match is found, the negotiation policy
associated with that filter is used to process the packet appropriately. If no filter match is
found, the packet is sent out or accepted without any IPsec action.

This brings up an additional important point. When packets are compared to an IPsec
filter list, the filter order shown in the IPsec management console for that filter list is not
necessarily the order used for packet comparison. The actual order of the filters used for
comparison is created by the system. This means that for any given packet, if there are
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multiple filters that match the packet, and the filters have different negotiation policies, it
may not be apparent to the administrator which negotiation policy will really be used.

The system ftries to order the filters from most specific to least specific. For example, a
filter between two specific IP addresses is more specific than a filter between two class
“A” subnets. This means that the filter between the two hosts will be first, and any
packets that could match both filters will actually match the two-host filter. In some
cases, the system cannot determine whether or not one filter is more specific than
another. When this happens, the administrator will be unable to tell which filter appears
in the list first.

While in some cases, where it is easy to determine the ordering of the filters, it may be
desirable to use multiple filters that may match the same packet. This can, however,
cause unpredictable or undesirable behavior in IPsec. A new IPsec architecture should
be tested well before installing it in an operational environment to ensure the policies
created produce the desired behavior.

As soon as a filter match is found, the filter action associated with that filter is used to
complete the processing of the packet. There are three basic types of filter actions:
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m  Block - If the filter action associated with a filter is set to “block,” any packets
matching that filter will not be further processed by the system.

m  Permit - If the filter action associated with the filter is set to “permit,” any packets
matching that filter will be processed as normal IP packets rather than IPsec packets;
no authentication or encryption will be done, and all packets matching that filter will
be accepted/transmitted.

NOTE: Permit and Block actions are subject to the default
exemptions. Therefore, the NoDefaultExempt=1 registry key

should be used.

a“—

m  Negotiate — If the filter action is set to “negotiate,” additional information set in that
policy is used by the system to establish an authenticated connection to the system
with which it is communicating, and all packets are processed using the
authentication and encryption methods indicated in the negotiation policy. Any
packets which match the filter but for which a security association does not exist or
cannot be created are not further processed by the system. This effectively blocks
these packets.

Once IPsec processing has completed, all packets that were not blocked in some way by
the filters are then forwarded for continued processing by the system.

IPsec Policy Propagation

It is important to realize that an IPsec policy may not be immediately propagated to all
machines to which it should be applied. There are two timing settings that affect the
speed at which IPsec policy is propagated.

The first, the Check for Policy Changes setting within an IPsec policy, affects how often
a machine checks for changes to IPsec policy after an initial policy has been assigned.

The second, the Group Policy Refresh Interval, affects how long it may take for an
IPsec policy to be initially propagated after it has been assigned to a Group Policy Object
in the Active Directory. This setting can be found (using the Microsoft Management
Console) under Default Domain Policy —> Computer Configuration —> Administrative
Templates —> System —> Group Policy. There are separate settings for Domain
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Controllers and for Domain Computers (i.e., all non-controllers in the domain).

The first time an IPsec policy is assigned, the Group Policy Refresh Interval will
determine how long it takes for the policy assignment to be propagated throughout the
domain. The default value is 90 minutes for non-controllers, with a 30-minute retry
interval to prevent multiple clients from requesting an update at the same time. This
means that it could take up to two hours, and possibly longer, for any given client to begin
using a newly assigned IPsec policy.

Reducing the times in the above settings will cause IPsec policy to be propagated faster.
However, changing these settings could adversely affect overall network performance,
especially in large, geographically disperse networks, by causing more frequent polling
and updating of policies, thus increasing the volume of network traffic. Since changing
these values can have an adverse effect on network performance, it is recommended
that any change to these values be done with caution. See the “Guide to Securing
Microsoft Windows 2000 Group Policy” for further information on changing these
values.
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Further, it should be understood that the MMC only indicates that an IPsec policy is
assigned, it does not guarantee that a domain machine has the policy in place. The
MMC simply reflects the Active Directory settings, not the actual status of domain
machines. To determine if an IPsec policy is active on any given machine in the domain,
use the netdiag command (see Appendix A.)

To attempt to force a more rapid propagation of IPsec policy to an individual machine, the
IPsec policy agent for the target machine can be stopped and then re-started from the
MMC on the domain controller. This method does not scale to a large number of
machines, but can be effective when a small number of machines need top be updated
quickly.

Deleting IPsec Policy

IPsec policy should always be unassigned from all Group Policy Objects in the Active
Directory and the change allowed to propagate throughout the domain before an IPsec
policy is be deleted. Deleting an assigned IPsec policy can cause erratic network
communications, particularly if the deleted policy governs how domain computers are to
communicate with domain controllers.
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Designing an IPsec Architecture in Windows

2000

Determining the correct configuration for IPsec Policy in a network must begin with an analysis of the
network architecture and the sensitivity of the data requiring protection.

Choosing an Architecture

Types of Data to Protect

The types of data transmitted in the network to be protected should be evaluated to
determine how sensitive that data is, how susceptible that data is to interception or
modification, and how important that data is to the network operation.

LDAP/System Communications: This includes controller-to-client traffic used to keep
the active directory current, to update policy, to perform authentication, etc.

All other protocols: Ftp, telnet, rpc, tcp, udp, Kerberos, etc. The network to be
protected should be evaluated to determine what other protocols will be present, and
whether or not the data carried by those protocols needs IPsec protection.

Which Machines Should Be Protected

Based on Machine Role: Specific Host (by IP address), Domain Controllers, Mail
Server, Database Server, etc.

Based on Group Policy: All machines in the Accounting Group, all machines in the
Developer’'s Group, etc.

Based on network architecture: Within a single domain on a single segment, within a
single domain spread across multiple segments, using routers, multiple domains, etc.

What Type of Protection is Needed?

Integrity (AH)
Confidentiality (ESP)

Both
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What IPsec Mode Needed

m  Transport only (not tunneled)

m Layer 3 tunneling — IPsec packet encapsulation (There are currently no examples
including tunneling in this guide. Tunnel mode will be addressed in later versions of
this document.)

Setting up the IPsec Policy

All examples in this document were done with Windows 2000 versions (advanced server,
server, and professional) loaded with Service Pack 1 and the High Encryption pack.

NOTE: The high encryption pack must be installed to use

3DES. Ifit is not installed, the system will log that 3DES was

not used and automatically downgrade the encryption to
L— DES.

[LE

The following chapters provide examples of configuring IPsec policy to protect
communications between domain controllers in a Windows 2000 domain and to protect
communication between clients and servers (non-domain controller machines) in a
Windows 2000 domain.
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4

Configuring IPsec Policy for Secure
Workstation Communications

This chapter presents step-by-step instructions for configuring IPsec policy for providing
secured communications among all machines (i.e., all clients and server machines,
excluding domain controllers) within a Windows 2000 domain. The policy will include
protection from unwanted disclosure and modification through the provision of the
encryption and integrity mechanisms provided by IPsec.
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The procedures outlined in this chapter can be used as a guide from which different
security needs can also be satisfied through the creation of different IPsec policies.
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Creating New IPsec Policy

There are many possible network architectures, and therefore many possible IPsec policy
configurations. It would be impossible to give step-by-step instructions on implementing
the IPsec policy for every possible network architecture. This chapter, therefore, will
explain how to configure IPsec policy for one basic scenario. This example, and the one
found in the following chapter, should provide guidelines that can be used to create more
specific policies. The two examples provided in this guide are:

= Server/Client — Server/Client: protecting all IP communications between all non-
controller machines (servers and workstations) in the domain.

= Domain Controller/’system” traffic: protecting all IP communications between
domain controller machines in the domain.

must be addressed to correctly implement IPsec. These
additional implementation examples will be included in a
later version of the guide.

NOTE: There are other network designs (e.g., remote access,
enclave-to-enclave tunnels) with more complex issues that

[LE

This example in this chapter provides for using IPsec on all IP traffic between all (non-
controller) servers and workstations in the domain. There are a few types of IP packets
which are excluded by default from IPsec — multicast, broadcast, IKE, QOS ftraffic,
Kerberos, etc. See MSDN for complete list of exceptions.

Setting up the IPsec Policy

This example was done with Windows 2000 versions (advanced server, server, and
professional) loaded with Service Pack 1 and the High Encryption pack. These upgrades
(i.e., Service Pack 1 and the High Encryption pack) must be loaded prior to creating the
IPsec policy.
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NOTE: The high encryption pack must be installed to use

3DES. If the high encryption pack is not installed, the system
L— will log the fact that 3DES was not used and will

automatically downgrade the IPsec encryption to DES.

IPsec policy is created and managed using the “IP Security Policies” snap-in in the
Microsoft Management Console (MMC). As with many areas within Windows 2000, there
are many different methods of bringing up the MMC, getting to a particular snap-in,
creating new policies, etc. This guide will not attempt to enumerate all possible ways of
completing a particular task, but will simply provide an example of using one of the
methods.

1. To start the Management Console, select Run from the start menu, type mmc in the run window
that appears, and click OK.

Run 2 x|

Type the name of a program, Folder, document, or
Interrnet resource, and Windows will open it For vou,

open: I iy j

(a4 I Cancel | Browse, |

Figure 10 — Starting the Management Console

2. A management console window will appear. Pull down the Console menu at the top of the
window, and select Add/Remove Snap-in.

"Hi Console1

| Console window Heb || O S |
“fii Console Root =10l x|

J Action Yiew  Favorites “ = = ‘ E‘ £
Tree | Favorites | Name [

{3 Consale Root

Figure 11 — Selecting Add/Remove Snap-in

3. In the Add/Remove Snap-in window that appears, click Add to get the list of available snap-
ins.
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Add/Remove Snap-in ﬂil
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Figure 12 — Viewing the Available Snap-ins
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4. Inthe Add Standalone Snap-in window, scroll down to and select IP Security Policy
Management, and click the Add button.

Add Standalone Snap-in 2 x|

HAevallable Standalone Snap-ing:

Shap-in | “Yendar |;|
% Internet Information Services Microsoft Corpaoration
' IP Securnty Policy Managernent

[@] Link ta web Address

Q Local Uzers and Groups Microzoft Corporation

ﬁ Performance Logs and Slerts Microzoft Corporation

@ (o5 Admiszion Control Microsoft Corparation

@ Removable Storage M anagement HighGround Systems, Inc J
E Routing and Remote Access Microzoft Corporation

@ Security Configuration and Analysis Microzoft Corparation

@ Security Templates Microzoft Corparation LI
i

— Dezcription

Internet Protocal Secunty [IPSec] Administration. Manage IPSec
policies for secure communication with other computers.

Add Cloze

Figure 13 — Selecting the IP Security Policy Management

5. The next window will request specification of whether the IP Security Policy Management snap-
in is for managing the IPsec policy for the local computer, for the domain in which this computer
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is a member, another domain, or another computer. Select Manage domain policy for this
computer’s domain and click Finish.

Select Computer ll il

Select which computer this Snap-in will manage T
When thiz console iz saved the location will also be saved
_—

" Local computer

The computer thiz consale is running on

% 4 anage domain policy for this computer's domaire

™ Manage domain policy for anather domain:

" Another compuiter:

I Browse... |

| -
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>
o8
o ®
a O
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2
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s O
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< Back I Finizh I Cancel I

Figure 14 — Selecting Which Computer the Snap-in will Manage

6. Click Close in the Add Standalone Snap-in window, and click OK in the Add/Remove Snap-
in window. The resulting management console is shown below:

"Hi Consolel ) ] 4
| Corsole window Help |J ==

'fi Console Root

J Action  Wiew  Favorites “ - = | @l | £

Tres I Faverites | Name |

{— Consale Root ‘BIP Security Policies on Active Directory |
=18, IP Security Policies on Ackive Directary

Figure 15 — Resulting Management Console

NOTE: Other snap-ins will be necessary and/or useful. For
simplicity sake, they will not be discussed now but will be
p— added later, when they are needed.

7. Highlight the IP Security Policies on Active Directory snap-in by clicking on it one time.
Then go to the Action tab and select Create IP Security Policy.
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"7 IPsec policy management ==x|

| console window Help || (1 5 |

"ifi Console Root\IF Security Policies on Active Directory
action Yew Favartes || 4= = | (@@ | 2|las

[ame_~

[ Description

nd Filter actions

E = EA Clent (Respond Orly) Communicate normally (unsecured). Lse the default response e ta ...
i All Tasks » Secure Server (Require Security) For all IP traffic, always require security using Kerberos trust. Do HOT ...
& ] Policy Server (Request Security) For all IP traffic, always request security using Kerberos trust, Alow un...

New Window From Here
New Taskpad View.

Refresh
Export List...

Help

Create an TP Security Policy
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Figure 16 — Creating an IP Security Policy

8. The IP Security Policy Wizard will start and will request a name for and description of the new
policy. Provide a descriptive name that gives some indication of the function of the policy.
Provide additional details in the policy description window.

IP Security Policy Wizard ed |
IP Security Policy Hame *
Mame thiz zecurity policy and optionally give it a brief description
—-—
Hame:

Permit all communication to domain controllers

Description:

This policy allows all domain computers to communicate to all domain controllers. “I

Thig policy iz applied in the Default Domain Controllers Policy.

I
[

< Back I Meut » I Cancel

Figure 17 - IPsec Security Policy Wizard

Two policies need to be created to ensure secure communication among all domain
workstations while still allowing communication to/from domain controllers. As shown above,
the first of these two policies will be to permit all communication to domain controllers by
workstations and other domain controllers.

9. The IP Security Policy Wizard will then prompt for a response as to whether the default
response rule should be activated. Make sure that the Activate the default response rule is
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selected. The default response rule will ensure that, in cases where a request for
communication is received and no other rule applies, that the machine will respond in a secure
manner.

IP Security Policy Wizard ﬂﬂ

- - L]
Requests for Secure Communication
Specify how thiz policy responds to requests for secure communication.
L

The default rezponze mile rezponds to remate computers that request security, when no
other rule applies. To communicate securely. the computer must respond bo requests for
FECUrE commuhication.

[v ictivate the default response ule. &

| -
Se
>
o8
o ®©
g 9o
S5
»n £
a g
(@]
20
55
DS
HECB
8&
[
2
<l-<].)
—
Q5
o O
o O
Nl d)]
O

< Back I Mest » I Cancel |

Figure 18 — Activating the Default Response Rule

10. The IP Security Policy Wizard will then prompt for selection of the authentication method that
should be used to verify the identity of machines for which a secure connection is to be
established. Select Windows 2000 default (Kerberos V5 protocol).

IP Security Policy Wizard ﬂll

To add multiple authentication methods edit the default responze rule after

Default Responze Rule Authentication Method a‘
completing the wizard. -

Set the initial authentication method far this securty mile:

% Sfindoves 2000 default [Kerberos W5 protocalf

" Use a certificate from this certificate authority [CAJ:

™ Use this string to protect the key exchange [preshared key]:

I

< Back I Hest > I Cancel |

Figure 19 — Setting the Initial Authentication Method

NOTE: If the Windows 2000 network is using certificate-
based authentication, instead of selecting Windows 2000
default authentication, the root list of trusted certificate
= authorities should be specified.
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NOTE: If the network includes non-Windows 2000 machines,
authentication may need to be done via pre-shared, secret,
character strings. This string must be known to all machines
that must communicate to the non-Windows 2000 system
securely using IPsec. However, unless absolutely
necessary, it is not recommended that this authentication
method be used.

11. Make sure that the Edit properties box is selected and click on Finish to complete the creation
of the new IPsec policy.

12. The General properties of the new policy should be set first. Click on the General tab, and
then click on Advanced to set the configuration for Key Exchange.

Permit all communication to domain cor 7| x|

Fulez General |

@@ P secunty policy general properties
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Mame:

IF'ermit all communication to domain controllers

Dezcription:

Thiz policy allowsz all domain computers to communicate to all domain A|
controllers.

Thiz policy iz applied in the Default Domain Controllers Policy.

[~

Check for policy changes eveny:

I-I 80 mirute ]

K.ey Exchange uzing these zettings:

Advanced... |

(] I Cancel

Figure 20 - Setting General Policy Properties

13. In the Key Exchange Settings window, parameters can be set to generate new Key Exchange
keys based on either time or number of sessions. The default settings, shown below in Figure
21, are recommended.

14. However, the methods used to protect the exchange of keys may also be specified. To set
these parameters, click on the Methods button.
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Key Exchange Settings e P

[ Master key Perfect Fonward Secrec

Authenticate and generate a new ke after eveny:

48l minLkes

Authenticate and generate a new key after eveny:

IU session(z)

Protect identitiez with these secunity methods:

Methiods. .. |

|nternet Key Exchange [IKE] for wWindows 2000
Jointly developed by Microsoft and Cizco Systems, Inc.

(] I Cancel

Figure 21 — Setting the Methods to Protect the Exchange of Keys
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15. Remove the DES/SHA1 and DES/MD5 options from the list of acceptable methods of
protecting key exchange transactions.

Key Exchange Security Methods i |

Protect identiiez duning authentication with these secunty
methods.,

Security Method preference arder:

Tupe | Ercryplion | Inkegrity | [ Add...

IKE 3DES SHAT §

IKE 3DES MD5 b Edit... |
Remove |
Move up |

4| | _DI I e dawr |

()4 I Cancel

Figure 22 — Further Configuration of Key Exchange Security Methods

16. Click OK in both the Key Exchange Security Methods and Key Exchange Settings boxes to
finish setting the General properties of the IPsec policy. Setting the General properties for the
new IPsec policy is now complete.
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17. Click on the Rules tab in the IPsec policy properties window.

Secure all domain workstation IP kra el |

Rules I General |

Security rules for communicating with other computers
1P Security Rules:
P Filter List | Filter &ction |_Authentication... | Tu
<Dwnamic: Default Response K.erberoz Mc
4| | |
Add.. Edit .. Berove | [ Use Add wizard

Cloze I Cancel I

Figure 23 — Adding a New IP Security Rule

18. Click on Add to create a new IP security rule.

After clicking the Add rule button in the policy properties window, the security rule wizard will
prompt for responses to several questions.

19. First, whether or not this rule is for an IPsec tunnel endpoint must be specified. For
communication within a domain, tunnel mode IPsec is not necessary, an IPsec transport mode
connection is sufficient. Therefore, select This rule does not specify a tunnel.

Security Rule Wizard =l

Tunnel Endpoint -
The tunnel endpoint iz the tunneling computer clozest ta the 1P traffic destination, %
az specified by the security ule's [P filker list. —

An IPSec tunnel allows packets to traverse a public or private intermetwork, with the
zecurty level of a direct, private connection between bwo computers.

Specify the tunnel endpoint for the IP security rule:

" This e does not specify a tunnet

' The tunnel endpaint is specified by this 1P address:
| o . 0o . 0 . o

< Back I Mext = I Cancel I

Figure 24 — Specifying the Tunnel Endpoint

20. Next, the security rule wizard will request identification of the types of network connections to
which this rule is to be applied. Select All network connections.
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Security Rule Wizard d |

Metwork Type -
The zecurity rule must be applied to a network, tpe, %
-

Select the network. type:

Al netwark connections
€ Local area netwark, [LAM]

' Remote access
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< Back I Hewt » I Cancel

Figure 25 — Selecting the Network Type

21. The security rule wizard will prompt for identification of the authentication type that is to be used
to verify the identity of the machines that match this rule. Select Windows 2000 default
(Kerberos V5 protocol).

IP Security Policy Wizard ﬂﬂ

Authentication Method *
Tao add multiple authentication methods, edit the security rule after completing the %
s

IP gecuity mle wizard,

Set the initial authentication method for this security wle:

* indows 2000 default [Kerberos W5 pratocalf
" Use a certificate from thiz Certificate Authority [CA);

" Use thiz sting to protect the key exchange [preshared key):

J<]

< Back I Heut » I Cancel |

Figure 26 — Selecting the Authentication Method

22. Next, the security rule wizard will request that a filter list be selected through which
communications can be identified as to whether they will be subject to this IPsec policy. Click
Add to create a new IP filter list for communication between workstations and domain
controllers.
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Security Rule Wizard |

IP Filter List i
Select the |P filker list for the twpe of 1P traffic to which this security e applies. %
F—

If nix [P filter iy the following list matches your needs, click Add to create a new one.

IP filker lizts:
Mame | Dezcription | Add...
O AIlICMP Traffic Matches all ICMP packets bet...
O AP Traffic Matches all IP packets from t...

¢ Back I Mext > I Cancel

Figure 27 — Adding IP Filter List
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23. The IP Filter List Wizard will request a name and description be supplied for this new filter list.
Provide a descriptive name and add detail in the description area provided.

i IP Filter List ed bt

-+ An P filker list iz compozed of multiple filkers. [n thiz way multiple subnets, 1P
i: addrezzez and protocols can be combined into one [P filter.
M arme;

AllP traffic todfrombebween Domain Contrallers

Description: Add... |

Thiz filter list will permit all communication neceszary with domain ;I Edit. |

contrallers.

LI Bemove |
Filters: ¥ Use &dd Wizard
Mirrnred| D eszcription | Protocal | Source Port | D estination

1| | i
k. I Cancel |

Figure 28 — Naming the IP Filter List

24. Then click on Add to create a new filter within the filter list.

Y

The IP Filter Wizard will start and will act as a guide through the process of creating the
necessary filters.
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25. The first item that the IP Filter Wizard will request is the identification of the source address to
which this filter should be applied. For simplicity sake, the wildcard My IP Address should be
selected. This will ensure that, when the IPsec policy is propagated to any number of
controllers in the domain, that the receiving machine will interpret this portion of the policy as
applying to it. After selecting My IP Address, click next.

Filter Wizard

21|

IP Traffic Source o
Specify the source address of the IP traffic.
_—

Source address:

by IP &ddress

< Back I Mext > I Cancel |

Figure 29 — Selecting the Source Address of the IP Traffic

26. The next item that the IP Filter Wizard will request is the identification of the destination address
to which this filter should be applied. Again, for simplicity sake, the wildcard Any IP Address
should be selected. This will ensure that each domain controller will use this rule to
communicate will all other computers within the domain.

Filter Wizard x|
IP Traffic Destination :
Specify the destination address of the P traffic.
-
Destination address:

Any P Address

< Back I Mest » I Cancel |

Figure 30 - Selecting the Destination Address of the IP Traffic

27. The IP Filter Wizard will request identification of the protocol types to which this filter should be
applied. Select Any as the protocol type to ensure that all IP communications are protected.
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Filter Wizard 21|

IP Protocol Type .
Select the IP Protocal type. If this type supports IP ports, you will also specify the
IP port. -

Select a protocal type:

[EETI— - |

< Back I Hesxt » I Cancel |

Figure 31 — Selecting the Protocol Type

28. The IP Filter Wizard is now complete. However, prior to clicking Finish, be sure to select the
Edit properties box so that a final step may be performed.

29. Verify that the Mirrored box is selected and click OK.

Filter Properties ﬂﬂ

Addressing | Protacol | Description |

— Source address:

M Y IP Address

— Destination address;
Ay IP Address j

¥ Mirored. Alzo match packets with the exact opposite source and
destination addreszes.

Ok I Cancel | Apply |

Figure 32 - Verifying that "Mirrored" is Selected

Selecting the mirrored box instructs the IP Filter Wizard to configure the IPsec policy
such that the same policy will be applied whether the domain controller initiates the
communication or vice versa. This saves time in that a filter now does not need to be
manually established for the second case.

UNCLASSIFIED 33

w
®
o
c
n)
®
o
=
=1
»
(2
Q
=3
o
S
O
o
3
=
c
3.
o
Q
=5
o
-
7

Joy Aoljod 299sd| Buunbiyuo) — 4 1eydeyn




—
(@)
y_
>
2
i)
o
O
()
(2]
o
(o)}
=
—
>
2
4=
c
o
@)
I
<
—
Q
-+
Q.
@©
e
®)

n
c
el
—
@
Q
c
>
£
£
o
)
c
2
-~
]
-—
iv4
[
=
(O]
—
32
O
O]
n

UNCLASSIFIED

30. Verify that the new filter is correctly created (i.e., source address equals My IP Address and
destination address equals Any IP Address). If correct, click Close.

31. Back in the Security Rule Wizard, select the radio button for the new filter list, then click Next.

Security Rule Wizard x|

IP Filter List b
Select the [P filter list for the twpe of [P traffic to which this security iile applies. %
—_—

If rio IP filker it the following lizt matches vour needs, click Add to create a new one.

1P filter lists:
MHarme | Dezcription
O &l ICMP Traffic Matches all ICMP

O &I1IP Traftic Matches all IP pac Edi... |

& &l P traffic todfromdbetween Domain Contr... T his filker st will p =
Bemowve |

<] | i3

< Back | Hext » | Cancel

Figure 33 - Selecting the New Filter List

32. Select the Permit radio button to allow all communication to domain controllers, then click
Next.

Security Rule Wizard 2 =]
Filter Action *
Select the filter action for this securitby rule. @
-

If o filker actions in the following list matches your needs, click Add to create a new
one. Select Uze Add Wizard to create a filker action.

Filter Agtiors: v Use Add Wizard
M ame | [ezcription | Add... |
L0 Permit Perrit un red [P pa .

O Request Security [Optional]  Accepts unsecured communi... Ll
O Require Security Accepts unsecured communi... Remove |

< Back I Hesnt = I Cancel

Figure 34 -- Setting the Filter Action Behavior
33. Select the Edit Properties box and click Finish.

34. Review the new rule properties, ensuring that the new filter list is selected in the IP Filter List
tab and the Permit action is selected in the Filter Action tab. If these are both true, click OK.
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35. Ensure that both the new (with Permit as the filter action) and <dynamic> (Default Response)
filter lists are selected in the IP Security Rules window. If this is true, click Close.

The new policy “Permit all communication to domain controllers” should now appear in the list of
IP Security Policies on Active Directory.

i ipsec operational = =121 x|
J Console  Window  Help “ (== | |
'iti Console Root:IP Security Policies on Active Directory =10 x|

J Action  Wiew  Favorites “ - = | | ‘ @ “ B E‘:

Tree I Favarites I

L] Console Rook

IP Security Policies on Active Directory

[#-£% Active Directory Users and Computers [serve
E| Deefaulk Domain Controllers Policy [serverl . wp

Marme  /

| Description

Client {Respond Cnly)

Permit all communication ko domain contrallers
Secure Server (Require Security)

Server (Request Securiky)

Communicate normally (unsecured), Use the default response rule to negotiate with servers that re
This policy allows all domain computers ta communicate ta all domain controllers, 0 OO0 This policy
For all IP traffic, always require security using Kerberos trust, Do NOT allow unsecured communicati
For all IP traffic, always request security using Kerberos trust, Allow unsecured communication with

¢ =) Computer Configuration
-8 User Configuration
ﬁ Defaulk Domain Policy [serverl.vpn.local] Pol
Computer Configuration
i User Configuration

Local Computer Palicy
-8 Services (Local)
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Figure 35 - IP Security Policies on Active Directory Window After New Policy Creation

The new IPsec policy can now be applied to the Default Domain Controllers Policy.

36. To apply this policy, go back to the main window in the Management Console and click on the
Console pull down menu and select Add/Remove Snap-in.

37. Click on Add in the Add/Remove Snap-in window.
38. Scroll down to the Group Policy snap-in and click Add.

35
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Add standalone Snap-in -d |
Auailable Standalone Shap-ins:
Shap-in | “endor |;|

[ ADizk M anagement YVERITAS Software Cor...

.E Distributed file spsten Microzoft Corporation

,..?;., DMS Microzoft Corporation

Event Yiewer Microsoft Corporation

.@Fax Service Management Microzoft Corporation

[CAFalder

5 | FrontPage Server Extensions

g?fi Group Palicy Microzoft Corporation
Q Indexing Service Microgoft Corporation, 1.

giﬂlnternel Authentication Service [IAS]  Microzoft Corporation ;I
P

— Description

Thiz #hap-in allows pou ta edit Group Policy Objects which can be
linked ta a Site, Domain, or Organizational Unit in the Sctive Directory
or stored on & computer,

Add Close |
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Figure 36 — The Group Policy Snap-In

39. Click Browse in the Select Group Policy Object window to search for the appropriate group
policy object.

Select Group Policy Object |

Group Policy Objects can be stored in the Active
Diirectory or on a local computer.

LIze the Browse button to zelect a Group Policy
Object.

Browse. . |

[ allow the focus of the Group Policy Shap-n to
be changed when launching from the command
line. This only applies if you zave the console.

< Back I Finizh I Cancel I

Figure 37 — Selecting the Group Policy Object

40. Select Default Domain Controllers Policy and click OK. Then click Finish.

41. Under the Default Domain Controllers Policy entry in the management console, go down

through the “Computer Configuration”, “Windows Settings”, and “Security Settings” entries and
highlight IP Security Policies on Active Directory.

The list of defined IPsec policies will appear in the right side window (see Figure 38).
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ipsec operational =] x|
| conscle tifindow  Help H =20 |

"Fi Console Root',Default Domain Controllers Policy [serverl.vpndocal] Policy',Computer Configuration’,¥indows Settings'Security Setti [ =] 53]
| acon view ravortes || @ » | Em| BB 2| &E |
M.

Tres | Favorites |

- [ Description [ Policy Assigned

[0 Console Roat o] lient (Respond Only) Communicate normally (unsecured). Use the defau...  No
% IP Security Policies on Active Directory ermit all communication ta domain controllers This policy allows all domain computers ko cammu Mo

= Active Direckory Users and Computers [server1.vpn.loc ecure Server (Require Security) For all IP traffic, always require security using Ker... Mo
=350 v locsl erver (Request Security) For all IP traffic, always request security using Ker...  Nao

(21 Builtin

(L1 Computers

{&] Domain Contrallers

(L] ForeignSecurityPrincipals

(00 users

{&3) workstations

£ €1 Default Domain Controllers Policy [server1.vpn local] Pe
= omputer Configuration

[#-(1] Softwars Settings

=~ Windows Settings

-2 Seripts (StartupiShutdown)

Securlty Settings

Account Policies
Lacal Policies -
Event Log

L8 Restricted Groups
(8 System Services
(9 Reqgistry

(28 File System

(2 Public Key Palici

uo) — 7 1eydeyn

-] Administrative Templates
= User Configuration
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7] Software Settings

7] windows Settings
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Figure 38 - The Default Domain Controllers Group Policy Window

42. Right click on the desired IPsec policy (i.e., Permit all communication to domain controllers) and
select Assign.
The status of the policy, as indicated under the Policy Assigned should change from No to Yes.

psec operational == x|
| Console window welp || ) & E

"fii Console Root'Default Domain Controllers Policy [server1.¥pn.local] Policy'.Computer Configuration'Windows Settings'\Security Setti

| acton wew Favories || & = | @)@ | X 2| &az/3 3

Tree | Favorites | Name _/ | Description | Palicy Assigned
[ Console Roat = fient (Respond Only) Commuricats rormally {unsscured), Use the defau... Mo

IF Security Policies on Active Directory AL permit Al communication to domain controllers

Active Directary Users and Computers [serverl .vpn.log Secure Server (Require Security) For all IP traffic, always require security using Ker... Mo

=250 vpnlecal

(23 Builtin
[0 Computers
{3 Domain Controllers
[ FareignSecurityPrincipals
(L0 Users
(&) workstations
-2 Default Domain Controllers Policy [server 1 .vpr.local] Pt
=-{8) Computer Configuration
(L] Software Settings
= [ windows Settings
[=]) scripts {Startupfshutdown)
= Security Settings

Account Policies
Local Palicies —
Event Log

{_8 Restricted Groups
{Z8 System Services
{8 Registry
{8 File System
[ Public Key Policies
8, IP Security Policies on Active Directary
(2 Administrative Templates
User Configuration
[C Software Settings
(1 Windows Settings
(L1 Administrative Templates
rwi-eﬂ Defaulk Domain Policy [server.von.locall Policy | _|LI

erver (Request Security) For all IP traffic, always request security using Ker...  No

4

Figure 39 - Default Domain Controllers Group Policy with IPsec Policy Assigned
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43. Return to the IP Security Policies on Active Directory snap-in and again select Create IP
Security Policy. This policy will specify secure communication among domain workstations.

44. When the IP Security Policy Wizard starts, provide a descriptive name that again gives some
indication of the function of the policy. Provide additional details in the policy description
window. Then click Next.

IP Security Policy Wizard ed |
IP Security Policy HMame *
Mame thiz zecunty policy and optionally give it a brief descniption
-
Marme:

Secure all domain warkstation |P traffic

Description:

Thiz policy secures all IP traffic between wark stations in the domain. d
Communication with domain contrallers will be explicitly allowed.

< Back I Meut > I Cancel

Figure 40 — IP Security Policy Wizard

45. Make sure that the Activate the default response rule is selected and click Next.

IP Security Policy Wizard rd X

Requests for Secure Communication i
Specify hov thiz policy responds bo requests for gecure communication.
-

The default response rule responds to remate computers that request security, when no
other rule applies. To communicate securely, the computer must respond to requests for
FECUNE COMMUnICation.

¥ &ctivate the default responze ile, i

< Back I Mest = I Cancel

Figure 41 — Activating the Default Response Rule
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46. Select Windows 2000 default (Kerberos V5 protocol) as the authentication method.

IP Security Policy Wizard ﬂﬁl

T add multiple authentication methods edit the default response rule after

Default Response Rule Authentication Method g
campleting the wizard. -

Set the initial authentication methad for this secunty rule:

% Aindows 2000 default (Kerberos V& protocalf

" Use a certificate from this certificate authority [CA):

Browse. . |
Al

" Use this string to protect the key exchange [preshared keyl;
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[

< Back I Mest » I Cancel |

Figure 42 — Setting the Initial Authentication Method

NOTE: If the Windows 2000 network is using
certificate-based authentication, instead of selecting
Windows 2000 default authentication, the root list of
= trusted certificate authorities should be specified.

NOTE: If the network includes non-Windows 2000
machines, authentication may need to be done via
pre-shared, secret, character strings. This string
must be known to all machines that must
communicate to the non-Windows 2000 system
securely using IPsec. However, unless absolutely
necessary, it is not recommended that this
authentication method be used.

47. Make sure that the Edit properties box is selected and click on Finish to complete the creation
of the new IPsec policy.

48. The General properties of the new policy should be set first. Click on the General tab, and
then click on Advanced to set the configuration for Key Exchange.

49. In the Key Exchange Settings window, parameters can be set to generate new Key Exchange
keys based on either time or number of sessions. The default settings, shown below, are
recommended.

50. However, the methods used to protect the exchange of keys may also be specified. To set
these parameters, click on the Methods button.
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Key Exchange Settings x|

[ iMaster key Perfect Fonward 5 ecrecs

Authenticate and generate a new key after eveny:

480 minukes

Authenticate and generate a new kep after eveny:

IU seszionz]

Protect identities with these security methods:

Methods. .. |

Internet K.ey Exchange [IKE] for Windows 2000
Jaintly developed by Microzoft and Cisco Spstems, Ihc.

OF. I Cancel

Figure 43 — Setting the Methods to Protect the Exchange of Keys
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51. Again, remove the DES/SHA1 and DES/MDS5 options from the list of acceptable methods of
protecting key exchange transactions.

*

Key Exchange Security Methods § il_l

Pratect identities during authentication with these security
methods,

Security Method preference order:

Tupe | E ncryption | Inkegrity | [ Add... |

IKE 3DES SHa1 b

IKE 30ES D5 ] Edit... |
Bemove |
Mowve up |

1] | LI towve down |

ak. I Cancel

Figure 44 — Further Configuration of Key Exchange Security Methods

52. Click OK in both the Key Exchange Security Methods and Key Exchange Settings boxes to
finish setting the General properties of the IPsec policy. Setting the General properties for the
new IPsec policy is now complete.

53. Click on the Rules tab in the IPsec policy properties window.

To properly configure IPsec communication among domain workstations, two types of
rules must be created for this policy. The first type of rule will ensure that all workstations
will be able to communicate with the domain controllers in the domain. As will be seen
below, there will be a separate rule for each domain controller in the domain.

The second type of rule will specify the IPsec security parameters that are to be used to
protect communication among all non-controller machines in the domain.
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54. Click on Add to create a new IP security rule and provide the following information to the
Security Rule Wizard.

55. For communication among domain workstations, tunnel mode IPsec is not necessary, an |IPsec
transport mode connection is sufficient. Therefore, select This rule does not specify a
tunnel.

56. Next, the security rule wizard will request identification of the types of network connections to
which this rule is to be applied. Select All network connections.

57. The security rule wizard will prompt for identification of the authentication type that is to be used
to verify the identity of the machines that match this rule. Select Windows 2000 default
(Kerberos V5 protocol).

58. Next, the security rule wizard will request that a filter list be selected through which
communications can be identified as to whether they will be subject to this IPsec policy. Click
Add to create a new IP filter list for communication between workstations and domain
controllers.
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‘T ipsec operational : _ & x|

J Conscle  Window  Help H (W=~ | ‘

21 x|l il =T
|
IP Filter List "
Tree I Select the IP filter list for the type of IP traffic to which this security nule applies. [ Description |
(3 cor — Communicate normally (uns. ..
A rs This policy all domain campu...
IH"% |F na [P filter in the following list matches your needs, click Add ta create a new ane. This palicy secures &l IP traf ..
=] Far all IP traffic, always req...
1P fiterlsts: For all IP traffic, always req...
Mame I Description | Add..
O Al ICMP Traffic tatches all ICMP packets bet...

O 401 1P Traffic Matches allIP packets from ... Edll.
O 4l 1P haffic to/fromibetwee... This fiter list wil permit all com,
Elﬁi Remave

< Back | Mext > | Cancel

Close: [atice]
(2 Public Key Policies

-8, 1P Security Policies on Active Directory

(2 Administrative Templates
[]-& User Configuration
[—]@ Default Domain Policy [serverl.vpn.local] Policy
= @ Computer Configuration
(0 Software Settings
(=0 Windows Settings

5] Seripts {StartupyShutdovn)

=

5P Security Settings =
Toa., ...
4 | E]

‘Dnne 4

Figure 45 — Adding IP Filter List

59. The IP Filter List Wizard will request a name and description be supplied for this new filter list.
Provide a descriptive name and add detail in the description area provided.
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i IP Filter List e |

- An P filter list iz composed of multiple filkers. nthis way multiple subnets, [P
i’, addrezzes and protocols can be combined into ane [P filker.
Mame:

All P between warkstations and domain contrallers

Description: Add |

-
2o
30
= B
o
oL
S5
n E
(@)) 8 This filker list will allove all work stations in a domain to comnmunicate ;l Edit... |
k= with the controllers for the domain.
g S ;I Bemove |
'wé © Filtess: ¥ Use Add Wizard
-—
(@] Q Minoredl Description | Frotacol | Source Port | [Drestination
O =
| O
q‘ %
-
haet
25
g @ « | ol
e
(@) & ak. I Cahicel |
A

Figure 46 — Creating a New Filter Within the Filter List

60. Then click on Add to create a new filter within the filter list.

The IP Filter Wizard will start and will act as a guide through the process of creating the
necessary filters.

61. For the identification of the source address to which this filter should be applied, select My IP
Address. This will ensure that the receiving machine will interpret this portion of the policy as

applying to it.

Filter Wizard

2=l

IP Traffic Source -
Specify the zource address of the [P traffic
—

Source address:

< Back I Mexzt > I Cancel |

Figure 47 — Selecting the Source Address of the IP Traffic

62. For the destination address, the option of A specific IP Address should be selected and the IP
address of one of the domain controllers should be provided.
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21|

IP Traffic Destination o)
Specify the destination address of the |P traffic.
-

Destination address:

A specific [P Address j

IPAddiess: | 199 . 199 . 100 . 1|

Subriet mask: | 255 . 255 . 255 . 25§

¢ Back I Mest » I Cancel |

Figure 48 — Selecting the Specific Destination Address for the IP Traffic
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63. Lastly, select Any as the protocol type to ensure that all IP communications are protected.

21|

IP Protocol Type *
Select the IP Protocal type. If this type supports IP ports, you will also specify the
IP port. -

Select a pratocal type:

[T

< Back I MHext » I Cancel

Figure 49 — Selecting the Protocol Type

64. The IP Filter Wizard is now complete. However, prior to clicking Finish, be sure to select the
Edit properties box so that a final step may be performed.

65. Verify that the Mirrored box is selected and click OK.
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Filter Properties 2x

Addressing | F'rotoc:oll Description

— Destination addrezs:

A zpecific IP Address j

IPéddess: | 199 . 199 . 100 . 1
Subnet mask: I 255 . 255 . 255 . 255

v Minored. &lso match packets with the exact opposite source and
destination addreszes,
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Ok I Cancel | Apmly |

Figure 50 — Verifying that the Mirrored Option Box is Selected

The IP Filter List Wizard will return, and, if the filter was set correctly, should look like the
following.

NOTE: The below window has been expanded beyond its
default size to depict the relevant components of the IP filter.
The default window size will not show the specific IP address
designation for the destination address.

+ IP Filter List 2=l
= A [P filker list is composed of multiple fikers. In this way multiple subnets, IP
i: addresses and protacals can be combined into one [P filter.
Hame:
AP between workstations and domain contollers
Description: il
Thiz filker list will allow all workstations in a domain to communicate ;I Edit...
with the controllers for the domain,
j Bemove
Filters: ¥ Use Add wizard

Iinored | Description

=

Figure 51 — Confirming the Filter is Set Correctly

66. The above procedure (steps 60-65) must now be repeated as many times as
necessary to create a similar rule for each domain controller in the domain.
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The following picture shows the IP filter list after the procedure has been repeated one
time and shows the existence of filter lists for two domain controllers.

+IP Filter List

= An P filter list iz composed of multiple filkers. In this way multiple subnets, [P
i‘ addiesses and protocols can be combined into one [P filter.

Hame:

L4 1P between workstations and domain controllers

Desciiption:
This filker list will allow all workastatiores in & domain to communicate d Edit
with the contrallers for the domain,
d Remove
Filters: ¥ Use Add Wizard
Mirmored | Description ‘ Protocol | Source Port | Drestination Part | Source DNS Mame | Source Address | Source Mask ‘ Destination DNS ... ‘ Destination Address ‘ [
Yes ANY AN ANY <My P Address> <My P Address> 256.256.255.255 <A specific IP Add.. 1931931001
Yes ANY AN ANY <My IP Address> <My P Address> 256,256,255 255 <A specific IPAdd.. 193.133.100.2
4 | i
Cloze LCanice|
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Figure 52 — Example of Repeated Procedure
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67. After the filters for all the domain controllers have been created, close the IP Filters List window
and return to the Security Rule Wizard. Select the radio button for the new filter list, then click
Next.

Security Rule Wizard ed

IP Filter List "
Select the [P filker list for the tppe of IP traffic to which thiz zecurity rule applies. @
-

If o [P filker in the following list matches your needs, click Add to create a new one.

P filker lisks:
M arne | [ ezcription Add...
{2 ANNCMP Traffic tatches all ICk
(OF 15 g and domain contr...  This filker ist wil Edit... |

2 Al P Traffic Matches all [P | Ramave |
O a0l 1P taffic todfrom/betwesn Domain Controll..  This filker figt wil —

< | i

< Back I Mest = I Cancel

Figure 53 - Selecting the New Filter List

68. Select the Permit filter action and click Next. Then make sure the edit properties check box is
selected and click Finish.

69. Verify that the new filter list and appropriate filter action are selected. If so, click OK.

70. Back in the policy Properties window, select Add to create a 2" rule.
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— Secure all domain workstation IP traffic T X
— 0
> o Rules |General|
o8
o ®
[a LE) Security rules for communicating with other computers
(6]
=]
(0]
n E
o e 1P Security Fules:
o 8 IF Filter List | Filter ction | authertication... | Tu
E c B0 IP between waor..  Permit Kerberog M
35 O <Diyrnamice Default Response F.erberos Me
D=
U—
3
Q¥
©%
|
q— ;
ol
=]
-
QO
o O
cwn ol | I
O .
A Edit. Bemove | 1o Use Add Wiz

Cloze I Latize! |

Figure 54 - Creating A Second Rule

71. For this 2™ rule, again specify that the rule does not specify a tunnel, that the rule is to be
applied to all connections, and that Windows 2000 Default Authentication is to be used.

72. When the Security Rule Wizard requests that a filter list be selected, click Add to create a new
filter list for secure domain workstation communications.

73. Provide a descriptive name and text description for this new filter list, the click Add to create a
new filter within the filter list.

+ 1P Filter List A=l
— A [P filker lizt is compoged of multiple filkers. 1n this wayp multiple subnets, 1P
z addrezzes and protocol: can be combined into one [P filter.

MHame:

Secure domain waorkstation communications

Description: il
Thiz filter list will enforce IPsec protection for all communication ;I Edit... |
between workstations in the domair]
LI Bemove |
Filters: IV Use Add Wizard
Mirrored | Description | Protocol | Source Port | Destination
| | L]

ak I Cancel |
A

Figure 55 - Creating a Second Filter

74. When prompted, select My IP Address as the source address for the new filter, then click
Next.
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Select Any IP Address as the destination address for the new filter, then click Next.
Select Any for the protocol to which the new filter applies.

Then, via checking the Edit Properties box prior to clicking Finish, ensure that the Mirrored
check box is selected. The filter list for this IPsec policy is now complete.

In the IP Filter List window, check to ensure that the filter has been created correctly (e.g.,
source address equals My IP Address and destination address equals Any IP Address. If
correct, click Close.

Now that the filter list for secure workstation communication is complete, the next step is to
select the filter action for this filter list.

Back in the Security Rule Wizard, select the radio button for the new filter list (“Secure domain
workstation communications”), then click Next.

The security rule wizard will next prompt for the selection of a filter action (i.e., the action that is
to be taken when an IP packet matches the filter). It is recommended that a new action be
created for this policy.

Click on Add in the Security Rule Wizard Filter Action window.

Security Rule Wizard 2 x|
Filter Action b
Select the filker action far this security rule, %
=

If hio filker actions in the Following list matches pour needs, click Add to create a new
ohe. Select Use Add Wizard to create a filter action.

Filter & ctions: V' Use &dd wWizand
Mame I Description I dd.. ¢

O Permit Permit unsecured IP packets t.. _
O Request Security (Optional]  Accepts unsecured commuri... Edit.. |

O Require Security Accepts unsecured communi... Bemave |

< Back | Mext > | Cancel

Figure 56 — Adding a New Action

The filter action wizard will start and will request a name and description be provided for the
new action.

Provide a descriptive name and sufficient description to understand how the action works, and
click on Next.
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Filter Action Wizard 2 x|
Filter Action Name '.‘
Mame thiz filter action and optionally give a brief description (v
-
Mame:

Demand Security

Description:

Thiz action demands that IPzec be used to provide security for work station ;I
communications. Mo fallback to ah uhsecured mode of communication iz
allovwed.
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< Back I Nest » I Cancel |

Figure 57 — Naming and Describing the New Action

82. Accept the default setting of Negotiate Security and click Next.

Filter Action

Filter Action General Options
Set the filker action behawvior.

£ Permit
” Block

< Back I Hest » I Cancel

Figure 58 -- Setting the Filter Action Behavior

NOTE: The “Permit” option automatically allows the communication
without invoking any IPsec security. The “Block” option automatically
prevents the communication regardless of whether or not the parties
are capable of communicating securely via IPsec.

a“—

In order to ensure that all workstation communication is done securely, no fallback to unsecured
communication can be allowed.
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83. Accept the default setting Do not communicate with computers that do not support IPsec
and click Next.

Filter Action Wizard 21 xl
Communicating with computers that do not support IPSec ’.‘
Communicating with computers that do not support IPSec may exposze your ach
nebwaork, to security risks. P —

Do pou want bo allow communication with computers the do not support IPSec?

* Do not communicate with computers that do not support [PSec

" Fall back to unzecured communication,

Uze thiz option if there are computers that do not support |PSec on your netwark.
Communication with computers that do not support IPSec may expose your network,
to zecurity risks.
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Figure 59 — Ensuring no Communication with Computers that don’t support IPsec

84. The next window will request that a security level be specified. Select the Custom, then click
on Settings.

Security Method Wizard 2=
IP Traffic Security -
Specify a zecurity method for [P traffic. To add multiple zecurity methods edit the \azd
filker action after completing the wizard. P

Thiz filker action reguires at least one security method for 1P traffic,

£~ High [Encapsulated Secure Payload)
Data will be encrypted, authenticated, and unmodified.

€ Medium [Authenticated Header]

Data will be authentic and unmodified, but will not be encrypted.

& Cugstom

| Setings..

< Back | Hewt » | Cancel

Figure 60 — Specifying Security Level

85. Select the setting to provide both data integrity (via MD5) and encryption (via 3DES). Also,
select the setting to generate a new encryption key every 3600 seconds (1 hour). Then click
OK.
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Custom Security Method Settings el |

Specify the zettings for thiz custom security method.

[T Data and address integrity without encryption [£&H] :
Iategrity alaonitho

M5 [
[ Data integrity and encryption [ESF]:
Integrity algorithm:

|MDS [=
Encrption algarithrm:
| 2DES =l

Sezzion Key Settings:

[T Generate a new key even: ¥ iGererate a new key even

I'I onooo
KEbytes I3EDD secands

ak. I Cancel |

Figure 61 - Customizing Security Level
Click Next to close the Security Method Wizard.

Select the Edit Properties box and click Finish to close the new filter action wizard.

Back in the new Filter Action Properties window, click Add.

Again, select Custom, the click Settings.

Specify SHA1, 3DES, and generate key every 3600 seconds, and click OK.
Click OK in the new Security Method window.

In the New Filter Action Properties window, the negotiate security radio button should be
selected and the 3DES/MD5 and 3DES/SHA1 security methods should be listed.

Clear the Accept unsecured communication, but always respond using IPsec box.
If both actions are shown in the New Filter Action Properties window and the check box is
cleared, click OK.

The new filter action is now created and can be selected for use in the IPsec filter.

Select the Demand Security radio button and click Next.
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Security Rule Wizard 2x|

Filter Action i
Select the filker action for thiz security e, %
-

If na filter actions in the following list matches your needs, click Add to create a new
one. Select Use Add "Wizard to create a filker action.

Filter &ctions: V' Use Add Wizard
Mame | Dezcription | Add. . |
[OFD=mand Lirity on demands that [Ps...

O Permit Permit unsecured IP packets t.. Edit... |
O Request Secuity [Dptionall  Accepts unsecured communi... Remove |
O Require Security Acceptz unzecured communi... —
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Figure 62 — Selecting the New Filter Action
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96. Ensure that the Edit Properties box is selected and click Finish.

97. Review the new rule properties, ensuring that the new filter list is selected in the IP Filter List
tab and the new action is selected in the Filter Action tab. If these are both true, click OK.

98. Ensure that all 3 security rules are selected in the IP Security Rules window. I[f this is true, click
Close.
Secure all domain workstation IP traffi e

Rules | General |

Security rules for comrmunicating with ather computers

1P Security Rules:

I Filker List | Filter &ction |.
re domain communicat... i
All P between workstations and domain ... Permit
<Dynarnic: Default Responze
! | ]
e Edt. | Bemove | & ysepddwicad

Cloze I [Eanzel |

Figure 63 — Ensuring the New and Default Filter Lists are Selected

The Management Console should now look like Figure 64. The new IPsec policy for securing
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workstation communication now exists (along with the Permit Domain Controller Communications
and default policies) but is still not yet active. The next step is to apply the new policy to the
workstations in the domain.

[Fagansale S =181 x|
s =2 = o)

Ta Consule Root) 1P Security Policies en Atihe v

g o ot || 0 > Dl BB & | & ' |

Tres | Fevarites | [ [esangtion I
[0 Corake et 1 Chort (Respond Ol Commuricat normaly (urencred), Uss the defauk ramonss ns b .
Ed = Frboy B4 P 3 comaranication to dongin contobers Thiz palicy &l doanain compubens to communcabe bo ol devdinoontrd ..
ki g AP ] Seoure Servar (Requine Seiurnity] For ol 10 traf T, dhoires racin e securily uilng Kerleros bt Do i,
B) Server {Rimguest Seaurky) For ot 17 traffic, shwarys request seourky using Kerberos brust. dllow ...,
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Figure 64 — The Management Console

99. In the Management Console window, click on the Console pull down menu and select
Add/Remove Snap-in. This will create an Add/Remove Snap-in window.

100. Click on Add in the Add/Remove Snap-in window.
101. Scroll down to the Group Policy snap-in and click Add.

add standalone Snap-in A A

Arailable Standalone Snap-ing:

Snap-in I “endor I:I
[ADisk M ahagement VERITAS Software Cor...
.& Distributed file spstem Microgoft Corporation
,& DHS Microzoft Corporation
Ewent Viewer Microzoft Corporation
@ Fax Service bManagement hicrozoft Corporation
[AFalder
Ea FrontPage Server Extensions
7% Group Policy Microsoft Corporation

=

ER Indexing Service Microzoft Corporation, 1.
@ Internet Authentication Service [1A5]  Microzoft Corporation LI
.

— Degcription

Thiz znap-in alloves pou to edit Growp Policy Objects which can be
linked to a Site, Domain, or Organizational Unit in the Active Directon
or gtored on a computer.

2dd Cloze |

Figure 65 — The Group Policy Snap-In
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102. Click Browse in the Select Group Policy Object window to search for the appropriate group
policy object.

Select Group Policy Object x|

Group Policy Objects can be stored in the Active
Directory or on a local computer.

Idze the Browse button to zelect a Group Policy
Object.

Group Policy Object:

Local Computer

Browse. . |

[ &llow the focus of the Group Policy Shap-in to
be changed when launching from the command
ling. Thiz only applies if you save the consale.
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< Back I Finigh I Cancel |

Figure 66 — Selecting the Group Policy Object

103. Select Default Domain Policy and click OK. Then click Finish.

Browse for a Group Policy Object : 2x]

Diomains/0U |Site3 I Eomputer&l &l I

Laak, in: I@vpn-test.lncal j ﬁ' @

Domains, OUs and linked Group Policy Objects:

Marme | Damain |

A Damain Cantrollers. vpr-test lacal
& Default Domain Palicy

0k I Cancel

Figure 67 — Selecting the Default Domain Policy

104. Close the Add Standalone Snap-in window.

105. Then close the Add/Remove Snap-in window by clicking OK.
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Add/Remoye Snap-in 2=l

Standalone I EHtensionsI

Uze thiz page to add or remove a standalone Snap-in from the console.

Snap-ins added ta: Ia Conzale Root LI

E, IF Security Policies on Active Directon
ﬁDefault Domain Palicy [svrl vpn-test local] Policy :

— Description

Thiz =nap-in allows you to edit Group Policy Objects which can be linked
to a Site, Domain, or Organizational Unit in the Active Directory or stored
an a computer.

Add... I Eemowe I About.. I
ak I Cancel I
Figure 68 — Closing the Add/Remove Snap-In Window
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106. Click on the Default Domain Policy line to expand the view to show details down through
the Computer Configuration, Windows Settings, and Security Settings sub-levels.

107. Highlight the IP Security Policies on Active Directory entry.

The IPsec policies that are defined should appear in the right side window. All policies should
show that they are not assigned (i.e., not active).

NOTE: While the “Permit all Communication to Domain
Controllers” IPsec policy is active in the Default Domain
Controllers Policy, that will not be indicated here.

“iti Console1 =l=i =l
| Console  window pep || = E |

i Console Root',Default Domain Policy [svrl.vpn-test.local] Policy Computer Configuration’,Windows Settings\Security Se
| action  view Eavorites “ = - | | | 2 “ B g7
Tree | Favorites | Name - [ Description [_Policy Assigned [
Client (Respond Only) Communicate normally (Uns... Mo
Secure all domain wor...  This policy secures all IP traf... ko
Securs Server (Requir... For all IP traffic, alwaysreg... Mo
Server (Request Secu... For all IP traffic, always req... Ko

[0 Consals Root

-3, 1P Security Policies on Active Directory

[SE Default Domain Policy [svrl.vpn-test local] Policy
= Computer Configuration

- Software Settings

-0 windows Settinas

-2 Account Policies
Local Policies
Event Log

{_8) Restricted Groups
A& System Services
B8 Registry

8 File System

(£ Public Key Policies

I User Configuration

o~ Seftware Settings

£1-[C0 windows Settings

#-[C1 administrative Templates

H
&f
s m T

Figure 69 — IP Security Policies on Active Directory

108. Highlight the new IPsec policy by clicking on it one time.
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Consolel

TR

S [=] ]
mBXEB 2| 8as|8 2

Tree | Favorites | [Mame [ Desaription [ Palicy Assigned [
(1 Consele Root

+ 1P Security Policies on Active Directory
€42 Default Domain Policy [svr 1.vpn-test local] Policy
£ Computer Configuration
(L Software Settings
=10 Windaows Settings
+[Z]) scripts (Startup/Shutdown)

| artion  wiew Eavorites H o -

Communicate normally (uns... Mo
= ol 1P braf....

For all IP traffic, always req...
Server (Request Security) For all IP traffic, akways req... Mo

tion IF Eraffic
ecure Server (Require Security)

ecurity Settings

Account Policies
Local Policies
Evert Log

8 Restricted Groups

System Services

-8 Registry

{8 File System

1 Public key Policies

8, 1P Security Palicies an Active Directary
[#-(_] Administrative Templates

=-¢2 User Configuration

-] Software Settings

(L] Windows Settings
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Figure 70 — Highlighting the New IPsec Policy

109. Go to the Action pull down menu and select Assign.

Consolel — =l

| console  window melp || D) I | |

"fii Console Root',Default Domain Policy [s¥rl.vpn-te:

cal] Policy'Computer Configuration’Windows Settings\Security Set

[ Description [ Folicy Assigned [
1o

Communicate normally (uns. .,

ies on Active Directory
Policy [svr1.vpr-test.local] Palicy
onfiguration

Properties & Settings
s Settings
Ipts (Startup/Shutdavwn)
Security Settings

Account Polidies
Local Policies
Event Log

{8 Restricted Groups

{8 System Services

{8 registry

{28 File System

(23 Public Key Policies

{8, 1P Security Policies on Active Directory
(-2 Administrative Templates

=158 User Configuration
£
E
E

O AllTasks 3
B Dekete
E

Secure Server (Require Security) For all P traffic, alvways req...

Rename Server (Request Security) For all IP traffic, always req... Mo

#- [ Software Settings
v1-[7] Windows Settings
¢ [ Administrative Templates

|Assign this policy, attempt to maks it active

Figure 71 — Assigning the New IPsec Policy

The status of the new policy, indicated under the Policy Assigned field, should change from No
(unassigned, not active) to Yes (assigned, active).
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J Console  Window  Help H O |
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:m Console Root"Default Domain Policy [server L.wvpn.local] Policy',Computer Configuration',Windows Sektings',Security 5

J Action  Misw  Favorites |J e o= ‘ | X ‘ £ |JEE2 H 52

Tree IFavorites |

(] Console Root
1P Security Policies on Active Direckory
Bl

[E] @ Computer Configuration

(21 Software Settings

= Windows Settings

=] Seripts (StartupShutdawn)
Security Settings

Account Policies
Local Policies
Ewvent Log

{8 Restricted Groups
{8 System Services
{8 Registry

{8 File System
#-[27 Public Key Policies

(] Admiristrative Templates
Elﬁ User Configuration

(Z1) Software Settings

B Windows Settings

[ Admiristrative Templates

Default Domain Policy [serverl.wpn.local] Palicy

@ IP Security Policies on Active Directc

| Description

| Policy Assigned

Client (Respond Only)

Permit all communication to domain controllers
ure all domain workstation IP traffic
Secure Server (Require Security)
Server (Request Security)

Communicate normally {uns...

This policy all domain compu. ..
This policy secures all IP traf...
Far all IP traffic, always req...
Far all IP traffic, always req...

Figure 72 — Confirming the Policy has been Assigned

The new IPsec policy is now assigned (in effect) in the domain.

It may take some time for the new policy to propagate to all machines in the domain.
However, after the propagation is complete, all communication among non-controller
machines will be protected (confidentiality and integrity) by IPsec.

The last recommended step is to save the current instance of the management console. This
will allow quick and easy access to IPsec settings in the future.

110. Click on the Console pull down menu and select Save as. Provide a name for this console
instance (something along the lines of “IPsec policy management”) and save it on the desktop.

56
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Save jn: I:__*fj Deskiop j -

My Documents!
Sl py Computer

Py Mebwork Places
B& ipsec operational

File name: |IF'sec: Palicy Management Save I
Save az type: IMiDrDSth b anagement Conzole Files [*. mac] j Cancel |
P

Figure 73 — Confirming the Policy has been Assigned
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S5

Configuring IPsec Policy for Secure Domain
Controller Communications

This chapter presents step-by-step instructions for configuring IPsec policy for providing
secured communications among all domain controller machines within a Windows
2000 domain. The policy will include protection from unwanted disclosure and
modification through the provision of the encryption and integrity mechanisms provided
by IPsec.

The procedures outlined in this chapter can be used as a guide from which different
security needs can also be satisfied through the creation of different IPsec policies.
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The procedures described in this chapter are very similar to the procedures in the
examples in Chapter 4. However, for thoroughness, and to allow the chapter to stand on
its own, the complete process, not just the differences, is presented. There are a number
of important differences between the procedures for the example in Chapter 4 (IPsec
policy for non-controller machines) and this chapter (IPsec policy for domain controller
communications).

Setting up the IPsec Policy

This example was done with Windows 2000 versions (advanced server, server, and
professional) loaded with Service Pack 1 and the High Encryption pack. These upgrades
(i.e., Service Pack 1 and the High Encryption pack) must be loaded prior to creating the
IPsec policy.

NOTE: The high encryption pack must be installed to use
3DES. If the high encryption pack is not installed, the system
a=>1 will log the fact that 3DES was not used and will
automatically downgrade the IPsec encryption to DES.

1. To start the Management Console, select Run from the start menu, type mmc in the run window
that appears, and click OK.
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Run 21|

Tywpe the name of a program, folder, document, or
Internet resource, and Windows will open it For wou,

open: I mnc j

Ik I Cancel Browse, .. |

Figure 73 — Starting the Management Console

2. A management console window will appear. Pull down the Console menu at the top of the
window, and select Add/Remove Snap-in.

fti Consolel =10l x|
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Figure 74 — Selecting Add/Remove Snap-in

3. Click on Add in the Add/Remove Snap-in window to get the list of available snap-ins.
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Add/Remove Snap-in ﬂil

Standalone | Extensions I

Uze thiz page to add or remove a standalone Snap-n from the console,

=

Shap-ing added to: Ia I

— Description

Add... Femove Shout. |

ar. I Cancel |

Figure 75 — Viewing Available Snap-Ins
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4. Inthe Add Standalone Snap-in window, scroll down to and select IP Security Policy
Management, and click the Add button.

Add Standalone Snap-in 2xl

Available Standalone Shap-ins:

Shap-in | Yendor I;I

% Internet Information Services Microzoft Corporation
IP Security Policy Management

[&] Link to web Address

ﬂ Local Users and Groups Microzaft Carporation

ﬂ Performance Logs and Alerts Microzaft Carporation

@ (a3 Admission Contral Microzoft Corporation

@ Remowable Storage Management HighlGround Systems, [nc J
E Fiouting and Remote Access Microzoft Corparation

@ Security Configuration and Analysis Microzoft Corparation

@ Security Templates Microzoft Corporation ;I
e
r— Description

Intermet Protacol Security [IPSec) Administration. Manage IPSec
policies for secure communication with other computers.

Add Cloze |

Figure 76 — Selecting IP Security Policy Management

5. The next window will request specification of whether the IP Security Policy Management snap-
in is for managing the IPsec policy for the local computer, for the domain in which this computer
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is a member, another domain, or another computer. Select Manage domain policy for this
computer’s domain and click on the Finish button.

Select Computer ﬂﬂ

Select which computer this Snap-in will manage *
“when this conzole is saved the location will alzo be saved
"

i Local computer

The computer thiz conzale iz running on

* tdanage domain policy for this computer's domaird

i tanage domain policy for another damain:

i~ Another computer:

I Erowse... |
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Figure 77 — Selecting Which Computer the Snap-in will Manage

6. Click Close in the Add Standalone Snap-in window, and click OK in the Add/Remove Snap-
in window.

Tl Console 1

J Console  Window  Help “ == ‘

'{iti Console Root

| action view  Eavorites H = E| =

Tree | Favorites | Hame [

5 Consdle Roct IR Scrurity Policies on Active Directory
8, 1P Security Policies on Active Directory

Figure 78 — Resulting Management Console

7. Highlight the IP Security Policies on Active Directory snap-in by clicking on it one time.
Then go to the action tab and select Create IP Security Policy.

62 UNCLASSIFIED



UNCLASSIFIED

i IPsex palicy managesment =18] x]
Comcie Wedww b | @ H @

ia Lonsole Rout| 1P Security Palices on Active Birectory

ften Yeu Ererie || o B@ DB R @3

! | Beseription I

r 1P P It o Far () Chert (Respond Criy) Communicats noemally (unsacured). Lise the defsult responas e to ..

q A Tads " B Secure Sorvee (Raqure Sensity) Foe ol 1P tralfic, abways requirn seourity using Kreberos bt Do NOT .,
] Prsicy B servee (Regquest Secusiey) For all 1P traffic, slvways recqunst security using Keeheros st Alow un.

" Hew Window from Here
Hew Taskpad View. ..

Refrash
Eapeint List...

Help
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Figure 79 — Creating an IP Security Policy

The IP Security Policy Wizard will start, click Next to get to the Policy Name Screen which will
request a name for and description of the new policy. Provide a descriptive name that gives
some indication of the function of the policy. Click Next when finished.

IP Security Policy Wizard 2=l
IP Security Policy HName *
Mame thiz security policy and optionally give it a brief description
-
Mame:

Secure all IP traffic between domain contrallers

Diescription:

Thiz policy secures all IP traffic between domain contrallers in a Windaws 2000 ;I
domain. Thiz policy doez not address any IP communication involving
non-controller machines in the domain.

{ Back I Mest > I Cancel |

Figure 80 — Naming and Describing the New Security Policy

The IP Security Policy Wizard will then prompt for a response as to whether the default
response rule should be activated. Make sure that the Activate the default response rule is
selected. The default response rule will ensure that, in cases where a request for

UNCLASSIFIED 63



UNCLASSIFIED

communication is received and no other rule applies, that the machine will respond in a secure
manner.

IP Security Policy Wizard ﬂll

- - -
Requests for Secure Communication
Specify how this policy responds to requests far secure communication.
—-

The default rezponze mile rezponds to remote computers that request security, wheh no
other rule applies. To communicate securely, the computer must respond to requests for
FECUrE commuhication.

[v ictivate the default response ile. ;
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Figure 81 — Activating the Default Response Rule

10. The IP Security Policy Wizard will then prompt for selection of the authentication method that
should be used to verify the identity of machines for which a secure connection is to be
established. Select Windows 2000 default (Kerberos V5 protocol).

1P Security Policy Wizard 2lx|

To add multiple authentication methods edit the default response rule after

Default Response Rule Authentication Method a‘
completing the wizard, -

Set the initial authentication method for this zecurity rule:

& Mwindows 2000 default [Kerberos W5 protocolf

= |se a cerificate from this certificate autharity [C&):

™ Lze thiz sting to pratect the key exchange [preshared key):

|

< Back I Mest » I Cancel |

Figure 82 — Setting the Initial Authentication Method

NOTE: If your network is using certificate-based
authentication, instead of selecting Windows 2000 default
authentication, the root list of trusted certificate authorities
should be specified.
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NOTE: If your network includes non-Windows 2000

machines, authentication may need to be done via pre-

shared, secret, character strings. This string must be known

to all machines which must communicate to the non-

= Windows 2000 system securely using IPsec. However,
unless absolutely necessary, it is not recommended that this
authentication method be used.

11. Make sure that the Edit properties box is selected and click on Finish to complete the creation
of the new IPsec policy.

12. The General properties of the new policy should be set first. Click on the General tab, and
then click on Advanced to set the configuration for Key Exchange.

Secure all IP traffic between domain con e |

Bules General I

|P zecurity policy general properties

Mane:

ISecure all IP traffic between domain controllers

Dezcription:

Thiz policy secures all IP traffic between domain controllers in a ;l
Windows 2000 domain. This policy does not address anp 1P
communication involving non-controller machines in the domain,

LCheck for policy changes eveny:

I-| 80 GMEE]

F.ey Exchange using these zettings:

Advanced...

(1] I Cancel

Figure 83 — Setting the Configuration for Key Exchange

13. In the Key Exchange Settings window, parameters can be set to generate new Key Exchange
keys based on either time or number of sessions. The default settings are recommended.

14. However, the methods used to protect the exchange of keys may also be specified. To set
these parameters, click on the Methods button.
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Key Exchange Settings llll

[ taster key Perfect Forward Secracy

Authenticate and generate a new key after eveny:

430

mikLtes

Authenticate and generate a new key after eveny:

IEI zession(z)

Frotect identities with these securnty methods:

Methods. . |

Internet K.ep Exchange [IKE] for Windows 2000
Jointly developed by Microsoft and Cisco Systems, [nc.

OF. I Cahcel

Figure 84 — Setting the Methods to Protect the Exchange of Keys

(72}
C
e
-
®
2
[
>
£
£
o
©)
| S
@
©
=
[
o)
o
£
@
£
o
()]

15. Remove the DES/SHA1 and DES/MD5 options from the list of acceptable methods of
protecting key exchange transactions.
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Key Exchange Security Methods ﬂﬂ

Protect identities during authentication with these security
methods,

Security Methad preference order:

Type | Enciyption | Inteqrity | [ Add. |

IKE 3DES SHAT b

IKE 3DES D5 ] Edit... |
Remove |
Move up |

4| | _&l b ove dow |

Ok, I Cancel |

Figure 85 — Further Configuration of Key Exchange Security Methods

16. Click OK in both the Key Exchange Security Methods and Key Exchange Settings boxes to
finish setting the General properties of the IPsec policy. Setting the General properties for the
new IPsec policy is now complete.

17. Open the Rules tab in the IPsec policy properties window.

18. Click on Add to create a new IP security rule. After clicking the Add rule button in the policy
properties window, the security rule wizard will prompt for responses to several questions.

19. First, whether or not this rule is for an IPsec tunnel endpoint must be specified. For
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communication among the controllers in a domain, tunnel mode IPsec is not necessary.
Therefore, the This rule does not specify a tunnel option should be selected.

Security Rule Wizard |

Tunnel Endpoint "~
The tunnel endpaint iz the tunneling computer clozsest to the [P traffic destination, %
az specified by the security rule’s |P filer list. —

An IPSec tunnel allows packets to traverse a public or private internetwark, with the
security level of a direct, private connection between bwo computers.

Specify the tunnel endpaint for the IP security rule;

& Thiz rule doss not specifu a turnet

= The tunnel endpoint is specified by thiz 1P address:

| o . 0o . 0 . 0©

< Back I Ment » I Cancel I

Figure 86 — Specifying the Tunnel Endpoint
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20. Next, the security rule wizard will request identification of the types of network connections to
which this rule is to be applied. The All network connections option should be selected.

Security Rule Wizard d |

Metwork Type -
The zecurity rule must be applied to a network, tpe, %
-

Select the network. type:

€ Local area netwark, [LAM]

' Remote access

< Back I Hewt » I Cancel

Figure 87 — Selecting the Network Type

21. The security rule wizard will prompt for identification of the authentication type that is to be used
to verify the identity of the machines that match this rule. The Windows 2000 default
(Kerberos V5 protocol) option should be selected.

UNCLASSIFIED 67



UNCLASSIFIED

IP Security Policy Wizard : i

Authentication Method s
To add multiple authentication methods, edit the security rule after completing the %
IP zecurity rule wizard. -

Set the initial authentication method far this security rule:

& dfindows 2000 default [Kerberos WA protocolf
" Use a certificate from this Certificate Authority [C4):

Browse... |
=

= Use thiz sting to protect the key exchange [preshared key):

I

< Back I Hewt » I Cancel |

Figure 88 — Selecting the Authentication Method
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22. Next, the security rule wizard will request that a filter list be selected through which
communications can be identified as to whether they will be subject to this IPsec policy. Click
Add to create a new IP filter list for communication between domain controllers.

Security Rule Wizard |

IP Filter List i
Select the [P filter lizt for the twpe of 1P traffic to which thiz zecunty rile applies. %
-_—

IF e IP filker ity the following list matches your needs, click Add to create a new ohe.

IP filker lizts:
MHame | Dezcription | Add... |
O ANCMP Traffic Matches all ICMP packets bet...
O AP Traffic Matches all IP packets from t.. Edit.. |

Bemove

< Back I Mest » I Cancel

Figure 89 — Adding IP Filter List

23. The IP Filter List Wizard will request a name and description be supplied for this new filter list.
Provide a descriptive name and add detail in the description area provided.

24. Then click on Add to create the new filter within the filter list. Then click Next to begin.
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+ IP Filter List 7|

- An P filker list iz compozed of multiple filkers. [nthiz way multiple subnets, [P
i: addrezzes and protocolz can be combined into one P filker.
Mame:

Al [P Bebween Domain Controllers

Description: Add. |

This filker list will allow all dormain contrallers within a domain b ﬂ Edit... |
communicate securel) with each other.
j Bemove |
Filters: v Use Add Wizard
Mirrared | Dezcription | Frotocal | Source Port | D estination
Jl | i3
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Figure 90 — Naming and Adding the New Filter

The IP Filter Wizard will start and will act as a guide through the process of creating the
necessary filters.

25. The first item that the IP Filter Wizard will request is the identification of the source address to
which this filter should be applied. For simplicity sake, the wildcard My IP Address should be
selected. This will ensure that, when the IPsec policy is propagated to all domain controllers in
the domain, the receiving machine will interpret this portion of the policy as applying to it. After
selecting My IP Address, click Next.

Filter Wizard

IP Traffic Source -
Specifly the souce address of the [P traffic.
"

Source address:

< Back I Mext » I Cancel |

Figure 91 — Selecting the Source Address for the IP Traffic

26. The IP Filter Wizard will then request that the destination address be identified. Here, the
option of “A specific IP Address” should be selected and the IP address of one of the domain
controllers should be provided.
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2l

IP Traffic Destination s
Specify the destination addrezs of the [P traffic.
_

Destination address:

A zpecific IP Address j

IPAddess: | 199 . 199 . 102 .

Subnet mask: I 2bh . 25b . 285 . 255

< Back I Mext > I Cancel |

Figure 92 — Selecting the Specific Destination Address for the IP Traffic
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27. The IP Filter Wizard will then request identification of the protocol types to which this filter
should be applied. Any should be specified as the protocol type to ensure that all IP
communications are protected.

21|

IP Protocol Type g
Select the IP Protocal type. If this type supports IP ports, you will also specify the
IP port. =

Select a pratocal type:

[T

< Back I Hesxt » I Cancel

Figure 93 — Selecting a Protocol Type

The IP Filter Wizard is now complete. However, prior to clicking on Finish, be sure to select the
Edit properties box so that a final step may be performed.

28. Verify that the Mirrored box is selected and click OK.
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Filter Properties 2lx

Addressing | Protocol | Description |

—Source address:

— Destination address:
A gpecific |P Address j

IPAddess: | 199 . 199 . 102 . 1
Subret mask: I 255 . 255 . 255 . 255

[v Mingred. &lzo match packets with the exact opposite source and
destination addresses.

QK. I Cancel | Spply |

Figure 94 — Verifying that the Mirrored Option is Selected

Selecting the mirrored box instructs the IP Filter Wizard to configure the IPsec policy such that
the same policy will be applied regardless of which domain controller initiates the communication.

The IP Filter List Wizard, which, if the filter was set correctly, should look like the following.

NOTE: The below window has been expanded beyond its
default size to depict the relevant components of the IP filter.
The default window size will not show the specific IP address
designation for the destination address.

—

+IP Filker List 2lx|
= A |P filker list is composed of multiple filkers. In this wap muliple subnets, [P
i‘ addresses and protocals can be combined into ane [P filker.
Mame:
A1l P Between Domain Controllers
Description: il
Thig filter lizt will allow all domain controllers within a domain to ﬂ Edi... |
communicate securely with each other,
j Bemove |
Filters: ¥ Use Add Wizard
tirrored ‘ Description ‘ Protacal | Source Port | Destination Port | Source DMS Name | Source Addre: ination Mask |
o

]

Canne| |

4

Figure 95 — Confirming the Filter is Set Correctly

29. The above procedure (steps 24-28) must now be repeated as many times as
necessary to create a similar rule for each domain controller in the domain.

The following picture shows the IP filter list after the procedure has been repeated one time and
shows the existence of filter lists for two domain controllers.

UNCLASSIFIED &

%2
o)
0
e
<
()
)
(@)
3
Qo
5
O
(@)
5
2
=
o
)
@
O
o
3
3
c
=
3
Q
=
(@)
>
7

Joy Aoljod 99sd| Buunbiyuon — g uerdeyn




()
o
=}
(&]
)
w
—
L
>
2
°
o
[®]
)
n
o
(@)
=
fe-
2
2
=
c
o
@)
|
(o]
—
Q
-—
Q
@®
e
o

(72}
C
e
-
®
2
[
>
£
£
o
©)
| S
@
©
=
[
o)
o
£
@
£
o
()]

UNCLASSIFIED

+IP Filter List 2%

An P filter list iz composed of multiple fikers. In this way multiple subnets, [P
addresses and pratocols can be combined into one P filter.

HH

Mame:

Al 1P Between Domain Controlers

Description:

This ftes list will allow 2l domain contrallers within a domain to ﬂ Ed...
communicate securely with sach ather,

Filters: [V Use Add Wizard
Mintored |_Description | Fiotocal | Source Port ‘ Destination Port ‘ Source DNS Name | Source Addiess | Source Mask Destination DNS Mame | Destination Address | Destination Mask |
Yes ANY ANY ANY <My P bddiessy  <My|P Addressy 285205255255 (4 specific P Address> 1391931021 265,765,265, 255
Yes ANY ANY ANY <My P Addiessy  <MyIP Addressy 265266260285 (A specific P Addess>  189199.1022 265,265, 266,256

Close Cancel

.

Figure 96 — Example of Repeated Procedure

Once a filter exists for all domain controllers, the filter list for this IPsec policy is complete. Now
that the filter list is complete, the next step is to select the new filter list as the one to be applied
for this IPsec policy. Click Close to return to the Security Rule Wizard.

30. In the Security Rule Wizard, select the radio button for the new filter list, and then click Next.

Security Rule Wizard x|

IP Filter List #:
Select the IP filker list for the type of 1P traffic to which this security rule applies. @
-

If o [P filker in the following list matches pour needs, click Add to create a new one.

1P filter ligts:
Mame I Description Add. . |
O AICMP Traffic Matches all ICMP packets
main Controllers will allowe all dr Edi.. |
QO AllIP Traffic atches all IP packets fror |

Remove

x i

< Back I Mext » I Cancel |

Figure 97 — Reviewing the New Filter List

The security rule wizard will next prompt for the selection of a filter action (i.e., the action that is to
be taken when an IP packet matches the filter). It is recommended that a new action be created
for this policy.

31. Click on Add in the Security Rule Wizard Filter Action window.
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Security Rule Wizard 2 x|
Filter Action *
Select the filer action for this security rule. @
-

If rio filker actions in the following list matches pour needs, click Add to create a new
ohe. Select Use Add Wizard to create a filter action.

Filter & ztions: V¥ Use Add Wizard

O Permit Permit unsecured IP packets £ _
O Request Security (Optional]  Accepts unsecured commuri... Edit.. |

O Require Security Accepts unsecured communi... Remove |

MHame | Description |

< Back | Mext > | Cancel

Figure 98 — Adding a New Action
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The filter action wizard will start and will request a name and description be provided for the
new action.
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32. Provide a descriptive name and sufficient description to understand how the action works, and
click on Next.

Filter Action Wizard i |
Filter Action Name ’.‘
Mame this filter action and optionally give a brief description 'ﬂ
—
Mame:

Require securty for DCs

Description:

Thiz action will require IPzec security be pravided for domain contrallers. During a ;I
zhart initialization period, fallback to unsecured communication will be allowed.
when mature, no fallback wil be allowed)

[

< Back I Mext » I Cancel I

Figure 99 — Naming and Describing the New Action

33. Accept the default setting of Negotiate Security and click Next.
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Filter Action 2x
Filter Action General Options ‘..
St the filker action behavior. \acl
-
" Pemit
= Block

< Back I Mest » I Cancel

Figure 100 — Setting the Filter Action Behavior
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NOTE: The “Permit” option automatically allows the
communication without invoking any IPsec security. The
“Block” option automatically prevents the communication
regardless of whether or not the parties are capable of
communicating securely via IPsec.
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In order to ensure that all domain controllers will continue to communicate until the new policy is
propagated to all domain controllers in the domain, fallback to unsecured communication
should be selected. As will be seen in a later step, after sufficient time has passed that the
policy has been pushed down to all domain controllers, the fallback to unsecured communication
option should be removed.

34. Select the Fallback to unsecured communication setting and click Next.

Filter Action Wizard 2=l
Communicating with computers that do not support IPSec 'I.
Commuricating with computers that do not support IPSec may expoge pour (e
network b gecurity nisks. —

Do you want to allow commurnication with computers the do not support IPSec?

" Do not communicate with computers that do not support IPSec.

* Fall back to unsecured communication

Usze thiz option if there are computers that do not support IPSec on wour network.
Communication with computers that do not support IPSec may expoze pour network
o zecurnity risks.,

< Back I Mest » I Cancel |

Figure 101 — Ensuring Continued Communication

35. The next window will request that a security level be specified. Select the Custom radio
button, and then click on Settings.
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Security Method Wizard d B
IP Traffic Security -
Specify a secunty method for |P traffic. To add multiple securty methods edit the (ve
filker action after completing the wizard. "

Thiz filter action requires at least one security method far [P traffic.

" High [Encapsulated Secure Payload)
Drata will be encrypted, authenticated. and unmodified.

= Medium [Suthenticated Header]

Drata will be authentic and unmodified. but will nat be enciypted.

& Custom

< Back | Mest > | Cancel

Figure 102 — Specifying Security Level
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36. Select the setting to provide both data integrity (via MD5 or SHA) and encryption (via
3DES). Also, select the setting to generate a new encryption key every 3600 seconds (1
hour). Click OK to return to the Security Method Wizard and click Next to continue.

Custom Security Method Settings 2 x|

Specify the settings for this custom security methad.

[~ Data and address integrity without encreption [&H] :
Integrity algarithm;

JmDs =l
v Dataintegrity and encryption [ESP):
Integrity algorithrm:

|MD5 =l
Encryption algorithm:
|3DES =l

Sesgion Key Settings:

™ Generate anew key every: ¥ Generate anew key ever

I-I HHEE Ebytes IBEDD seconds

]9 I Cancel |

Figure 103 — Customizing Security Level

37. Select the Edit Properties box and click Finish to complete the creation of the new filter
action.

38. Clear the Accept unsecured communication, but always respond using IPsec box, leaving
only the Allowed unsecured communication with non IPsec-aware computers selected.
Click OK.
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New Filter Action Properties 2=l

Security Methods | Genera||

" Permit

" Elock

¥ Megoliate security:

Security Method preference order:

Type | &H Integity | ESP Confidential... | ES Add...
Custom <Manes DES ML

Edi...

Bemove

fdowe up

il

1 | _pl f e davn

™ iAccept unsecured communication, buk always respond using |PS ec:

[ Allow unsecured communication with non [P ec-aware computer

[ Session key Perfect Fomward Secrecy

(72}
C
Q
-
®
Q
[
>
£
£
o
©)
| S
@
[s)
=
[
o)
o
=
@
£
o
a

()
o
=}
(&]
)
w
—
L
>
2
°
o
[®]
)
n
o
(@)
=
fe-
2
2
=
c
o
@)
|
(o]
—
Q
-—
Q
@®
e
o

(0] 4 I Cancel | Apply |

Figure 104 — Further Configuration of Security Methods

The new filter action is now created and can be selected for use in the IPsec filter.

39. Select the Require security for DCs radio button and click Next.

Security Rule Wizard 2|
Filter Action "
Select the filter action for this zecurity rule. %
P

If ho filker actions in the following list matches your needs, click Add to create a new
one. Select Use Add Wizard to create a filker action.

Filker Actions: V¥ Use Add wizard
I ame I Description I Add.. |
O Pamit Permit unsecured IP packets t.. -

O Request Security (Optional]  Accepts unsecured communi... Edi.. |

(@] Hequre Secuﬂ_l,.l . .&ccepts unscuredcommunl... Remave |
[CYFi=quire security for DCs ction will require |Psec ...

< Back I Mest > I Cancel |

Figure 105 — Selecting the Filter Action for the Security Rule

40. Ensure that the Edit Properties box is selected and click Finish.
41. Review the new rule properties, ensuring that the new filter list is selected in the IP Filter

List tab and the new action is selected in the Filter Action tab. If these are both true, click
OK.

70 UNCLASSIFIED



UNCLASSIFIED

New Rule Properties 21x]

Authentication Methods I Tunnel Setting I Connection Type
IF Filter List | Filter 4ction
=
=, The selected IF filter list specifies which network traffic will be

secured with thiz rule.

IP Filter Lists:
Mame | D egcription
O AlNCKMP Traffic Matches all ICMP packets betw
& en Dlomain Controllers filker ligt will allove all domair
O AP Traffic Matches all IP packets from this

4| | =i

Add. Edit. |  FRemove |

Ok I Cancel I Apply |

Figure 106 — Ensuring the Filter List and Action are Selected
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42. After returning to the policy properties window, ensure that both the new (All IP Between
Domain Controllers) and default (Default Response) filter lists are selected in the IP
Security Rules window. If this is true, click Close.

Secure all IP traffic between domain ca il |

Rules I General I

Security rules for communicating with ather computers

1P Security Rules:

IP Filker Ligt Filker &ction Authet
Al |IP Between Domain Controllers Require securnity for ... Kerbe
<Dyrnamic: Default Responze Kerber

| | i

Add... | Edit... | Remove | v Use Add wizard

Cloze I Caticel |

Figure 107 — Ensuring the New and Default Filter Lists are Selected

The Management Console should now look like Figure 108. The new IPsec policy for securing
domain controller communications now exists (along with the three default policies). The next
step of the process is to apply the new policy to the controllers in the domain.
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“fi IPsec policy management =1&1x]
| console window Heb || [ = H |

i Console RoothIP Security Policies on Active Directory

| Action  ¥iew Eavorites |J e = | | = H 3 g

Tree | Favorites | Mame /. [ Description
53 Console Root EA) Cliert (Respond Only) Communicate normally (unsecured), Uss the default response rule ton.,
_ > Sert EA 5ecure all 1P traffic between domain controllers  This palicy secures all IP kraffic between damain cantrallers in a Window,
1P Sect
B Secure Server (Require Security) For all IP traffic, slways require security using Kerberos trust, Do NOT .,

B Server (Request Security) For all IP traffic, always request security using Kerberos trust., Allow un,

Figure 108 — The Management Console

43. In the Management Console window, click on the Console pull down menu and select
Add/Remove Snap-in. This will create an Add/Remove Snap-in window.

44. Click on Add in the Add/Remove Snap-in window.
45. Scroll down to the Group Policy snap-in and click Add.

Add standalone Snap-in ed b

Awailable Standalone Snap-ins:

Shap-in | Yendor |:|
[ dDisk M anagement YWERITAS Software Cor..
.E Diigtribuked file spztem Microsoft Corporation
,.&.J., DNS Microgoft Corparation
Ewent Viewer Microgoft Corporation
@Fax Sermvice Management Microzoft Corporation
[ alder
[ AFrantPage Server Extensions

g Group Policy Microsoft Corporation

E Indexing Service Microgoft Corparation, |...
@Internet Authentication Service [1A5]  Microzoft Corparation ;I
e .

— Description

Thiz znap-in allows you to edit Group Policy Objects which can be
linked ta & Site, Domain, or Organizational Uit in the Active Directony
or ztared on & computer.

Add Close |

Figure 109 — The Group Policy Snap-In

46. Click Browse in the Select Group Policy Object window to search for the appropriate group
policy object.
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Select Group Policy Object x|

Group Palicy Objects can be stored in the Active
Drirectory or on a local computer.

Uze the Browse buttan ta select a Graup Policy
Object.

Group Policy Dbject:

Browse... |

[~ Allows the focus of the Group Policy Snap-in to
be changed when launching from the command
line. Thiz only applies if you zave the console.

< Back I Firizh I Cancel |

Figure 110 — Selecting the Group Policy Object

47. Select Domain Controllers folder by double clicking on it. Then select the Default Domain
Policy and click OK. Then click Finish.

Browse for a Group Policy Object 2=l

Damainz/DOUs |Siles | Computers | a1 |

Look jn: I[:IDomain Contrallers. vph-test local j 5 -

Domainz, OUs and linked Group Policy Objects:

Mame | Domain |

gD efault D omain Controllers Polic

vph-test local

Ok, | Cancel |

Figure 100 - Selecting the Default Domain Policy

48. Close the Add Standalone Snap-in window.

49. Then close the Add/Remove Snap-in window by clicking OK.
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Add/Remove Snap-in 21l

Standalone | E stensions I

|22 thiz page to add or remove a standalone Snap-in from the conzole,

Snap-ins added ta: Ia Conzole Roat j

@ IF Security Policies on Active Directorny
ﬁDefault Diomain Palicy [zl vpntest local] Palicy

— Diezcription

This znap-in allows you to edit Group FPolicy Objects which can be linked
to a Site, Diomain, or Organizational Unit in the Active Directony or stored
ar a computer.

Add... I Eemove I Aot |
ar I Cancel |

Figure 111 — Closing the Add/Remove Snap-in Window
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The resulting management console window should look like the following:

" IPsec policy management

| agion wew Eavories || = [BEm| BB 2] &5 |

Tree | Favorites | Description

[ Console Root A Client (Respond Orly) Communicate narmally (unsecured). Use the default respanse rule tan..
NP cecurity P Ve DyErre Secure all IF traffic between domain controllers  This policy secures Il IP traffic between domain contrallers in a Window,
g Default Domain Controllers Policy [svrl . vpnetest local] | | B Serure Server (Require Security) For all 1P traffic, always require security using Kerberos trust. Do NOT ..

4 server (Request Security) For all IP traffic, always request security using Kerberos trust. Allow un,

Figure 112 — Resulting Management Console Window
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50. Click on the Default Domain Controllers Policy line and expand the view to show details
down through the Computer Configuration, Windows Settings, and Security Settings sub-
levels.

51. Highlight the IP Security Policies on Active Directory entry.

The IPsec policies that are defined (three default policies and the new one which was just
created) should appear in the right side window. All policies should show that they are
not assigned (i.e., not active).

"I IPsec policy management - SR
J Console  Window  Help “ OEE |

"fi Console Root',Default Domain Controllers Policy [svrl.vpn-test.local] Policy', Computer Configuration'¥indows Setk

J Action  Miew  Eawvorites “ & = | | | E2 H Bl

Tres | Favarites Hame | Description | Policy Assigned

Clisrt (Respand Only) Communicats normally (unsscurad... Mo

_1 Consale Roat

-8, 1P Security Policies on Active Directary Secure all IP traffic between domain controllers — This policy secures all IP traffic be...  No
= Default Domain Controllers Policy [swrl.wpn-test.local] | Secure Server (Require Security) For all IP traffic, slways require se...  No
E{ Computer Configuration EX Server (Request Security) For all 1P traffic, shways requests...  No

1 sSoftware Settings
=-[23 windows Settings
{2 scripts (Startupyshutdown)

B Security Settings

Account Policies

Local Policies

Event Log

Restricted Groups

L8 system Services

+1-[C8 Registry

.8 File System

(23 Public Key Policies

[+ 48, IP Security Policies on Active Directory
[#-[C] Administrative Templates
(=3 User Corfiguration

¥~ Software Settings

-1 windows Settings

-] Admiristrative Templates
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Figure 113 — IP Security Policies on Active Directory

52. Highlight the new IPsec policy by clicking on it one time.
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=181x]

IPsec policy management

| console  window Help || [) & K|

"Fi Console Root',Default Domain Controllers Policy [svrl.vpn-testlocal] Policy'\Computer Configuration',Windows SettingsSec

EE=EEEE ]

Mame | Description | Policy Assigned |
Client (Respond Only) Communicate normally (unsecured...  MNo

re all IP kraffic by
Secure Server (Require Security] For all IP traffic, always require se...
Server (Request Security) For all IP traffic, always requests... Mo

J Action  Yew  Eavaorites H a o=

Tree | Favortes |

L1 Console Root
1F Security Policies on Active Directory
Default Domain Controllers Policy [svrl.vpn-test.local] |
Computer Configuration
(L1 software Settings
(21 Windows Settings
Scripts (StartupfShutdown)

=

cy for Secure

5P Security Settings
Account Palicies
Local Policies
Event Log

IPsec Po

(22 Public Key Policies

Q IP Security Policies on Active Direckory
[-(1 Administrative Templates

-3 User Configuration

-1 Softwars Settings

-0 Windows Settings

(2] Administrative Templates

iguring

n
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Figure 114 — Highlighting the New IPsec Policy

53. Go to the Action pull down menu and select Assign.

[ Description [ Policy Assigned

T AlTasks 3 Client (Respond Only) Communicate normally funsecured..,  No
E ies an Active Directory &)
Delete
E Controllers Policy [svr1,vpn-test.ocal] cure Server (Require Serurity) For all IP traffic, always require se... ho
_Rememe Feniguration Server {Request Security) For al IP traffic, always requests... o
Properties  [® Settings
———— s settings
Help ot (Startup/Shutdown)

Security Settings

Account Polides
Lacal Policies
Event Lag

{8 Restricted Groups
{8 System Services
{8 Registry

{8 File System

(21 Public Key Policies
-8, 1P Security Policies on Active Directary
H [ Administrative Templates
-7 User Configuration

(L] Software Settings

-2 Windows Settings

(L] Administrative Templates

kil
[essian this palicy, attempt to make It active

Figure 105 - Assigning the New IPsec Policy
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The status of the new policy, indicated under the “Policy Assigned” field, should change from

“No” (unassigned, not active) to “Yes” (assigned, active).

i IPsec policy management

J Console  Window  Help “ O |

|-m Console Root',Default Domain Controllers Policy [svrl.vpn-test.local] Policy'.Computer Configuration’, Windows: Sett:

| adion vew Fawies || o | D@ X B[ 2] @29 4

Tree | Favorites | | Description

.7 console Root
8 % IF Security Policies on Active Directary
B

)
Camputer Configuration erver (Request Security) For all 1P traffic, always request s,
+-(_]) Software Settings
=[] windows Settings
cripts (Startup/Shutdown)

ecurity Settings

Account Policies
Local Policies
Event Log

{8 Restricted Groups

{78 System Services

{8 Registry

{28 File System

[ Public Key Policies

8, 1P Security Policies on Active Dirsctory
w-(] Administrative Templates
= gg User Configuration

(2] Software Settings
[l Windows Settings
-() Administrative Templates

Figure 115 — Confirming the Policy has been Assigned

The new IPsec policy is now assigned (in effect) in the domain.

It may take several minutes for the new policy to propagate to all domain controllers in the
domain. However, after the propagation is complete, all communication among domain
controller machines will be protected (via encryption and integrity) by IPsec.

If communication between a domain controller that has received the new policy and one that
has not received it is required, the fallback to unsecured option will allow the controllers to
communicate. This is only an interim situation until all domain controllers receive the new
IPsec policy.

Click on the Console pull down menu and select Save as. Provide a name for this console
instance (something along the lines of “IPsec policy management”) and save it on the desktop.

File name: IIF'sec: policy management] Save I
Save as ype: IMicrosoft Management Conzale Files [*.mac) j Cancel |
4

Figure 116 — Saving and Naming the Console
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NOTE: Each of the examples in this guide start with a new

instance of the management console. The examples step

through the process of creating IPsec policy and then

recommend saving the management console. However,

e since the two policy examples are targeting different group
policy objects (i.e., domain policy and domain controllers
policy, both of these policies can (and probably should) exist
in the same instance of the management console.

Finally, after sufficient time has passed to ensure that the new IPsec policy for domain
controllers has been propagated to all domain controllers in the domain, the policy can be
tightened to remove the fallback to unsecured communications provision. The following steps
detail how this can be accomplished.

55. Re-start the previously saved management console by clicking on the desktop icon.

56. Select the IP Security Policies on Active Directory snap-in.

"I IPsec policy management

| Console window telp || (1 & |

“fii Consale Root\IP Security Palicies an
| action Wew Favertes || 4=

EIEEEE

Tree | Favorites | Plome [ Description [
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[E] Consols ook A Client (Respond Only) Communicate normally (unsecured), Use the default response. ..
ERIF sccuricy P e ecure all IP braffic between domain controllers  This policy secures all IP traffic between domain controllers in ...
= Default Domain Controllers Palicy [svrl.vpn-test.local] | |E Secure Server (Require Security) For all TP traffic, always require security using Kerberos brust....
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Figure 117 — Selecting IP Security Policies on Active Directory

57. Select the Domain Controllers IPsec policy by double clicking on it.
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Figure 118 — Selecting the Domain Controllers IPsec Policy
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58. Select the Domain Controllers filter list by double clicking on it.
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Figure 119 — Selecting the Domain Controllers Filter List

59. In the Edit Rule Properties window, select the Filter Action tab.

60. Highlight the assigned action and click Edit to modify the action properties.
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Figure 120 — Modifying Action Properties
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61. Un-select the Allow unsecured communication with non IPsec-aware computers option.
Then click OK.
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Figure 121 — Not Allowing Unsecured Communication

62. Then click Close in both the Edit Rule Properties and policy properties windows.
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The new settings for the IPsec policy will be propagated to all domain controllers through the
normal policy propagation process. This may take several minutes but, once complete, all
domain controller communications will then be completely secured.
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IPsec Tools, Utilities, and Logs

Described below are the tools, utilities, and logs that are most useful in verifying correct
operation and troubleshooting an IPsec configuration.

IPSECMON

The IPsecmon tool is a monitoring tool that displays the current active security
associations for a machine. It also displays statistics on the number of encrypted bytes
sent and received, number of packets authenticated and not authenticated, number of
Oakley main modes that have been completed, number of Oakley quick modes that have
been completed, etc. This tool can be run either locally or remotely.

To run the tool on a local machine, enter IPsecmon in a command-line window. To run
the tool remotely, enter IPsecmon <machinename> in a command-line window (where
<machinename> is the name of the remote machine to be monitored.)

For additional information, see the MSDN Library.

Figure 122 -- Appendix A: IP Security Monitor
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Netdiag is a utility that can be used to test networking and connectivity capability on a
machine. Although this utility has additional functionality, it can be used specifically to
check whether or not IPsec is enabled on the machine, and if so, to display the IPsec
policies in place for the machine.

Netdiag is not automatically installed on a machine. This utility must be loaded from the
\Support\Tools directory of a Windows 2000 operating system CD. For detailed
instructions on installing and running this tool, see the sreadme.doc file located in the
\Support\Tools directory.

Once netdiag has been installed, it can be used to provide detailed information on a
variety of network and connectivity related items, including IPsec. To run a check on the
status of IPsec on a machine, go to the Start menu, and select Programs->Windows
2000 Support Tools -> Tools -> Command Prompt.

In the command-line window that appears, type netdiag /test:IPsec /v and hit enter. A
listing will be given showing detailed information about the machine’s network
connection, domain information, and IPsec policy (if one is enabled.) Included in the
information about the policy will be the name of the policy, statistics about packets
passed since the policy was enabled, the encryption being used, etc.

This utility is mainly useful for verifying the appropriate policy has been assigned to each
machine, and for verifying details of the policy that was enabled, including which filters in
the policy apply to that machine, and what those filters look like.

Netdiag must be run locally on the machine being checked.

Oakley Logs

It is possible to enable detailed logging of the IKE dialogue between machines when a
security association is being established. This logging is enabled on a single machine,
and a log of every IKE transaction between that machine and any other machine is
logged. The log created is the Oakley log, and it can be a useful tool in verifying that
SAs are being established correctly, and in troubleshooting when SA establishment is
failing unexpectedly.

Enabling the Oakley log requires an administrator to modify the registry.

WARNING: modification of the registry must be done with extreme caution, as an
incorrect modification can render the system inoperable, requiring a complete reload of
the operating system. The administrator should back up the registry before making any
modifications to it. The administrator should also update the Emergency Repair Disk
prior to making these modifications.

Event Logs/Auditing

A limited amount of information about the status of an IPsec configuration is automatically logged in
the event logs when IPsec is enabled on a system.
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Further Information

1. The base standard, Security Architecture for the Internet Protocol, is
documented in IETF RFC 2401 (http://www.ietf.org/rfc/rfc2401.txt).

2. More information on the definition of the AH protocol and its security services can
be found in IP  Authentication @ Header, IETF RFC 2402,
http://www.ietf.org/rfc/rfc2402.txt.

3. More information on the definition of the ESP protocol and its security services
can be found in IP Encapsulating Security Payload (ESP), IETF RFC 2406,
http://www.ietf.org/rfc/rfc2406.txt.

4. More information on the definition of the IKE protocol and its security services
can be found in The Internet Key  Exchange (IKE),
http://www.ietf.org/rfc/rfc2409.txt.

5. The Internet IP Security Domain of Interpretations for ISAKMP,
http://www.ietf.org/rfc/rfc2407 .txt

6. Internet Security Association and Key Management Protocol,
http://www.ietf.org/rfc/rfc2408.txt.
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