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® Do not attempt to implement any of the settings in this guide without first
testing in a non-operational environment.

B This document is only a guide containing recommended security settings. It is not
meant to replace well-structured policy or sound judgment. Furthermore this guide
does not address site-specific configuration issues. Care must be taken when
implementing this guide to address local operational and policy concerns.
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B The security changes described in this document only apply to Microsoft Windows
2000 systems and should not be applied to any other Windows 2000 versions or
operating systems.

B This document contains possible recommended settings for the system Registry.
Windows 2000 System Internet Information Services 5.0 can be severely impaired or
disabled with incorrect changes or accidental deletions when using a Registry editor
(Regedt 32. exe or Regedi t . exe) to change the system configuration. There is no
“undo” command for deletions within the Registry. Registry editor prompts user to
confirm the deletions if “Confirm on Delete” is selected from the options menu. When
user deletes a key, the message does not include the name of the key being deleted.
Check selection carefully before proceeding.

B SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
EXPRESSLY DISCLAIMED. IN NO EVENT SHALL THE CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

®  This document is current as of December 17, 2001. This is a living document and
revisions will be constant, the change control area will state modifications. See
Microsoft's web page for the latest changes or modifications to the Windows 2000
operating system and applications.
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Introduction

This document describes how to securely install, configure, and administer the Internet
Information Services 5.0 (lIS) and associated services. The focus of this document is
security-relevant information pertaining to the installation and administration of IS 5.0. This
includes the secure configuration of FTP, WWW, SMTP and NNTP services as they relate to
IIS 5.0.
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This document is intended for the reader who is already familiar with the Internet Information
Services but needs to understand how to install, configure, and administer the product in a
more secure manner. The information presented here is written in a direct and concise
manner in deference to this intended audience.

While this document is intended as a complement to the set of NSA Windows 2000 Security
Guides, it presents the information differently. Some Internet Information Services security
issues, and corresponding configuration and administrative actions are very specific to the
way the product is being used. For this reason, it is difficult in some areas to recommend
specific, concrete actions. Instead, a summary is offered which describes the concerns and
recommends solutions that a user must tailor to his/her own environment. Recommendations
will be noted at the end of each section in a bulleted list for ease of reading and
implementation.
\4/&— WARNING: This guide does not address security issues for the

Microsoft Windows 2000 operating system that are not

specifically related to the Microsoft Internet Information Services
5.0 and its implementation.

Summary of 11S Documentation

Document Contents Target audience
Guide to the Secure - Adetailed look at the secure | - Experienced NT/2000
Configuration and Administration installation and configuration administrators who may
of Internet Information Services of IS 5.0 and it's associated be new to 1IS
5.0 (This document) services

PLEASE NOTE THAT THESE DOCUMENTS ASSUME THAT THE READER IS A
KNOWLEDGEABLE WINDOWS 2000 ADMINISTRATOR. A knowledgeable Windows 2000
administrator is defined as someone who can create and manage accounts and groups,
understands how Windows 2000 performs access control, understands how to set account
policies and user rights, is familiar with how to setup auditing and read audit logs, etc. These
documents do not provide step-by-step instructions on how to perform these basic Windows
2000 administrative functions — it is assumed that the reader is capable of implementing
basic instructions regarding Windows 2000 administration without the need for highly detailed
instructions.
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Getting the Most from this Guide

The following list contains suggestions to successfully configure and administer Microsoft
Internet Information Services 5.0:
é%. WARNING: This list does not address site -specific issues and

every setting in this book should be tested on a non-operational
network.

O Read the guide in its entirety. Omitting or deleting steps can potentially lead to an
unstable system and/or network that will require reconfiguration and reinstallation of
software.

Q Perform pre-configuration recommendations:

o Perform a complete backup of your system before implementing any of the
recommendations in this guide

O Follow the security settings that are appropriate for your environment.

Commonly Used Names

Throughout this guide the network subnet 192.168.0.0 will be used in the examples,
screenshots, and listings.

the appropriate network subnet for the networks being secured.
These names are not real networks and have been used for

WARNING: It is extremely important to replace 192.168.0.0 with
oS
demonstration purposes only.

About the Guide to Securing Configuration and Administration of Microsoft

Internet Information Services 5.0

This document consists of the following chapters:

Chapter 1, “Internet Information Services Installation,” provides an overview of the
pertinent security issues related to the installation of the Internet Information Services 5.0.

Chapter 2, “Internet Services Manager — Master Properties,” describes this 1IS 5.0
management tool, which is a Microsoft Management Console tool Snap-in.

Chapter 3, “Services Installation and Administration,” describes configuration of the main
functional components of IIS 5.0 and details the pertinent security-related settings (WWW,
FTP, SMTP and NNTP).

Chapter 4 “Additional Security Issues,” describes multiple administrator groups, IIS 5.0
logging, a brief description of Certificates, and other miscellaneous items.

Chapter 5 “Backup Procedures and Antiviral Precautions,” comments on backups and
antiviral programs.

Appendix A, “lIS 5.0 Security Configuration Tools,” contains information about the use of
available tools to assisting in the configuration of IIS 5.0.

Appendix B, “1IS 5.0 Many-to-One Certificate Mapping Weakness” contains information
about a weakness in the 11S 5.0 certificate mapping functionality.

Appendix C, “References,” contains a list of resources cited.
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An Important Note About Operating System Security

IIS security is tightly coupled to the operating system. For example, IIS logon can be coupled
to the operating system logon so that a user does not have to log-on separately to IIS.
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File permissions, Registry settings, password usage, user rights, and other issues associated
with Windows 2000 security have a direct impact on IS security.

The recommended sources of information for how to securely configure the Windows 2000
server and Professional are the set of NSA Windows 2000 Security Guides. It is important to

implement the necessary guides on the IIS 5.0 machine.
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1

Internet Information Services Installation

Internet Information Services (IIS) is a high-speed web server used to publish and
distribute WWW-based content to standard browsers. IIS 5.0 is only available for the
Windows 2000 platform. IIS 5.0 is primarily intended for installation on a Windows 2000
Server or Advanced Server and is not designed for use with any previous Microsoft
operating system platforms. [IS 5.0 can run under the Windows 2000 Professional
edition, however, it will be a scaled down version and functionality will be lost in the
following areas: hosting multiple web sites, logging to an ODBC database, restricting
access by IP address and process isolation.
WARNING: Although IIS 5.0 is a scaled down version when

ﬁ\’i- installed on Windows 2000 Professional, it is still a computer
é" security risk. This fact alone means that any IIS related patch
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that is released, especially security patches, MUST be
installed. The code red worm had great help in spreading by
Windows 2000 Professional systems and laptops that had IS
installed on them and were not patched.

Version 5.0 provides the following publishing services: WWW, FTP, SMTP, and NNTP.
Security issues relating to WWW, FTP, SMTP and NNTP will be discussed in detail in
this document. Three additional application services are commonly associated with IIS -
the certificate server, the index server, and Microsoft transaction server. Although these
services can be installed at the same time as IIS 5.0 or later, the secure installation,
configuration, and administration of these services will not be addressed in this
document. Separate guidance is available for the certificate server on the same media
containing this document.

Operating System Security

Install 1IS 5.0 according to the manufacturer’'s instructions; however, prior to
implementing this guide, invoke the necessary Windows 2000 operating system security
guidelines contained within the set of NSA Windows 2000 Security Guides. IS 5.0
security is tightly coupled to the operating system. File permissions, registry settings,
password usage, user rights, and other issues associated with Windows 2000 security
have a direct impact on IS 5.0 security. The advantages gained by this tight coupling are
no increased complexity, possibly no security holes due to the addition of security layers,
and better performance by eliminating unnecessary overhead caused by additional
security and access control layers. The primary disadvantage is that poor OS security
can often cause poor web security.

Prior to configuring 1S 5.0, determine how the server will be used. The configuration of
IIS directories, files, user accounts and profiles, TCP/IP port connections, etc. will be
based on your answers to the following questions:

B Will the server be accessed from the Internet?

B Will the server be accessed from an Intranet?

UNCLASSIFIED 5



B How many web sites will this server host?

B Will separate web sites share any content?

B Will the server permit anonymous or authenticated user access (or both)?
B Will Secure Socket Layer (SSL) connections be supported?

B Will the server be used only for web access via HTTP?

B Will the server support FTP services?

Installation

B Are there specific users that will need to copy, open, delete, and write files on your
server?

(%]
O]
L
>
o
j<8)
w
c
o
=
@©
=
b
@)
y—
c
+
Q
c
S
Q
+—
c

6 UNCLASSIFIED



UNCLASSIFIED

Installation Guidelines

When installing 1S 5.0, the following guidelines are recommended:

Q

Place the 1IS machine where it will be physically secure; i.e., behind a locked door
where only authorized personnel can gain physical access to it.

If possible, install IIS on a server with its own domain and no trust links to other
domains.

Install 1IS 5.0 on a standalone server, where possible. If IIS 5.0 is installed on a
domain controller and the web server is attacked, the entire server and sensitive
domain information may be at risk. Also, the added overhead of being a domain
controller will also slow down the server’s ability to provide web services efficiently.

Install 1IS 5.0 on a server that is not required to support any other service. Neither
application software nor development tools should be installed on the IIS 5.0 server.

Partition the 1IS machine so that published content of each supported service (WWW,
FTP, etc.) is located on a separate partition or disk. This will prevent attempts to
traverse up the directory tree beyond the published content root.

IIS 5.0 does not allow the user to install the application anywhere except in the C
partition. It is integrated into the operating system functionality. Because of this, the
default permissions applied to the %systemdrive%, typically C:\, by the set of NSA
Windows 2000 Security Guides may cause some services in 1IS to not function
properly. Care must be taken to ensure that operating system permissions do not
interfere with the operation of the IIS Services.

Remove all protocol stacks except TCP/IP, unless user’s Intranet requires another
protocol stack.

IP routing is disabled by default and should be left that way. If routing is enabled, it is
possible to have data pass from user’s Intranet to the Internet.

If access to the 1IS 5.0 machine is required from the Internet, install it initially with all
incoming traffic blocked at the router or firewall. After complete configuration, allow
incoming traffic. This is recommended because once the main IIS installation has
taken place, the services are active and connections can take place. This can cause
a system compromise before there is time to configure the security of the web site(s).

Installation of client for Microsoft networking is required for the HTTP, FTP, SMTP
and NNTP services to run. If not installed the services will NOT be able to start
automatically or manually.

If SMTP of NNTP will be installed, the Server service will be required, thus, File and

Print sharing for Microsoft networks must be installed. If it is not, the Server service
will not show up in the available MS services.
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The following is a list of services that are not required for most installations of 1IS 5.0 and
should be disabled. This list is not all inclusive of all possible services and will be
dependant on the user’s implementation of the I1IS server and its environment.

Service Important Notes

Alerter

ClipBook Server

Computer Browser

Installation

DHCP Client

Distributed File System

Distributed Link Tracking Systems
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Client
FTP Publishing Service Disabled unless user’s require FTP services
IPSEC policy agent Disabled unless IPSEC policies will be used

Licensing Logging Service

Logical Disk Manager Administrator

Service

Messenger

Net Logon Disabled unless domain users are required to logon
to the server, this service is required to
communicate with the domain controller

Network DDE

Network DDE DSDM

Print Spooler

Remote Registry Service

Removable Storage

RPC Locator Required if user is doing remote administration
RunAS Service
Server Service Must be started if server will run the SMTP or NNTP

service of IIS, for administration purposes

Task Scheduler

TCP/IP NetBIOS Helper

Telephony

Windows Installer

Windows Time

Workstation Service Must be started if the server will be part of a domain
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Post Installation

During the installation of IIS, a default account is created for anonymous logons. The
default name for this account is IUSR_computername, where computername is the name
of the machine hosting IIS. This account should be given the least amount of privileges
possible. Review the security settings for the IUSR_computername. Make sure User
Cannot Change Password and Password Never Expires options are selected. This
account should be a local account, not a domain-wide account, and must have the right
to log on locally. It does not require the right to access this computer from the network, or
log on as a batch job, which it does have by default. If anonymous access to the web site
is prohibited, it is recommended that this account be disabled. All users would then be
required to supply a valid username and password, using basic authentication, integrated
Windows authentication or digest authentication for Windows domain servers to access
server resources (discussed in more detail in Chapter 3). See Figure 1.
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IUSR_IIS5-SERYER Properties o 2=l

General | Member Of | Profile | Diakin |

‘g IUSR_I55-SERVER

Full narne: Internet Gues

Description: Built-ir account for anonymous access to Internet [n

™| Wser must change password at nest lagon
¥ User cannat change password

¥ Pazsword never expires

[T Accourt iz disabled

™ focount is locked out

(1] I Cancel Apply

Figure 1 User Properties Sheet for Anonymous Account

Note: The set of NSA Windows 2000 Security Guides does
not take into account the need for the IUSR_Computername
=

account to be included in the log on locally user rights.
Please make sure to modify the user rights security template
if applying after the installation of 11S 5.0.
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Installation

Groups for file, directory, administration purposes

Create at least two new groups to be used with 1IS. The “WebAdmins” group, for
example, to define users who will administer WWW/FTP content. If the server will host
several WWW/FTP sites, create an administrative group for each site. A “WebUsers”
group should be created as the primary group for the IUSR_computername account.
These groups will be used for setting NTFS permissions. The IUSR_computername
account should not be a member of any other group. By default, the
IUSR_computername account is a member of the Guests, Everyone, Users and
Authenticated Users group. It is recommended that this account be removed from the
Guests group and added to the WebUsers group (it cannot be removed from the other
built-in groups). All accounts placed within the WebUsers group should ONLY be used for
web site access and should not be a member of any other group, see Figure 2. You also
may consider putting the IWAM_computername account in this group or creating another
group for it.

IUSR_IIS5-SERYER Properties . ed

General Member OF | Profile | Diakin |

Member of:

@Webu 3673

Add... | Femove I

0k | Cancel Apply

Figure 2 [IUSR_computername as a member of WebUsers group ONLY

Administering 1S with Multiple Groups

10

IIS 4.0 allowed the creation of local groups to setup different administrative groups for the
IIS services. In IIS 5.0 this paradigm has changed. Local groups can and should be
created for different administrative groups. However, the difference is that local groups
for the WWW and FTP services will only be used for NTFS permissions. The SMTP and
NNTP services will allow the ability to set local groups as administrative operators for the
IIS service, and the next few paragraphs will describe the benefit of doing so. It must be
noted that if the IIS 5.0 server wil participate in a Windows 2000 domain, the domain
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server's local, global, and universal groups can be created and used for both the
administration and NTFS permissions identified below. Because of the difference in the
local group functionality, user accounts should be used to identify administrative
operators for the WWW and FTP services/sites unless utilizing domain groups. A public
IIS server should not be a member of the internal domain and a segmented domain in the
DMZ should not include a trust relationship to the internal domain.

In order to simplify the assignment of administrative rights to the IIS Server, it is
recommended that a separate Windows 2000 IS Administrators Group(s)be established.
It is strongly recommended that the user not use the Windows 2000 Administrator
group, as it is not necessary to have Windows 2000 administrative rights to perform many
IIS 5.0 administration functions. 1IS administrative rights are assigned through the SMTP
and NNTP (WWW and FTP if active in a domain) property dialog boxes by defining
Service operators as described in Chapter 3.
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Having a separate IS administration group offers several benefits. First, it precludes the
need for IIS administrators to logon unnecessarily as a Windows 2000 administrator —
something that should be avoided for security reasons. Second, it will allow the
partitioning of administrative rights. For example, the right to reconfigure the IIS server to
a select few (Windows 2000 administrators) can be reserved, while allowing several
individuals to manage WWW and FTP content. For instance, users who are members of
a web operators group could be given access to control what is made available to visitors
to the site through the WWW and FTP data directories. They would not have access to
configure the web server, i.e., add users and groups, etc. Windows 2000 administrators
would retain that right. Finally, having separate IS administrator groups for each site
maintained by the server would simplify the process of managing administrative rights —
adding a new administrator for a site is as simple as making them part of the appropriate
group.

This becomes very important when a server is used to manage several sites. As stated
previously, an administrative group should be created for each web site. The members in
these groups would be granted operator privileges to administer their own web site
exclusively. This would allow the Windows 2000 administrators to maintain their server
and manage their security risks more effectively by having as few Windows 2000
administrators as possible and not permitting any one group total control over all sites on
the server.

Install all patches for the Operating System and for IIS

IS administrators should always check for hot fixes/patches and install them as
necessary, along with the latest service pack available from Microsoft. Available patches
can be found at the Microsoft Support Center at http://www.microsoft.com/security/
website. Follow the link Security Bulletins, then select Internet Information Services 5.0
from the product drop-down list.

The Default Install Directory

After installing IIS 5.0, change the NTFS access permissions on the IIS install directories.
It is particularly important to make certain that the “Everyone” and “Guests” group
accounts, as well as the “Guest” user account, are not granted access by highlighting
them and selecting the Remove button. By default, the group “Everyone” is given Full
Control of the default publication directory (i.e., C:\ | net pub). These group and user
accounts can be used by malicious users to gain access to systems. Removing them will
prevent such users from using the server for data storage or staging an attack by placing

UNCLASSIFIED 1



malicious code on the server. Also, the Inetpub directory is installed by default in the C:\
directory (or %systemdrive% if not C). A new directory or the existing structure should be
moved to another partition or drive, separating the accessible sites from the operating
system location. t is advisable to change the name from Inetpub to something less
obvious. The xcopy command can be used to accomplish this task. From a command
window, execute c:\>xcopy /E /O C:\Intepub D:\NewName.

The 1IS 5.0 publishing directories can be installed in acustom location by utilizing an
unattended installation. This is done by using an answer file (ex. lis5.txt). The answer file
needs to consist of the following:

Installation

[ Component s]
iis_common = on
iis_inetnmgr = on
iis_ww = on
iis_ftp on
iis_htma = on
ii

ii

ii

ii
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s_doc on
S_pwrgr = on
s_sntp = on
s_sntp_docs = on
nms_core = on
nmsng = of f

[ nternet Server]

Pat hFTPRoot ={ put your drive and install |ocation here, i.e.
f :\ FTPROOT}
Pat hWiWARoot ={ put your drive and install |ocation here, i.e.
f:\ WWARoot }

Next the following command must be run to start the unattended installation from the
command line (modify the drive and path to specify where you put the .txt file):

Sysocmgr/l:%windird%\infisysoc.inf /u:a:\iis5.txt

For further information pertaining to unattended installation and other options please see
the Upgrading to IIS 5; Installing 1S 5 to a Custom Location reference.

Note: Currently, there is no way to install the IIS binary files
to any other directory than the default, which is on C:\ (or
%windir%).

R—x
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Table 1 shows the recommended NTFS and [IS permissions for the IIS-related

directories.

Type of
Data

Example Directories

Data Examples

NTFS File Permissions

11S5.0
Permissions

Static Content

\InetpubWwwwroot\images
\InetpubWwwwroot\home
\Inetpub\ftproot\tpfiles

HTML, images, FTP
downloads, etc.

Administrators (Full Control)
System (Full Control)
WebAdmins (Read & Execute
,Write, Modify)

Authenticated Users (Read)
Anonymous (Read)

Read

FTP Uploads
(if required)

\Inetpub\ftproot\dropbox

Directory used as a
place for users to store
documents for review
prior to the Admin
making them available
to everyone

Administrators (Full Control)
WebAdmins or FTPAdmins
(Read & Execute, Write, Modify)
Specified Users (Write)

Write

Script Files

\InetpubWwwwroot\scripts

.ASP

Administrators (Full Control)
System (Full Control)
WebAdmins(Read & Execute,
Write, Modify)

Authenticated Users: special
access (Execute)
Anonymous: special access
(Execute)

Scripts only

Other
Executable and
Include Files

\WebScripts\executables
\WebScripts\include

.exe, .dll, .cmd, .pl
.inc, .shtml, .shtm

Administrators (Full Control)
System (Full Control)
WebAdmins (Read & Execute,
Write, Modify)

Authenticated Users: special
access (Execute)
Anonymous: special access
(Execute)

Scripts only
Or

Scripts and
Executables**

**(Depending on
necessity)

Metabase

\WINNT\system32\inetsrv

MetaBase.bin

Administrators (Full Control)
System (Full Control)

N/A

_

S

Table 1 Permission Settings

Note: IIS permissions complement the NTFS permissions.
For a file to be sent to the client browser for rendering, IS
Read permission must be set for the web directory, and the
user in whose context the service is running must have NTFS
Read access to that file. If they do not match, the most
restrictive permission will be enforced.

WARNING: Advanced tab under the NTFS security property
tab: granular access to all potential file permissions.
Modifications to larger web sites using this method can
cause difficult trouble shooting problems in the future.

Chapter 3 will describe in detail 1IS permissions and other security settings for the IIS

services.

Establish directories that contain read only files (HTML, images, files made available for
FTP download, and other such files). Each type should have its own directory with ONLY
Read (NTFS and IIS 5.0) permission for file access allowed to the WebUsers group.
Grant Read & Execute, Write, and Modify file access permissions to the group
responsible for maintaining web content (i.e., WebAdmins).

Establish directories that contain executable files only (scripts, batch files, and other
executables). These directories should ONLY have NTFS Traverse Folder / Execute
File for users accessing your site (i.e., IUSR_computername, WebUsers) and IIS

UNCLASSIFIED
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permission of Scripts Only. 1IS 5.0 Scripts and Executables permission should only be
allowed on directories where appropriate, i.e., a directory containing binary files that must
be executed by the web server. Scripts and Executables is additional access control
permissions offered by IIS 5.0. These options will be discussed in detail in Chapter 3.

Delete or move all directories that contain “samples” and any scripts used to execute the
“samples”. The following is a list of directories created during the installation of IIS. It is
recommended that these directories be deleted or relocated. If there is a requirement to
maintain these directories at the site for training purposes, etc., have NTFS permissions
set to only allow access to authorized users, i.e., WebAdmins and administrators. See
Chapter 4 for more complete information about samples. Also, to control access to these
directories through WWW, require Integrated Windows authentication through the Web
Site Properties dialog box (Chapter 3 describes how to configure this setting).

Installation

(%]
O]
L
>
o
j<8)
w
c
o
=
@©
=
b
@)
y—
c
+
Q
c
S
Q
+—
c

B \InetPub\iissamples

B \InetPub\AdminScripts
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IS Services

There are four potential services that can be offered by installing 11S 5.0. Those four
services are World Wide Web (WWW), File Transfer Protocol (FTP), Simple Mail

Transfer Protocol (SMTP) and Network News Transfer Protocol (NNTP).

WWW - Service necessary to build a web server and serve web pages to clients.

FTP — Service necessary to allow users to FTP to the server to obtain or upload files.

SMTP — Service necessary to allow the web server to send and receive Email to clients

in response to forms or perhaps shopping cart programs (if required).

NNTP — Service necessary to host a USENET style news server.

=101 x|
| action  View |J1--b| ||@|J>l|l n ‘
Tree I Mame  / I Drescripkion | Skatus | Starkup Type | Log Cn As |ﬂ
% Services (Lacal) %Remote fccess Connection Manager  Creates a network connect... Marual LocalSystem
%Remota Procedure Call (RPC) Provides the endpoint map...  Started Aukornatic Local3ystem
%Remote Procedure Call (RPC) Locatar  Manages the RPC name se. .. Manual LocalSystem
%Remote Reqgistry Service Allows remote registry man...  Starked Aukomatic LocalSwstem
%Removable Storage Manages remaovable media,... Started Aukornatic Local3ystem
%Routing and Remote Access Offers routing services ko ... Disabled LocalSystem
%Run.ﬂ.s Service Enables starting processes ... Starked Aukomatic LocalSwstem
%Security Accounts Manager Skores security information,..  Starked Aukomakic Local3ystem
Server Provides RPC support and ... Started Aukarmatic LocalSystem J
%Simple Mail Transport Protocol (SMTR)  Transports electronic mail ... Started Aukomatic LocalSwstem
%Smart Card Manages and controls acce... Manual Local3ystem
%Smart Card Helper Provides support: Faor legac... Manual LocalSystem
%Svstem Event Motification Tracks system events such,,,  Starked Aukomatic LocalSwstem
?TTack Srheduler Frahles a nranrarm booronoa... Skarked L iknrnakic | nraI‘RUchIrn' i
| |

Figure 3 Service Tool from Administrative Tools
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Installation

During the installation the administrator has the ability to turn off (deselect) the services
that they do not wish to install. After installation, any of the services can be turned off in
the case that they are no longer needed.

To deselect services:
From the start menu, click Programsb Administrative Tools b Services

Highlight the service that needs to be turned off, right-click mouse, choose stop to
turn off the service

To ensure that it will not restart upon rebooting, right-click the service and choose
Properties. In the Startup type drop down menu change the service from “Automatic”
to “Manual” or “Disabled”. See Figure 4:

simple Mail Transport Protocol (SMTF) Pr 7] x|

General ILDg Dnl Hecaveryl Dependenciesl

Service name: SMTPSYC

Display name: ISimpIe M ail Transport Protocol (SMTP)

Description: ITranspu:urts electronic mail across the netwark,

Path to executable:
C:WAIMM TAS patem32hinetsrhinetinfo. exe

Startup type: Autamatic j
Automatic
— IManual
Service ztatus:
Start | Stop | Pauze | Hezume |

You can specify the start parameters that apply when pou start the service
from here.

Start parameters: I

0k I Cancel Apply

Figure 4 Sample Disabling of SMTP Service from Services Tool
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Securing the Metabase

This information is taken from the Internet Information Server Version 4.0 Security
Assessment document written by Kenneth G. Jones of the MITRE Corporation. Refer to
this document if a more detailed explanation is required.

Purpose
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The metabase stores IIS configuration parameter values in a fast-access, memory-resident
data store. The Metabase is specifically designed for use with 1IS and is faster, more flexible,
and more expandable than the Windows 2000 Registry.

Structure

Each node in the metabase structure is called a key, and may contain one or more IIS
configuration values called metabase properties. The IIS metabase keys correspond to the
components and capabilities of IIS, and each key contains properties that affect the
configuration of its associated component or capability. The metabase is organized in a
hierarchical structure that mirrors the structure of IIS as installed. Most of the IIS
configuration keys and values stored in the system Registry for previous versions of IIS are
now stored as properties in the metabase. New keys and values have been added for finer
and more flexible control of IIS. An advantage of this metabase structure is that it facilitates
assigning different settings of a property for different instances of the same key. For
example, the MaxBandwidth property specifies how much of the total bandwidth available to
a server can be committed to web transactions. The metabase can now support a different
MaxBandwidth setting for each web site.

Security

The metabase is stored in a specially formatted disk file named Met aBase. bi n, and is
located in the \ W nnt \ syst enB2\ i net srv directory. The metabase loads from disk when
IIS starts, is stored to disk when IS shuts down, and is saved periodically while IIS is running.
It is important to protect this file from unauthorized access, although sensitive data is stored
in a secure manner within the file. If the file is replaced with a fraudulent file, the operation of
the web server can be compromised. If the file is replaced while the server is not running, any
changes implemented in the file will be effective the next time the server is started. The
effects caused by these changes can range from denial of service through unauthorized
service being provided by the web server. It is recommended that this file be stored on an
NTFS partition and use Windows 2000 security to protect it. The default permission settings
for this file are System and Administrators Full Access. Limiting the access to System and
local Administrators provides good security; therefore, there is no need to change or add to
these settings.

To reinforce access control to this file, it is recommended that this file be hidden from
unauthorized users. Moving or enaming the file can accomplish this security measure. To
relocate or rename the MetaBase file, 1IS will need to be stopped, move or rename the file,
and modify the Registry key
HKEY_LOCAL_MACHI NE\ SOFTWARE\ M crosoft\ I net Mgr\ Paraneters. Add a new
REG_SZ value to this key named “MetadataFile” to specify the new complete path of the
Metabase file, including the drive letter and filename. This tells IS where to find the file on
startup.

UNCLASSIFIED 17



Recommendation Checklist for Chapter 1:

Implement the necessary set of NSA Windows 2000 Security Guides

Block all traffic to server before installation takes place (for Internet accessible
server)

Installation

Place IIS server in physically secure location
Install 1IS on stand alone system

Install only OS and required 1IS 5.0 components (no applications or development
tools)
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O Create a new Inetpub root directory on separate drive or partition from OS and other
programs. Use a name other than Inetpub to help counter potential attacks

Remove all protocol stacks except TCP/IP
Disable all non-required services
IUSR_Computername account privileges
0 Select User cannot change password
0 Select Password Never Expires
Q User rights
o Grant Logon locally
o Remove Log on as a batch service and Accessthis computer from the network
If non-anonymous access: disable the IUSR_Computername account
Create local admin groups for each web site and populate with required accounts

Create local group for WebUsers and include only the required accounts, including
the IUSR_Computername account

Remove IUSR_Computername from all other groups (i.e., guests, etc.)

Remove all NTFS permissions from the Inetpub directory, and assign only required
access groups and accounts (i.e., remove everyone, add WebUsers, WebAdmins,
etc.)

Q Establish logical directory structure (i.e., separate static content, html, asp, scripts,
executables into different labeled directories)

Set NTFS permission on directory structures as required

Delete/move all sample directories and scripts that execute the samples

Metabase

O Modify the metabase permissions and/or move it and change registry key
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Internet Services Manager — Master Properties
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Snap-Ins

— labeue|\ S92IAISS 18UIBU|

The Microsoft Management Console (MMC) provides a user interface shell application
called a console. Microsoft's objective is for all management functions to be accessible
as subordinates within the management console. These processes are known as Snap-
ins. MMC itself does not provide any management behavior, but it offers a common
environment for Snap-ins. The result is that management/administrative control of the
platform is centralized. A Snap-in for IIS, Internet Service Manager (ISM), is provided
during installation. The ISM will be discussed in more detail later in this chapter.

Each instance of a console and associated Snap-ins is commonly referred to as a tool.
Any number of tools can be created. Once created, the console can be populated with
existing Snap-ins or a new Snap-in may be created for a specific purpose.
Administrators can create tools that host several Snap-ins and save these for later use or
for sharing with subordinate administrators. The administrator can take advantage of the
customization features by preparing consoles that perform only one task and use them to
delegate responsibility to other, perhaps less experienced administrators. The console
can be tailored to present only the menu choices the user needs to get the job done. For
example, an administrator could create a new MMC console with the IS Snap-in for web
administrators to use to manage web resources. See Figure 5:

=101 %
| ation venw || = B@m FRE| 22 = 1| |
Tree I Description | State | Host Header Mame | IF Address | Port | Skatus |
% Inkernet Information Services @Default FTP site Running *AllUnassigned ¥ =21
B B *jis5-server #8) Default Web Site Runining * Al Unassigned * 280
@ Defaulk FTP Site #8 Administration Web Site Running * allUnassigned * 2269
E'Q Default Web Sike B 5-Files Running * &l Unassigned * 8080
m.g Adriniskrakion Web Sike 'EB-DeFault SMTP Yirtual Server  Running * Al Unassigned * 25
m.@ ¥-Files @Default MMTP Wirtual Server  Running * ol Unassigned ¥ 119
[ Default SMTP Yirkual Server
E@ Defaulk MMTP Yirtual Server

Figure 5 Microsoft Management Console with the Internet Service Manager Snap-in
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In addition to the MMC, there is an HTML version of the ISM, which is capable of
managing several aspects of IIS 5.0. The are also several areas not manageable with the
HTML version which include server extensions for remote authoring, changes to
certificate mapping, and the SMTP and NNTP services. There are also some tasks that
can more easily be performed using the ISM Snap-in. The HTML version is not easily
customizable to allow delegated control over specific areas or sites.

Remote HTML administration should only be allowed if necessary. It should only be
allowed for the 1S server administrator, using one specific IP address through IP Address
and Domain Name Restrictions (Chapter 3) in conjunction with SSL (Chapter 4) client
side certificates (Chapter 4) and putting the specific local username in the (later in this
Chapter) area of the administration site properties. Beyond this, it is recommended to
limit any server administration to the local host using the ISM. The ability to add
administrative operators will be described in the master properties section of this chapter.

Master Properties

In this section only the security related issues for the master properties of the services
offered by IIS 5.0 will be discussed. Other security related features for all the services
(WWW, FTP, SMTP and NNTP) are identified and discussed in Chapter 3.

Internet Service Manager

20

When the IIS 5.0 Internet Service Manager (ISM) is started, an MMC console begins
running and automatically loads the Internet Service Manager Snap-in. Under the
property page there ae two main information sheets, Internet Information Services
(which is active by default) and Server Extensions. Clicking the appropriate tab can
access either. On the 1IS sheet, there are three main property dialog boxes general to 1S
operation - Master Properties, Enable Bandwidth Throttling, and Computer MIME
Map. Setting these general properties is very useful if the user understands that they will
be creating a number of different web sites on their server. These properties will be
automatically inherited by all web sites created on the server, which will save time when
configuring each site. If some sites require different properties, they can be set during the
configuration of each web site.

Only the common settings that can be established through the Master Properties dialog
box to enhance security will be discussed in this chapter. The next chapter will describe
the property dialog boxes for configuring individual security settings of the WWW, FTP,
SMTP and NNTP services using the ISM.

To access the Master Properties dialog box:
Highlight the 1IS server name in the ISM
From the Action pull-down menu, select Properties

Select the WWW or FTP service via the drop down menu and click the Edit
button to configure Master Properties for the selected server. See Figure 6:
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* jis5-server P el |

Internet Information Services | Server Extensions

— Master Froperties

Edit the propertiez inherited by all sites created ot thiz
camputer,

M aster Properties:

[whww Service =l Edit... |

I Enable Bandwidth Throtting
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Lirnit metwork bandiwidth available for all ek and ETF stes on this
COmpULET.

— labeue|\ S92IAISS 18UIBU|

bed i network wee; 1.024 kb=

— Computer MIME Map
s Configure the MIME types for all web

Qe sites on this computer. Edit...
i _ e |

QK Cancel Apply Help

Figure 6 Master Property Dialog Box for IS WWW/FTP Services

WWW Service

This master property dialog box is used to set default values used by all current or new
sites on this server. If a value for a specific web site will change as a result of the values
set on the Master Properties dialog box, the user will be prompted to select the items that
should adopt the new settings. An item will remain unchanged if it is not selected.
Changes made to a list-based property will replace the original setting, not merge with
existing settings. Select Edit in master properties to configure common WWW site
properties. The following shows the dialog boxes for setting common security-related
properties using the Web Site, Operators, Home Directory and Directory Security tabs.

NOTE: These same settings can be applied individually to
the WWW, FTP, and SMTP services. Only the security related
settings for the Master Web Site, FTP Site, Operators, Home
Directory and Directory Security tabs are discussed here as
= they contain the settings that are most likely to be
universally applicable to the WWW and FTP services.

A

Web Site Tab - Enable Logging (See Figure 7) is selected by default and is the only
security-related setting on this dialog box. Keeping the default setting will ensure logging
is enabled for all web sites created on this server. This logging will keep track of many
different information types, which will be discussed in Chapter 4.
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WWW Service Master Properties for lis5-server i il

Documents Directory Security I HTTF Headers I Cugtam Errors I Sermvice
Wweb Site

Operators I Performance I 154! Filters I Home Directany

—wieb Site |dentification

Descriphion: I

|Féddiess: I[-"-\” Unazsigned) j Adyanced.,. |
TER Part: IED 551 Part: I

— Connections
& Unlimited

" Limited To: I 1,000 zonnections
Connection Timeout: I EO0 seconds

¥ HTTP Keep-dlives Enabled

—1v Enable Logging

Active log format;

[44/3C Estended Log File Farmat ~|  Properties... |

0k I Cancel | Apply | Help

Figure 7 Master Web Site Properties for WWW dialog box

Operators Tab — See Figure 8. The WWW Service Master Properties Sheet allows the
user to identify groups or accounts with the permission to perform some administrative
functions for all of the WWW sites created on this server. When each site is configured,
these groups/accounts will automatically be included and the user will have the option to
remove them, as well as add other groups/accounts as appropriate for the site. If the
server is responsible for maintaining several web sites, create a separate group to
manage WWW content for each site. IS 5.0 does not allow user created local groups to
be included in the Operators sheet for WWW or FTP sites. This rule also applies to the
specific WWW/FTP site properties, not just the master sheet.
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WWW Service Master Properties for lis5-server il
Documents I Directary Securnty I HTTP Headers I Cuztom Errors I Semice
Wweb Site Dperators | Perfarmance I 154P1 Filters I Home Directory

—web Site Operatorz

Grant operator privileges on this Web Site only to these Windows Uzer
Accounts.

Dperators: G Admiristratars Add..

Fremoye |

0k I Cancel | Ll | Help

Figure 8 Master WWW Operators Dialog Box

Home Directory Tab — See Figure 9. The master properties of the WWW server is a
good place to set all the sites to log visits. The logging will ensure that all sites, which are
added later, will, by default, be logging the visits to the site. Logging is the baseline for
detecting intrusive behavior on target systems. By setting this here, the administrator will
not need to set it for each site that is created during the life of the server. The Read,
Write and Directory browsing permissions should be left unset. For each site that is
created, these options can be set as required.

B Read setting - gives permissions for visitors to see the sites.

" Write setting - gives permissions to write to the directories where the sites were
installed.

®  Directory browsing setting - gives the user the ability to see a listing of all the files in a
particular directory.

The recommendation here is to disable the Read, Write and Directory browsing
permissions in the master properties, by NOT selecting them. This will be addressed
further in Chapter 3 with the site settings.

Finally, on the Home Directory tab is the execute permissions drop down box. The
recommended setting is “None” which will preclude visitors from being able to run scripts
or executables by default. These settings can be modified as necessary for each
individual site, but using “None” as the default will help preclude unintentionally assigning
execute permissions where they were not intended.
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WWW Service b or x|
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Application Pratection: ILow [II5 Process) j rload |
0k | Cancel | Apply | Help |

Figure 9 WWW Home Directory Master Properties

Directory Security Tab — See Figure 10. The authentication methods used on the web
site(s) are very important in identifying the users and controlling access to specific files,
directories, and scripts or executables. The authentication will depend on whether the site
is used in an intranet or on the Internet. To get to the Authentication Methods sheet,
select Edit from the “Anonymous access and authentications control” area of the
Directory Security tab of the WWW master properties sheet. The Anonymous Access
option will either grant or deny access to all sites on the server by default. If this site will
be used in an intranet and the internal network is a Windows based network, anonymous
access should be disabled. This will allow logging and access control by specific user
accounts. If a specific web site needs anonymous access it can be enabled during
individual web site setup. If this server will be accessible to the Internet and most of the
hosted web sites will allow anonymous access, then enabling anonymous access here
makes sense.

In addition to anonymous access, three other authentication mechanisms are available:

B Basic authentication allows the username and password to traverse the
Internet/network in cleartext. This can allow an intruder to capture valid accounts to
attempt to break into the site. (Use of basic authentication with SSL will protect
against this threat as discussed in Chapter 4)

B Digest authentication for Windows domain servers is similar to Basic authentication,
except, instead of using cleartext usernames and passwords, it passes a hash of the
password in order to provide more secure authentication. Digest authentication is
only usable with HTTP 1.1 compliant browsers (currently only IE5). The IIS 5.0 server
must be in a Windows 2000 domain and the user passwords must be stored in plain
text files on the domain controller (There is an option in user account properties for
managing user accounts in a domain on the domain controller). Therefore, the
domain controller must be secured (Refer to the set of NSA Windows 2000 Security
Guides).
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®  The integrated windows authentication option is the same as Windows NT
Challenge/Response in IIS 4.0. Integrated Windows authentication can only be used
with the MS Internet Explorer (IE) web browser.

See Chapter 3 for a more detailed explanation of the authentication methods. The
recommendation is to use the authentication method that will meet the needs of your site
policy. Because of the wide variety of uses a more explicit recommendation is not
possible.
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For the follovaing authentication methodz, uzer name and paszword are
required when

- anonymous access iz dizabled, or

- access iz resticted using NTFS access conbal listz

[ Basic authentication [password iz sent in clear text]

Select a default domain: Edit... |

[ Digest authentication for Windows domain servers

¥ |rtegrated windows authentication

k. Cancel Help

Figure 10 Authentication Methods Properties from Directory Security Tab

FTP

The FTP master property sheet has fewer options to offer than for the WWW service. To
get to the FTP master property sheet, simply use the drop down box on the [1S-Server
Properties sheet to select FTP Service and click Edit.

FTP Site Tab — See Figure 11. It is recommended that logging be enabled in this
section of the property sheets for ease of administration later and to ensure that logging
is not forgotten as sites are added. Depending on the type of FTP service allowed, the
number of connections allowed and inactivity timeout can be set in this section. This will
allow better control of potential Denial of Service (DoS) attacks and server resource
consumption.
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FTP Service Master Properties for lis5-server il

Hame Directory I Diirectary Secrity I Service
FTF Site | Security Accounts I Meszages
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Description: I
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Active log format:

IWSE Estended Log File Farmat j Properties... |
Lument Sessions... |
QK. I Cancel | Apply | Help |

Figure 11 FTP Site Master Properties Sheet

Security Accounts Tab — See Figure 12. Similar to that of the WWW service
properties, anonymous access to the FTP service can be set here. Again, if this FTP
server will be accessible by the Internet and anonymous access will be allowed, it is
recommended to set that here. Also remember that the individual sites can override this
setting, this is just blanket coverage for adding sites or changing all existing sites for a
security or policy reason.

L WARNING: FTP passwords are sent in cleartext if a user
logs in with their Windows 2000 account.

It is recommended to select the Allow only anonymous connections option here to
preclude password compromise. The Allow I1Sto control password option is the same as
the Enable automatic password synchronization option in IS 4.0. This will allow
synchronization of the password in this property sheet with that in the Computer
Management snap-in to control user and group accounts. However, the
IUSR_computername account should be on the local machine with which IIS is installed.
This is the default and should not be changed. A Windows domain username and
password should never be used for FTP. The second section of the sheet allows the
identification of FTP site operators. The identification of groups or accounts with the
permission to perform some administrative functions for all of the FTP sites created on
this server is specified here. When each site is configured, these groups/accounts will
automatically be included. The user will have the option to remove them, as well as add
other groups/accounts as appropriate for the site. If the server is responsible for
maintaining several FTP sites, create a separate group to manage FTP content for each
site. IS 5.0 does not allow user created local groups to be included in the operators
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sheet for WWW or FTP sites. This rule also applies to the specific WWW/FTP site
properties, not just the master sheet.

FTP Service Master Properties for iis5-server ﬂ
Home Directony | Directomy Secuty I Service
FTP Site Security Accounts | Mezsages

—¥  &llow Anonymous Connections

Select the Windows User Account to use for anonymous access to this resource

Llsername: IIUSH_IISE-SEHVEH Brawse... |

Pazzward: I xxxxxxxxxx
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—FTF Site Operators
Grant operator privileges o Windows User Accounts for thiz FTP site only.

Operatars: Adrministrabors Add...

Femayve |

0k I Cancel | Apply | Help |

Figure 12 Security Accounts for FTP Master Properties

Home Directory Tab — See Figure 13. This area only has one security related option,
Log visits. Unlike some of the other options that depend on the server implementations,
this option should always be enabled from a security standpoint. It is recommended that
the Log visits option be enabled on this master property sheet. Logging is essential in
identifying intrusive behavior, in reconstructing the attack, identifying the extent of the
damage done, as well as collecting valuable information to prosecute if legal proceedings
may occur. Log visits, along with the logging feature identified on the FTP Site tab,
should always be selected.
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Figure 13 Choosing Log Visitson Home Directory Tab for FTP Master Properties

Directory Security Tab — See Figure 14.

TCP/IP Access Restrictions — This can be used to grant or deny access to all computer
systems, except those included in the list identified. Again, depending on the use of the
server, different options will be required. If the FTP server is intended to be accessible by
the Internet, or the entire intranet, then administrator will want to grant access to all
computers by default. If the server will have a specific user base and the user base does
not have dynamically assigned addresses, deny all access and specifically identify
allowed computers or groups of computers. Again, this is for mass coverage, and the
individual site administrators can modify this to satisfy their own site security
requirements.
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Figure 14 Directory Security for FTP Master Properties

Server Property Server Extensions

The second section of the server’'s master properties is the Server Extensions tab (See
Figure 15). IS 5.0 allows remote authoring. These features are for the FrontPage
product. Remote authoring allows an author to make changes to a web page and upload
it to the server remotely. This poses a critical security issue. This tab allows high level
defaults to be set for the remote authoring capabilities of the IIS 5.0 web sites. The
options of concern on this property sheet are in the “Permissions” section at the bottom.
The default permission is NOT to log authoring actions and NOT to require SSL. It is
strongly recommended to select Log authoring actions, Require SSL for authoring and
M anage per missions manually.

® | og authoring actions - generates audit trails when someone uploads new pages for
a web site. The audit information includes the time an author’s action was performed,
the author’s user name, the web name, the remote host, and per-operation data.

®  Manage permissions manually — disables the security-setting functions of FrontPage
Server Extensions administrative tools (such as the FrontPage MMC snap-in), so that
those tools cannot be used to modify the security settings of the selected web. To
make sure that neither the administrator nor anyone else accidentally overwrites
custom permissions, disable permissions in front page by checking this box.

B Require SSL for authoring - will force authoring to be done over the SSL protocol,
thus the communications will be encrypted. The ability to turn off authoring will be
discussed in Chapter 3, individual site properties.
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®  Allow authors to upload executables - allows the administrator or possibly the intruder
to upload scripts or executables to the web server for execution. This option should
be left disabled.

Specify how mail should be sent Settings ... |

I
-
()
g wn * jis5-server Properties ﬂﬂ
c O _
© e Internet Information Services SewerE:-:tensmnsl
%) 8_ General
8 e Perfarmance IUSE cuztom zettings ... j Settings ... |
L
GE) E Client zcripting IJavaScript j
=
(%]
D3
o> _
E Options
)
£

Permizzions
¥ Log autharing actions

I Manage permissions manually
v Fequire 55L for authoring

[ Allow authors to upload executables

Ok, I Cancel Apply Help

Figure 15 Server Extensions for Web Server
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Recommendation Checklist for Chapter 2:

WWW Master Properties
Web Site Tab

Q Ensure Enable logging is selected

Home Directory Tab
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O Disable (uncheck) Read, Write, Directory browsing options

Q Ensure Log visits is selected

— labeue|\ S92IAISS 18UIBU|

O Ensure None is selected for the Execute Permissions drop down box
Directory Security Tab

Q |If any site hosted by this server will NOT allow Anonymous access, Disable
(uncheck) Anonymous access, under Authentication methods and select appropriate
authentication method

FTP Master Properties

FTP Site Tab
Q Set appropriate number of connections for max users on FTP server
O Set maximum seconds for timeout (inactivity), 600 seconds is reasonable
O Ensure Enable logging is selected
Security Accounts Tab
Q Ensure Allow Anonymous Connections is selected
O Select Allow only anonymous connections
Home Directory Tab

O Ensure Log visits is selected

Server Extensions Master Properties

Q Ensure Log authoring actions is selected

O Ensure Require SSL for authoring is selected

O Ensure manage permissions manually is selected

O Ensure Allow authors to upload executable is DISABLED (UNCHECKED)
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3

Services Installation and Administration

This chapter contains configuration and administration information pertaining to WWW,
FTP, SMTP and NNTP services of IIS. Prior to detailing the security related installation
and administration information for each service, a brief overview of the access control
methods common to all the services is provided.
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Access Control Methods

IP address grant/deny restrictions

The first line of defense in the IIS security model is the ability to grant or deny access to the web
server based on IP address or Internet domain name of the requesting client. An Internet domain or
IP address of certain machines can be specified and either granted or denied access to the web
server. When any packet of data is received, its source IP address or domain name is checked
against those defined in the “IP Address and Domain Name Restrictions” area of the Directory
Security tab of the WWW Service property dialog box, and the predefined actions for access are
applied to it. When using IP address access control, note that some web clients may be accessing
your server through a proxy server or firewall. When this happens, the IP address of the incoming
packets will be that of the proxy server or firewall itself, not of the actual user’s client machine. Steps
to configure this option for each service are described later in this chapter.

Secure Sockets Layer (SSL)

SSL provides privacy, integrity, and authentication in a private point-to-point
communications channel. Chapter 4 provides a description for the use of certificates in
this environment.

Client and Server Digital Signatures

Digital signatures are used both to verify the identity of a user or server and for web
servers and browsers to provide mutual authentication, confidentiality of the pages
transferred, and integrity of the information in them. More detail can be found in Chapter
4,

Identification and Authentication

Four options are available in IS to identify and authenticate users. See Figure 16:
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Figure 16 Authentication Methods Dialog Box

Anonymous Access

This is the method most often used when accessing a web server. By default, IIS creates
the account IUSR_computername and IWAM_computername, which is granted local
logon (og on locally), access this computer from the network, and log on as a
batch job user rights. Whenever an attempt to access server resources over the web is
made, the user is automatically logged on using this account. The user can then only
access resources based on the privileges granted to this anonymous account. The
account name used for this purpose can be changed using the Edit button. It is also
recommended that the log on as a batch job and access this computer from the
network rights be removed if the site will not require them.

Note: Whenever the IIS service is stopped and restarted or
the system is rebooted, the log on as a batch job and access
this computer from the network rights are restored for the
IUSR_computername and IWAM_computername account.

-

Workaround: If it is insisted that the IUSR_computername
account does not have the log on as a batch job and access
this computer from the network rights the following can be
done to prevent this. Create a new local user account and
change the IIS 5.0 default anonymous account under
Anonymous access and authentication control section of the
Directory Security Tab of the WWW service or the Security
Accounts Tab of the FTP Service. After that is assigned,
delete the IUSR_computername account.

-

Note: The OS guide makes changes to remove user accounts
from log on as a batch job and access this computer from
the network user rights. However as the note above states, it
is added back after arestart.

|
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Basic Authentication

Almost every web browser on the market supports this. Basic authentication sends the
user name and password in clear text, which can be stolen by any person with the ability
to monitor the traffic. If the site requires the use of Basic authentication, it is
recommended SSL be implemented as well. The combination will help maintain access
control to sensitive data without risking logon information being intercepted.

To setup Basic authentication with SSL, perform the following steps:

7))
o)
>
<.

1)
50
3(/)
]
n 4
oo
25
o—-

)
S5
)
5
o

B Obtain a Server Certificate (Details in Chapter 4)

B Require secure channel when accessing this resource (Details in Chapter 4)

B Enable Basic authentication and disable Anonymous and Integrated Windows
authentication for this site (details on configuring these options can be found later in
this chapter)

Digest Authentication For Windows Domain Servers

This offers the same features as Basic authentication but involves a different way of
transmitting the authentication credentials. The server will send some information to the
client, which will combine that with the username and password, add some other
information, and compute a hash. That hash is sent to the server, along with the
additional information in cleartext. The server will then take the data, combine it with the
username and password and obtain a hash. If the hashes match, the user is
authenticated.

When enabling Digest authentication and disabling all other methods, a pop up box will
appear stating that user account passwords are required to be stored using reversible
encryption. It does not however, tell the administrator that they must explicitly enable a
password policy to allow this to occur. Until the password policy is enabled, in effect and
invoked, Digest authentication does not work. To enable this, use the Windows 2000
group policy editor snap-in. Under Computer Configuration->Windows Settings->Security
Settings->Account Policies->Password Policy, there is a Policy of “Store Passwords
using reversible encryption for all users in the domain”, which is disabled by default.
Enable this setting and the next time the user changes their password, or a new account
is created, the password will be stored using reversible encryption.

The Digest Authentication RFC readily admits that it is not a strong authentication
mechanism and suffers from many known weaknesses. It is intended only as a
replacement for much weaker and even more dangerous authentication mechanisms:
Basic Authentication. The RFC has an entire section on security considerations, which
does a pretty good job describing the protocol’'s major weaknesses, so they are not
repeated here. Security considerations addressed in the RFC include:

Replay Attacks

Man in the Middle Attacks
Spoofing

Password Storage
Passive Dictionary Attacks

Active Dictionary Attacks
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Most of these security weaknesses are inherent in the protocol, consequently, Microsoft
is not able to implement countermeasures and remain compliant.

Note: digest authentication is only supported in HTTP 1.1
compatible browsers but has the advantage of working
through firewalls and proxy servers (unlike NTLM
authentication as discussed below). The IIS 5.0 server must
== belong to a Windows 2000 domain for this option to function.

A

Administration

Integrated Windows Authentication
(formerly called NTLM or Windows NT Challenge/Response)
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This is a method for authenticating users that avoids placing a clear text password on the
network. A cryptographic technique using hashing is used to authenticate the password.
The actual username and password are never sent across the network, so it is
impossible for it to be captured by an unauthenticated source. This authentication can
use both the Kerberos v5 authentication protocol and its own challenge/response
authentication protocol. Only clients with the MS IE browser can use this method of
authentication. This option also does not work well on a secure extranet because it
cannot operate over a proxy server or any other type of firewall application. It is, however,
an excellent choice for secure intranets.

IIS can be configured to allow any combination of authentication scheme and anonymous
access, allowing a web site to contain both secure and non-secure portions. When an
authentication scheme is used in conjunction withanonymous access, the user is always
initially logged on using the anonymous account (IUSR_computername). When a request
fails due to the account having insufficient access rights to a resource, a response is sent
to the client web browser indicating that the user doesn't have the required access.
Returned with this information is a list of the various authentication schemes supported
by the server. The client web browser responds by prompting the user for a name and
password. The browser then traverses the list until it finds an authentication scheme that
it supports. It then resubmits the original request to the server, this time with the newly
entered username and password using the selected authentication scheme. If
Anonymous access is not selected as an option, one of the other two options must be
selected.

Directory Management

In addition to the file and directory permissions established at the operating system level,
described in Chapter 1, 1IS 5.0 introduces application level permissions. “Read”, ‘Write”,
“Directory Browsing”, “Scripts only” and “Scripts and executables” are available access
permissions for directories containing WWW and FTP content.

B Read permission - allows the contents to be viewed and passed to the client browser
for rendering.

B Write permission - enables clients with browsers that support the “PUT” feature of the
HTTP 1.1 protocol standard to upload files to the server or to change the content in a
write-enabled file. This is generally not granted unless the administrator has a very
specific need to make this type of access available.

B Directory browsing - allows a client to view all the files in a directory. Unless this is a
public FTP server this option should be disabled.
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B Scripts - restricts execution to scripts only, which is necessary if you are using ASP
or CGI type programs. The file extensions for these scripts must be previously
mapped to scripting applications (such as Perl and ASP).

B Scripts and Executables - allows the execution of not only ASP, CGI and other
scripting languages, but it also allows EXE and DLL programs to run. This is a very
dangerous feature and is NOT recommended unless absolutely required and
appropriate permissions set. This in combination with the write privilege can lead to a
compromised server very quickly.

These permissions are set through the WWW and FTP site properties dialog boxes. Images
of the web site properties and FTP site properties are shown under the Figure 19 Web Site
Home Directory Default Properties
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and Figure 30 FTP - Home Directory Tab headings.

Note: These access controls complement the NTFS access
controls. For a file to be sent to the client browser for
rendering, the web directory has to permit IIS Read access
and the user, in whose context the services is running, must
have NTFS Read permission for the file. It is important to
— remember that NTFS access controls and IIS access controls
are combined through a logical and to produce a composite
set of permissions. For example, a user granted NTFS Read
access to the ftproot directory, and Read and Write to the ftp
home (ftproot) directory through IS would result in the most

restrictive set of permissions (Read ONLY access to the
ftproot directory).

=

Ability to Implement Restrictions on Virtual Servers and Directories

Virtual servers allows configuration of one computer running IIS to support several
domain names (or web sites). When setting up a virtual server, either Host Header
Names (HHN) or IP addresses are needed for the primary server and for each virtual
server to be created. This makes the installation look like several web servers when
viewed from the Internet, when only one copy of IS is actually running, with possibly only
one network card (using HHN's).

IIS allows the administrator to supply an alias for directory paths that contain information
to be published. This alias is commonly referred to as a virtual directory and is used in
URLs. As far as visitors to the site are concerned, virtual directories are subdirectories
branching from the main /wwwroot directory. Security is enhanced with virtual directories
because it adds another level of abstraction to the site, altering the way in which Internet
users access the information. Read, Write, Directory Browsing, Scripts only, and Scripts
and executables are IIS 5.0 permissions, which can be applied to a virtual directory and
all of the files and folders contained within it. Read permission allows a client to download
files stored in a virtual directory or subdirectory. Only directories that contain information
to be published or downloaded should have Read permission set. To prevent clients from
downloading executable files or scripts, it is recommended that they be located in
separate directories without Read permission. Instead, these virtual directories should
have Scripts only or Scripts and executables permission so web clients can run them.

Note: If Read permission is also enabled, users may be able
X to look at the information contained within your scripts,
some of which may be sensitive (i.e., passwords).

UNCLASSIFIED 37



Summary of Web Server Configuration Issues

The following summarizes key areas to consider when configuring your web server:

B Decide how access is to be controlled on your web site and set restrictions based on
IP address/groups or Internet domains.

B Determine if SSL and Certificates are required in your environment.

Administration

B Select an authentication method. Anonymous access is the most common method.
Do not use Basic authentication unless your site implements SSL.
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B Create directories with Read only NTFS permission for the WebUsers group. These
directories will also be assigned 11S 5.0 Read only permission during the WWW/FTP
site setups. These directories will store the data that is to be made available to client
browsers for viewing or downloading only.

B Create a directory with Read & Execute NTFS permission only for the WebUsers
group. This directory will be assigned Scripts only permission during the WWW site
setup. This directory will store executables, such as scripts.
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World Wide Web (WWW) Services

The following is a description of the property dialog boxes used in configuring your WWW
site server securely:

Web Site Tab

See Figure 17. Highlight the web site to be configured in the ISM, then right-click and
select properties to access this dialog box.
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Web Site Identification — Specify a Description - the name that will be used in the ISM
tree view to identify this web site; select the IP address of the retwork interface card
(NIC) to serve the site to; a TCP Port and SSL Port (if these are changed from their
defaults, the administrator must notify users or they will not be able to connect); and
Advanced options, where multiple domain names or host header names can be mapped
to a single IP address using the Host Header Name box. More information on this topic
can be found in the 1IS online documentation (Naming Web Sites).

Connections — Allows the administrator to limit the number of simultaneous accesses to
the web site and to set a connection timeout. Timeout settings are recommended to
assist in preventing a possible denial of service attack.

Enable Logging — It is recommended that this option be turned on. Once IIS logging is
enabled, you can configure tow and when log files are created and saved. Details on
logging will be covered in Chapter 4, Auditing.
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Default Web Site Properties 2 x|

Directory Security I HTTP Headerz I Cusztom Errors I Server Extenzions
‘e Site | Operators | Perfomance | ISP Fiters | Home Ditectory | Documents

—w'eb Site |dentification

D ezcription: IDefauIt wheb Site

IP Address: I[A" Unassigned] j Advanced... |
TCP Port; IBE| S50 Fort: I

— Connections
&+ Unlimited

" Limited Tax I 1.000 | connections
Connection Timeaut: I B0l seconds

¥ HTTP Keep-Alives Enabled

1+ Enable Logging

Active log format;

IWBE Estended Log File Format j Properties... |

0K I Cancel | Apply | Help

Figure 17 Web Site Identification Property Sheet

Operators Tab

40

Web Site Operators — See Figure 18

This is where the administrator designates which Windows 2000 Server group/user
accounts to administer the web site. This should be a group (if server is in a domain) and
the accounts within the group should not necessarily require Windows 2000
Administrative permissions. Operators can work only with the properties that affect the
web site for which they were created. They cannot access the properties that control
overall 1IS setup, the Windows 2000 server operating system that hosts IIS, or the
network on which the system runs. The following are some functions that can be
performed by Web Operators.

_IX NOTE: When selecting members, make sure individuals are

knowledgeable and trustworthy to minimize compromising

our system’s security.
_— y y y

®  Manage web content expiration dates and times
B Administer web content (modify, add, delete)

®  Enable Logging

B Change default web documents

B Set Web Server access permissions
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Only members of the Windows 2000 Administrators group can perform the following
tasks related to IIS:

B Change application isolation

B Create virtual directories or alter their paths

B Change the Anonymous Username and Password

B Alter the identification or configuration of a web site
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Default Web Site Properties ; e |

Directory Security | HTTF Headers I Cuztom E rmors I Server Extensions I
web Site  Operators I Ferformance I |54 Filkers I Home Directony I Documents

—web Site Operators

Grant operator privileges an this Web Site anly to theze Windows Uszer
Accounts,

Operatars: ¢ Administrators Add..

FHemove |

Ok I Cancel Apply Help

Figure 18 Operators Tab for Default Web Site Properties

Home Directory Tab

See Figure 19

The Home Directory property dialog box allows the administrator to look at and change
settings that control web content delivery, access permissions, and Active Server Page
configuration and debugging. Options that are available on this dialog box will vary based
on the location of the content. However, all security-related settings can be covered
under the A directory located on this computer option.
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Default Web Site Properties 2|

Directory Security I HTTF Headers I Custom Errors | Server Extensions
Wweh Site | Operators I Performance I IS&F Fiters  Home Directary I Documents
When connecting to this rezource, the content should come from:
% A& directon located on this computer
™ & share located on another computer
= A redirection to a URL

Local Path: DMl netpubbunaaroot Browse. . |
[ Script source access ¥ Log visits

v Fiead [ Index this resournce

[~ 'wiite

[ Directam browsing

Application Settings

Application name: IDefauIt Application Remove

Starting paint: <Default web Sitex
Canfiguration... |

Whload

(] I Cahcel | Apply | Help |

Figure 19 Web Site Home Directory Default Properties

Access Permissions

Permissions set here need to match NTFS permissions. If they do not match, the most
restrictive of the two will be enforced. Configure directories with appropriate permissions
for your site(s), as described in the Post Installation section of Chapter 1, i.e., configure
one directory with Read only permission and one with Script only (described below).

Content Control

Script source access — Users can access source files. If Read is selected, then source
can be read, if Write is selected, then source can be written to. Script source access
includes the source code for scripts, such as the scripts in an ASP application. This
option is recommended to remain unchecked. This option is not available if neither Read
nor Write is selected. This feature is only applicable and necessary when utilizing remote
authoring, (i.e. WebDAV).

Directory browsing— This allows visitors to look at a hypertext listing of the directories
and files on your system. This is NOT recommended. The issue here is that if no default
document is sent to the client when the site is accessed, the unknown user will get a
directory listing of your system instead. This exposes more of your system to unknown
users. Make sure this option is NOT selected.

Log visits — It is recommended to enable logging, which is the default. This ensures that
all visits to this directory are logged into the log file.
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Application Settings
An application is the directories and files contained within a directory marked as an
application starting point.

Application protection — This option enables the administrator to isolate a web-based
application by having it run in a memory area that is separate from the web server
software and/or other applications. It is recommended that this be set to medium or high.
If set to medium, protection is provided to help preclude applications from inadvertently
causing problems with the web server software. If set to high, the application will be run
in a completely separate memory space that will not affect other applications either.

NOTE: Server-side include (SSI) and Internet Database
Connector applications cannot be run in a separate memory
=

space from the web server's memory space.

7))
o)
>
<.

1)
50
3(/)
]
n 4
oo
25
o—-

)
S5
)
5
o

A

Execute Permissions — These settings control the execution of applications contained
within the directory. Permissions include:

®  None - prevents programs or scripts from executing.

B Scripts — Restricts execution to scripts that have had file extensions previously
mapped to scripting applications. Make sure the directory with this permission does
not allow Read access to anonymous users. If Read permission is granted, it is
possible that users may be able to look at the information contained within the
scripts, some of which may be sensitive (i.e., passwords).

B Scripts and Executables — Allows any application to execute, including scripts and
binaries, such as .exe and .dll files. Use care when granting this permission. This
permission should only be used for directories that contain binary files that must be
executed by the web server. If your site requires this permission for a directory, make
sure it does not have NTFS write permissions allowed for anonymous users to your
site (WebUsers, for example). Write with Execute permissions would allow a user to
place executable code (possibly malicious code) on your server.

Application Configuration

Applications can be configured in more detail by using the Configuration button. A
separate dialog box is displayed with the following tab options: App Mappings; App
Options; Process Options (if High application protection is selected); and App Debugging.
Information regarding the security of App Mappings is covered in the Script Mappings
section of Chapter 4. The Script Mapping section also plays a critical role in protecting
the IIS server from potential compromise.
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App Options Tab

These options can be configured at the web site, virtual directory, and directory level.
See Figure 20:

Application Configuration ﬂ

&pp Mappings  App Options | Process Optiong I App Debugging I

— Application Configuration

¥ Enable session state

Session timeout; |2D minutes

¥ Enable buffering
[ Enable parent paths
Default ASP language: I‘\"BSE“I:'t

ASP Script Hmeout; ISEI seconds

QK I Cancel Apply Help

Figure 20 Application Configuration App Options Tab

Enable session state and Session timeout — Check this option so that Active Server Pages (ASPs)
create a new session for each user who accesses an ASP application. This lets you identify the user
across several ASP pages in your application. When the user does not request a page or refresh
within the session timeout period, the session will be terminated. Set an “ASP Script timeout” value so
that if a script does not complete execution within the allotted time, an entry will be made into the
Windows 2000 Server Event Log and execution of the script will stop. Setting timeout values will help
prevent a denial of service attack.

It is not recommended that Enable parent paths be selected. This allows ASP scripts to
use relative paths to the parent directory of the current directory ( ".." syntax ). If the
parent directory permits Execute access, a script could attempt to run an unauthorized

program in a parent directory.
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Process Options Tab

Enable Write unsuccessful client requests to event log (only available when using high isolation). See
Figure 21:

Application Configuration ﬂ

App Mappings I &pp Options  Process Options I ALpp Debugging I

— Process Configuration

v wiite unsuccesshul client requests to event log
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[ Enable debug exception catching

Mumber of script engines cached: |125

— Script File Cache
" Do not cache ASP files

" Cache all requested A5F files

% Max ASP files cached: |250

— CGI Configurations

CiGl srpt timeout:  |200 zeconds

k. I Cancel Lpply Help

Figure 21 Application Configuration Process Options Tab

Documents Tab

It is recommended that the administrator always provide a default document that all users
will see when accessing the site(s). This helps prevent displaying the directory structure
of the site to a user unintentionally. This happens when the Directory browsing option is
left enabled. See Figure 22:

Default Web Site Properties x

‘web Site | Operators I Performance I 1S4P Filkers I Haome Directony I
D ocuments | Directory Securnty I HTTF Headers I Custom Errors

~I¥ Enable Default Document
Default.htm
m Default. azp Add...

Hemowe

—1 Enable Document Foater

i

I Browse...

Figure 22 Documents Tab
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Directory Security Tab

Security properties can be set at the web site, directory, virtual directory, or file level.
Directory level will be used here to describe the settings, but apply to whichever level you
are working with. See Figure 23:

Default Web site Properties " el

Web Site | Operators I Performance I |SAP Filters I Hame Directory I Documents
Directory Security HTTF Headers | Custom Errors | Server Extensions

Administration

—&nonymouz access and authentication control

! ; Enable anonymous access and edit the

authentication methods for this rezource. Edit |
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— |P addrezs and domain name restrictions

Grant or deny access to thiz resource using
IP addreszes or internet damain names.

Ed.. |

— Secure communications

Require secure communications and
enable client certificates when thiz

esOUICE g acceszed. ; .
Wiew Certifizate,..

Server Certifizate... |

Edit.. |

Ok Cancel Apply | Help |

Figure 23 Directory Security Tab

46 UNCLASSIFIED



UNCLASSIFIED

Anonymous access and Authenticated access — The options presented on this
property dialog box are described at the beginning of this chapter. See Figure 24:

BT

v éAnonymous access

Mo uzer name/pazsword required to access this resounce.

Aocount used for anonymals access: Edit... |

— &uthenticated access
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For the fallowing authentication methods, user name and password are
reguired when

- ahonymous access iz dizabled, or

- access iz restricted using MTFS access contral listz

[~ Basic authentication [password is sent in clear text]

Select a default domain: Edit.. |

[ Digest authentication for ‘Windows domain servers

V¥ Integrated ‘Windows authentication

F, Cancel Help

Figure 24 Authentication Methods Dialog Box

IP Address and Domain Name Restrictions - This option allows the administrator to
specify who can access your WWW site based on IP address. There are two options on
this property dialog box, Granted Access and Denied Access. Granted Access allows all
computers access to your resources except those specifically identified by IP address.
Denied Access restricts access to resources to ONLY computers with IP addresses
specifically listed, requests from any other computers are denied. Three options are
available when specifying computer IP addresses: single computer, where administrator
specifies a single IP address; Group of computers, where administrator specifies the
network ID and subnet mask; or Domain hame (a warning message appears stating this
option will cause a significant degradation in performance, due to the need to perform a
DNS reverse lookup on each connection request). See Figure 25:
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Figure 25 IP Address and Domain Name Restrictions

Secure Communications — This option is used to configure SSL features available on
the web server. This enables the encryption of all traffic between the client and server.
Once set up, visitors to your web site must use a browser capable of supporting secure
communications. Further detail on this topic can be found in Chapter 4.

Server Extensions Tab

IIS 5.0 allows remote authoring. For every applicable web site on the IIS server, it is our
strong recommendation that the enable authoring option be disabled. This feature would
allow the FrontPage product to make changes to a web page and upload the new page to
the server. See Figure 26:
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Default Web Site Properties 2x|

Web Site I Operators I Performance I I1SAP! Filters I Hame Directory | Documents |

: : : Y
Directom Security I HTTP Headers I Custam Ermors Server Extensions D
=
[ Enable autharing <.
Wersion control INone ﬂ )D>_ 8
: : | 3©
Perfarmance IUse custom zeftings ... j Sethings ... = 3
>
Client zcripting IJavaScript j 0 e@r
= Q
= =
Options g- a
Specify how mail should be sent Settings ... | g o
-]
[Eonfiaure [Mffice Eaollaboration features Sdminister ... | )
>
o

[T Don't Inherit Security Settings

™| Log authaoring actions
™| Manage permissians manually
™ Bequire 551 for sutharing

[werzion 4,02, 3408)

QK. I Cancel | Apply | Help |

Figure 26 Server Extensions Tab

Version control — Allows the administrator to keep track of who is modifying web
content, identifying any changes, and prevent one author's changes from erasing
another’s. If authoring is enabled, version control should be enabled as well.

Don’t inherit security settings — The ability is given to inherit or not inherit the security
settings of the global master properties (identified in Chapter 2). Although these options
are selected on the master property sheet, in the event that authoring is enabled, it is
recommended to explicitly set them again.

File Transfer Protocol (FTP)

FTP allows clients to transfer files to and/or from an FTP server. Although much of the
FTP functionality on the Internet is being replaced by the WWW service, FTP is still in
common use. It is recommended to configure the FTP server so that uploading of files to
the server is prohibited. If uploads need to be allowed to come into the server, create a
separate directory (a “drop box”) called \INCOMING to receive these files. Also, monitor
this directory regularly as part of your security policy.

Organizing FTP Directories

It is recommended that FTP directories be organized for the users. For FTP downloads,
the directory names should reflect directory contents. For example, device drivers could
be organized within directories with operating system names. Make sure FTP download
directories are configured for Read ONLY permission. Create a “drop box” directory for
temporary storage of files written to the FTP server. Files written to this directory should
be examined for suitability and security risk then placed in the directory for downloading
by others. Access to the “drop box” is limited to the Write permission for the anonymous
user's account. Conversely, the FTP directory configured for user downloads is set to
Read ONLY. This may be a little inconvenient because the anonymous users will not be
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able to look at files uploaded by others, but it will prevent them from altering or deleting
those files. This will also prevent unauthorized users from using your site to store illegal
software, pornography and hacking tools. A web site administrator should review files
uploaded to the drop box and place them in the Read ONLY directory for downloading by
others.

FTP Site Tab

Contains the same properties as the Web Site tab, but apply specifically to your FTP
service. The administrator can set the FTP site identification information, control the
number of connections, and set a connection timeout. It is recommended that the Enable
Logging option be selected and assigned a connection timeout value to allow better
control potential of DoS attacks and server resource consumption. See Figure 27:
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Default FTP Site Properties llil

FTP Site | 5 ecurity Accountsl Messagesl Hame Directoryl Directany Securityl

— |dentification
Dezcriphion: Default FTE Site
IP dddress: [l Unassigned) =]
TCP Fort [
— Connection
" Unlimited

% Limited Ta: I 500 connections
Connection Timeout: I EOD  zeconds

I+ Enable Logging

Active log farmat:

IWSE Extended Log File Format j Properties... |
Current Sezzions... |
0k I Cancel | Apply | Help |

Figure 27 FTP Site Tab
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Security Accounts Tab

This tab is used to configure anonymous FTP access and FTP site operators. It is
recommended that the Allow only anonymous connections box be checked to restrict
access to ONLY anonymous connections. When this box is checked, users cannot log on
with real wsernames and passwords, which are sent in the clear, preventing a possible
attack using the administrators account or another privileged account. Please note that
even with this option checked there is nothing to prevent a user from attempting to log on
with user name/password — this needs to be carefully factored into a decision to stand up
a FTP server. A user in the habit of entering a user name/password combination will
probably do so at the FTP prompt. Even though the connection attempt will be rejected,
the damage has already occurred as the password was sent in the clear. When users
log on anonymously they typically use their e-mail address as their password. The FTP
server then uses the IUSR_computername account as the logon account for permissions.
Integrated windows authentication is not available for the FTP service. The lower portion
of the property dialog box is used to designate which user accounts will be administered
to the FTP site. It is recommended that user accounts be used, since 1IS 50 does not
allow the inclusion of created local groups (unless it belongs to a domain, then the
administrator can include domain local/global/universal groups). See Figure 28:
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Default FTP Site Properties o 2 x|

FTP Site  Security Accounts I Mes&agesl Hame Directu:ur_l,ll Directary Sec:urit_l,ll

—¥ allow Anonpmous Connections

Select the Windows Uzer Account bo uze for anonymous access to this resource

Uzername: IILISFE_IISE-SEFWEH Browse. .. |

Pazsword: Ixxxxxxxxxx

¥ allow only anonymous connections

v allow 15 to contral password

—FTP Site Operataors
Grant operator privileges to Windows Uzer Accounts for thiz FTP gite only.

Operators: Administrators Add...

Femawe |

0k I Cancel Apply Help

Figure 28 FTP- Security Accounts Tab

Select the Allow IIS to control password option to match the anonymous FTP logon
user name and password (typically IUSR_computername) with the account created in the
users section of the Computer Management Snap-in. If IUSR_computername is not the
anonymous user account, make sure the anonymous user account defined is an account
on the local computer. This will help ensure that the web server is available if the domain
controller is inaccessible and the anonymous account is a domain account.
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Messages Tab

There are three types of messages that can be displayed to the user; Welcome, Exit, and
Maximum Connections. It is recommended that a Welcome message in the form of a
Security Banner be displayed to any user connecting to your FTP server. Exit messages
can be used to display notices to users upon connection termination. In the event the
maximum number of connections has been reached, the Maximum Connections
message can be used to notify the user of this event. See Figure 29:

Default FTP Site Properties e

FTP Sitel Securty Accounts  Messages | Hame Directnryl Drirectarny Securityl
—FTF Site Mezzages

Welcome:

"PLACE YOUR WARNING MEZZAGE HEERE"

Euit:
|"F'L.&CE YOUR E=IT MESSAGE HERE"

b amimunn Connections:

IMaHimum number of connections haz been reached, pleasze ty again later.

QK. I Cancel | Apply | Help

Figure 29 FTP - Messages Tab

Home Directory Tab

52

This is used to specify where the content comes from (either from a directory located on
this computer or from a network share located on another computer, URL redirections
cannot be specified). The local path to the directory, access permissions, and the style of
the directory listings that 1IS sends to the client can also be configured.

It is recommended that this directory have Read access ONLY. If your site requires users
to upload data, create two directories beneath the “ftproot” directory. One with Read
ONLY access to store data made available to all users for download, and one with Write
Only permission to be used as a “drop box” for users to upload data into. A web operator
could then be responsible for reviewing the data in the “drop box” prior to making it
available to all users in the Read ONLY directory. See Figure 30:
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Default FTP Site Properties ed |
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D
When connecting ta this resource, the content should come from: 2
% a directomy located on this computer )D>_ 8
" ashare located on another computer 3 (7]
— FTF Site Directony 5 5
Local Path: |D:\Inetpub\ftprnot Browse. . | 0 fﬂ-
=g o))
Q =
v Fiead g_ )
[ wirite g o
¥ Log visits >
Q
. - >
— Directony Listing Shyle o
UM =
& M5-005 @

0k I Cancel Apply Help

Figure 30 FTP - Home Directory Tab

Directory Security Tab

This tab (See Figure 31) will allow specification of who can access your FTP site based
on IP address. There are two options on this tab, Granted Access and Denied Access.
Granted Access allows all computers access to your resources except those specifically
identified by IP address. Denied Access allows ONLY those computers with listed IP
addresses access to your resources and denies all other requests. Three options are
available when specifying computer IP addresses: single computer; group of computers
(where the network ID and subnet mask is specified); or Domain Name (be careful when
choosing this option, a warning message appears stating this option will cause a
significant degradation in performance, due to the need to perform a DNS reverse lookup
on each connection request).

If there is a defined set of users that will be permitted to access the ftp directory, it is

recommended to select Denied Access. This will permit only specified computers access
to the data within the ftp directory and deny access to all others.
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Figure 31 FTP - Directory Security Tab

Simple Mail Transfer Protocol (SMTP)

IIS 5.0 includes an SMTP mail service used to transfer Internet messages between
servers. The SMTP service does not provide a POP server and is not intended for use by
end-user programs (i.e., Netscape Mail or Outlook Express). This service is fully
compatible with most SMTP servers and clients. This service is intended for use with
building Internet applications that utilize SMTP. This allows, for example, the server to
send a confirmation email message to a customer who submits a registration form. A
web server can also receive messages. This is useful in the event a mail message sent
by the server could not be sent. The web server could receive a non-delivery receipt
notifying a web administrator of the status of the message. A web administrator could
also setup a mailbox to collect customer feedback messages regarding a web site.
Because of this, the web server listens on the standard SMTP port (tcp 25), which makes
it vulnerable to attack. Shown below are dialog boxes available for configuring SMTP
properties. Access the dialog boxes by highlighting the SMTP site on the Internet Service
Manager and selecting properties on the Action pull down menu.

General Tab

This tab (See Figure 32) gives the administrator the ability to control several options of
the general SMTP server. Ensure Enable Logging is checked and configure the logging
properties as you would the services discussed previously.
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Figure 32 SMTP - General Tab

Access Tab

To access the Authentication dialog box, simply click on the Authentication button. The
authentication options are similar to those mentioned in the other services (See Figure
33). An explanation of each follows. Depending on the use of the server different
recommendations would be necessary, thus a single recommendation is not presented.

Anonymous access — Defined earlier in this chapter.
Basic authentication — Defined earlier in this chapter.

Requires TLS encryption — Selecting this option will encrypt the incoming messages to
the server using Transport Layer Security.

Default domain — To use Basic authentication a default domain will be appended to the
username supplied. This section gives you the ability to assign the default domain.

Windows security package — When using a mail client that supports this authentication
method, such as Microsoft Outlook Express (IE 5.0), the authentication is done in a more
secure manner. The Windows security package uses a cryptographic technique that does
not transmit the actual passwords across the network.
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The client and zerver negotiate the Windows Security Suppaort Provider
[rterface,

(] I Cancel Help

Figure 33 SMTP - Authentication Dialog Box

Microsoft SMTP Service supports the use of Transport Layer Security (TLS) for
encrypting transmissions. The use of TLS can be required for all incoming connections
through the Secure Communication section of the Access Tab. To use TLS for the server,
key pairs must be created and key certificates must be configured. Select the Certificate
button, which will allows the creation of a certificate request to send to a CA. Once the
certificate is received, the administrator can require encryption by clicking on the
Communication button of the Secure Communication section of the AccessTab. If the TLS
encryption will be used select the Require 128-bit encryption option shown below (See
Figure 34). This will maximize the protection of the data between the web clients and the
server from unauthorized view and modification.

Once a valid key certificate is inztalled, you can require that access take
place on a zecure channel,

¥ Fequire secure channel

Access can alzo be limited by the ztrength of the encroption. Select
this option only if 128-bit encopption s supported on this computer.

¥ Fequire 128-bit encryption

k. I Cancel Help

Figure 34 Security Dialog Box for SMTP
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The Connection dialog box can be accessed by clicking on the connection button on the
Access Tab from the SMTP Virtual Server Properties sheet. The connection box works
the same as the domain blocking from the WWW and FTP services. If this machine will
be an Internet server, then select All except the list below. If the server will only be
accessed from computers within your network domain, select Only the list below and add
your network class domain to the allowed list. See Figure 35:

Connection ﬂ

Select which computers may access this virtual server:
& Only the list below

&l except the list below

Compters:
Aoocess | IP Addrezs [Mazk] / Domain Hame
& Granted 192 168100 1
Add... | Femave |

OF. | Cancel Help

Figure 35 Connection Dialog Box for SMTP

The Relay button on the Access Tab for SMTP Virtual Server Properties provides the
capability to restrict which computers can drop off messages for relay to other SMTP
servers. Configuring this option is similar in concept to configuring the IP Address and
Domain Name Restrictions property. Select either Only the list below to allow only
specifically defined computers to relay through this service, or All except the list below to
allow all computers to relay requests. Be careful when configuring this option. Accepting
a request to relay could possibly allow spammers to forward mail through your server and
have it appear as though that is where it originated. It is recommended that you select
Only thelist below and not allow any exceptions. If the administrator chooses to allow the
server to become a Mail Relay, only allow authenticated computers by selecting the
option Allow all computers which successfully authenticates to relay, regardless of the list
above. Authentication is accomplished through Integrated Windows authentication or
Basic authentication set on the SMTP mail directory. See Figure 36.
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Relay Restrictions x|

Select which computer may relay thraugh this virtual server:

& Only the list below
Al except the list below

Computers:
Access | IP Address [Mazk] / Domain Mame
Add... | Femoyve |

[ allow all computers which successfully authenticate ta relay, regardless
of the list above.

0k I Cancel Help

Figure 36 Relay Restrictions for SMTP

To set authentication for outgoing mail, click the Outbound Security button on the
Delivery Tab located on the SMTP Virtual Server Property sheet. For outgoing mail, the
administrator can specify what authentication method will be required by the receiving
SMTP server and whether or not to use TLS encryption. Of course the
authentication/encryption choices must be compatible with the server at the other end of
the connection, which makes setting any security on outbound messages impractical if
the server is sending messages to a heterogeneous environment such as the Internet.
The specific options available on dialog box have been explained earlier in this chapter.

Particularly if operating over an Intranet and if your server is sending any type of sensitive
information, it is recommended to use at least minimum security such as Basic
authentication with TLS encryption. See Figure 37:
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Outhound Security : x|
% Anonymous access %
Ma uzer hame or pazaward required. _S‘
> 0
" Basic authentication % o
The paszword will be zent over the nebwork, in clear text uzing standard 55
cammands. o L
=8
[Mzer name: I Browse... | L5
o=
. S 0o
Fazzword: I S
QD
S
o

" Windows security package

The client and zerver negatiate the WWindows Securnty Suppart Provider

|nterface.
Bceount; I adifi... |
Fazzward: I

™ TLS encryption

k., Cancel | Help I

Figure 37 Outbound Security Dialog Box for SMTP

Security Tab

The Security tab allows the definition of a user or group responsible for managing this
service. Unlike the WWW and FTP services, there is the ability to create local groups to
manage user accounts. This local group can be included as an operator for the SMTP
server and is the recommended method. Note: If utilizing a domain and domain groups
do not utilize local groups here for ease of administration. See Figure 38:
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Administration

Default SMTP Yirtual Sserver Properkties "" ed b
General I Access I Meszages I Delivery I LDAP Fouting  Security |
Grant operator permizsions to theze Windows user accourts.
Operatars:
Administrators
EGR SMTPAdmins
Add... Femove
0K Cancel Apply Help

Figure 38 SMTP - Security Tab

Network News Transfer Protocol (NNTP)

60

IIS 5.0 includes an NNTP news service used to host USENET-style discussion groups on
an intranet/extranet. It supports multiple authentication methods, IP/domain blocking and
news feed downloads. Shown below are dialog boxes available for configuring NNTP
properties. Access the dialog boxes by highlighting the NNTP site on the Internet Service
Manager and selecting properties on the Action pull down menu.

General Tab - Make sure Enablelogging is selected. See Figure 39:
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Default NNTP ¥irtual Server Properties e |

General I.t'-‘u:c:eml Setting$| SE-'I:ul'it_','I

Default MM TP Virtual Server

t arme: IDefauIt MMTP Wirtual Server

P address:— f [l Unassigned) >|  Advanced..

— Connection

Configure the connection information used by this T |
TES0UICE.

—Iv Enable logging

Active log format;

Properties. .

Extended Log File Format

Path header: I

0k I Cancel Apply Help

Figure 39 NNTP - General Tab

Authentication Methods dialog box — See Figure 40. This box can be reached by
clicking the Authentication button on the Access Tab from the NNTP Virtual Server
Property Sheet. This sheet gives the ability to choose the authentication method to use
for clients connecting to your news server. Due to the nature of news messages and the
ability to post messages using falsified information, it is highly recommended that the box
for Allow anonymous be cleared if the news server is outside the security perimeter (i.e.
firewall). This is often an overlooked feature and causes a company to allow the whole
world to use their news server to post messages (including vulgar, explicit material and
also pirated software). If the news service is being allowed for only internal users, put the
server inside the security perimeter (i.e., firewall, border router) and then select the option
for authentication that is compatible with all the clients that you use. If the administrator
has the ability to obtain a server certificate, SSL would be an excellent choice, this way
there is less dependence on the client platform.

By using authentication other than anonymous, there is better granularity over the
material that different users or groups of users can see. This allows easier administration
and the ability to customize discussion groups for specific departments and or special
project groups.
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Administration

Authentication |

Select one or more Authentication Methods for this resounce:

[ Allow anonymous

Mo uzermame or pazzword required to access this resource

Anonymous. .. |

¥ Basic authentication [Password is sent in clear text]

Username and pazsword required when:

* Allove Anonymous 1z dizabled

*Access iz restricted using MTFS Access Contral Lizts
v ‘windows security package

Uszemame and password required when:
* Allove anonyrmous is dizabled
* Access iz restricted using MTFS Access Contral Lizts

[ Enable 55L client authentication [requires server certificate]

I™ | Flequire 551 client authentization

I™ | Enable client certificate mapping to tindows user accoutts

Secure sockets lapen 3.0 client certificate required|te aceess this
resaurce, Client mappings maps client certificates to 'Windows wser
ACCOumtE,

Llient Mappings... |

0k, | Cancel Help

Figure 40 NNTP Authentication Methods

The Connection dialog box (See Figure 41) can be accessed by clicking on the
connection button on the Access Tab from the NNTP Virtual Server Properties sheet. The
connection box works the same as the domain blocking from the SMTP, WWW and FTP
services. If this machine will be an Internet server, select All except the list below. If the
machine will be used by computers within your network domain, select Only the list below

and add your network class domain to the allowed list.

Connection

Select which computers may access thiz virtual server:

& Only the list below
™ Al except the lizt below

Computers:

Arccess | IP Address [Mask] / Domain Mame

Py Girarited | 192.168.0.0 [255.255.0.0]

Add... Femove |

k. | Cancel | Help

Figure 41 NNTP - Connection (domain blocking)
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Settings Tab

On the Settings tab (See Figure 42) there are several customizable features for size of
messages, who is allowed to post, server pulling, and SMTP server and moderator
information. There will be two aspects of this screen discussed.

The Allow serversto pull news articles from this server is an important option, especially if
the machine will be located outside the security perimeter. It is recommended that this
option be cleared. This will stop messages posted to the server from being propagated
throughout the world’s NNTP servers. This is especially true if it is used for internal
messaging. If users and news feeders will not be allowed to delete news groups or
messages, it is recommended to clear the Allow control messages check box. Malicious
users have been known to use control messages to create problems with mis-configured
or unpatched news servers.
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Default NNTP ¥irtual Server Properties an e |

Generall Aocess  Settings | Securit_l,ll

¥ allow client posting
[ Limit past size [KB]: 1000 =
v Limit connection size [MB]; 20

v Allow feed posting
[ Limit past size [KB]: 1500 -

U

v Limit connection size [MB]: a0

o]+

[ Allow servers to pull news articles from this server
¥ allow control messages

SKMTP server for moderated groups:

Default moderator domain:

Adrministratar Ernail account:
IAdmin@Eorp.com

Ok I Cancel | Apply | Help

Figure 42 NNTP - Settings Tab
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Security Tab

Re) The Security tab (See Figure 43) allows the definition of a user or group responsible for
% managing this service. Unlike the WWW and FTP services, there is the ability to create
c ~ local groups to manage user accounts. This local group can be included as an operator
-2 o for the NNTP server and is the recommended method. Note: If utilizing a domain and
S § domain groups do not utilize local groups here for ease of administration.
7B
< < Default NNTP ¥irtual Server Properties A x|
E -

8 -<O[ Generall .t’-‘n.ccessl Settings  Security |
o
E Grant operator permizzsions to these Windomws uzer accounts,
[} :
N Operators:

Adrninigtrators

B HNTPAdmins
Add... Hemove

Ok Cancel Apply Help

Figure 43 NNTP - Security Tab
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Recommendation Checklist for Chapter 3:

WWW Properties

O Remove IUSR_computername logon as a batch job and access this computer from the
network user rights, (if required, implement workaround)

Identify need for SSL

Identify IP address/groups or Internet domains for restrictions, if any
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Organize directory structure for file types (html, ASP, scripts, executables)

0 Set NTFS permission for the WebUsers group. Use this group for all
permissions with NTFS

Web Site Tab

O Ensure Enable logging is selected
Operators Tab

Q Include local accounts of persons to administer site(s), or domain groups
Home Directory Tab

O Html, ASP have READ access

Scripts, executables have Script or Scripts and executables access only, NOT READ

O Disable (uncheck) Directory browsing option
O Disable (uncheck) Script source access option
Q Ensure Log visits is selected

Ensure None is selected for the Execute Permissions drop down box
App Options tab (from configuration button)
O Enable session state and timeout
O Set session timeout period
O Disable (uncheck) Enable parent paths
Process Options Tab (If using application protection in high {Isolated} mode)

O Enable Write unsuccessful clients requests to event log
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Documents Tab

O Provide a default document for all web sites
Directory Security Tab

Q If using Basic authentication: Implement SSL

Q |If any site hosted by this server will NOT allow Anonymous access, Disable
(uncheck) Anonymous access, under Authentication methods and select appropriate
authentication method

O Set any IP/Domain name restrictions that will be utilized to protect the site(s)

Administration

Server Extensions Tab
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O Disable (uncheck) enable authoring on web site(s)

If authoring is permitted
0 Select Don't inherit security settings

o Enable Log authoring actions, Require SSL for authoring and Manage
permission manually

FTP Properties

O Configure so uploading is prohibited
O Organized directory structure for users
O Assign all NTFS permission for the FTPUsers group
Q All download directories are read only
If upload is necessary
o Create DROPBOX directory and give write permissions only
FTP Site Tab
O Set appropriate number of connections for max users on FTP server
O Set maximum seconds for timeout (inactivity), 600 seconds is reasonable
O Ensure Enable logging is selected
Security Accounts Tab
Q Ensure Allow Anonymous Connections is selected

O Select Allow only anonymous connections
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Messages Tab

Q Putin Warning banner for welcome message
Home Directory Tab

Q Ensure Log visits is selected

Q Ensure read only permissions for the ftproot directory (I1IS permissions)
Directory Security Tab

O Define the set of IP/domain name restrictions for the FTP site(s)

SMTP Properties

General Tab
O Ensure enable logging is selected
Access Tab
Authentication
o Enable the required authentication method
If TLS is selected
Communications
0 Select Require secure channel
0 Select Require 128-hit encryption
Connection
o Define the set of IP/domain name restriction for the SMTP server if required
Relay
0 Select Only the list below

o Deselect Allow all computers which successfully authenticate to relay,
regardless of the list above

Delivery Tab
Outbound Security

0 Set appropriate authentication, use at least Basic authentication, include TLS
encryption (requires certificates) if possible
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Security Tab
QO Addthe SMTPAdmins group for Operator privileges

NNTP Properties

General Tab
O Ensure Enable logging is selected

Access Tab

Administration

Authentication

If being used outside of a security perimeter (i.e. firewall)
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o Disable Allow Anonymous

O Use of SSL is recommended, especially with Basic authentication (requires
certificates)

Connection
0 Select Only the list below and add your network domain
Settings Tab
O Disable (uncheck) Allow servers to pull news articles from this server
O Disable (uncheck) Allow control messages
Security Tab
O Add the NNTPAdmins group for Operator privileges
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A

Additional Security Services

This chapter contains information on how to configure auditing in 1IS 5.0, the use of
Certificates, and a couple of final security issues.
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Auditing

NOTE: If the server is a member of a domain, work with the
domain administrator to ensure that group policy does not
override the web server’s audit settings.
—gd

In addition to the audit settings described in the set of NSA Windows 2000 Security
Guides, IIS logging should be enabled to enhance security auditing of the IIS
environment. IIS logging tracks IIS -specific events related to HTTP/FTP/SMTP traffic in
and out of the server. NNTP only offers general logging, not additional extended logging
like the others. Included in the log is IP address information that is not available through
Windows 2000 logging and auditing mechanisms. Actively reviewing and correlating IIS
logs can identify the following suspicious activity:

B Multiple failed commands
B Attempts to upload files to directories configured for executable content
B Attempts to access non published .bat or .cmd files and subvert their purpose

B Attempts to send .bat or .cmd commands to directories configured for executable
content

B Excessive requests from a single IP address, attempting to cause a denial of service
attack

IIS logging is configured through the Services Web Site Properties dialog boxes of each
service (WWW, FTP, SMTP and NNTP) by selecting the Properties button (see Figure 44).
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Default Web Site Properties 2] x|

Directory Security I HTTF Headers I Custom Ermrors I Server Extensions
weh Site | Operators I Performance I |54P Filters I Home Directory I Documents

—w'eh Site [dentification

Description: IDefauIt Wieh Site

IP Address: I[AII Unassigned) j Advanced... |
TCF Part; IEU 551 Part: I

— Connections
= Unlimited

= Limited To: I 1,000 | connestions
Connection Timeout: I E00 seconds

¥ HTTP Keep-dlives Enabled

—¥ Enable Logging

Active log format:

|w/3C Estended Log File Format x| Properties.. |

0k I Cancel | Apply | Help |

Figure 44 1IS Logging Configuration Example

Below are some suggestions for configuring auditing as it pertains to IIS data:

®  Move and rename the IIS Log Files directory. This can increase the difficulty
unauthorized users experience while trying to cover their tracks.

B Full Control access to the 1IS Log Files directory should be limited to SYSTEM and
Administrators ONLY (or whichever group is created to manage auditing on your
system). No other accounts should be given access.

B Create Files/Write Data, Create Folders/Append Data, Delete Subfolders and Files,
Delete, Change Permissions, and Take Ownership are critical events for WWW
content directories. They should be audited for success and failure in the Windows
2000 audit facility.

Extended Logging Properties — (See Figure 45) The following configuration is
recommended, including the items in your IIS 5 logs.
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Extended Logging Properties ' ! |

Gieneral Properties | Estended Properties

—Mew Log Time Period
" Hourly

% Daily

" weekly

" Monthly

" Urlimited file size

" when file size reaches:

I'IEI E ME

[ Use local time far file naming and rallover

Lag file directany:

IWinDil%'\System32\LogFi|es Browse... |

Log file name: W35V C1 vesyymmdd.log

0K I Cancel Apply | Help |

Extended Logging Properties |

General Properties  Extended Propertiss

— Extended Logaing Options

Time [ time ]

Ewtended Properties

- ] Client IP Address [ c-ip )

- [wf] User Mame [ ca-usemame |

- [] Service Name [ z-sitename |

- [] Server Mame [ s-computername |
- [w] Server IP Address [ sip)

- W] Server Port [ s-port )

- [w] Method [ cs-method

- [wf] URI Stem [ ce-uri-stem |

- [w] URI Query [ ce-uni-guery |

- [wf] Protocol Status [ sc-status |

- [C] Win32 Statug [ scowind2-status | LI

[ B T S [

N1 I Cancel Aol | Help |

Figure 45 General and Extended Properties
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B Date and Time event occurred
B |P Address of the client

B Username (this is likely to be IUSR_machinename) accessing your site — this is very
useful because this data does not appear in the NT log files

B HTTP method used to access your site

B URI Stem - the resource accessed by the client (HTML page, script, or ISAPI
application)

B URI Query - the query the client was making
B Status of the request
®  Time taken to process the request

B URL of the last site visited by the client

Certificates

72

A more detailed description of how certificates and certificate authorities are implemented
is available in a separate document entitled Guide to the Secure Configuration and
Administration of Microsoft Windows 2000 Certificate Services and available via the
same media in which this guide was delivered. The book entitled Administering 1IS 5.0 by
Tulloch, M., Santry, P. gives agood description of how to implement the use of a
certificate manager within your IIS environment. The following section provides a brief
description.

If the system requires the use of SSL for secure communications between your clients
and server, a server certificate must be installed and the client must have a browser that
can support secure communications. Authentication, confidentiality, and data integrity
can all be obtained with the use of digital certificates and SSL. A certificate is created by
a certificate authority (CA). It is made up of a public key for cryptographic use, a validity
interval, serial number, name, and certificate class.

The Certificate wizard is the tool used to manage certificates in the 11IS 5.0 environment.
The Certificate wizard can also be used to export and backup your IIS server
certificate(s). It is used to configure background information that will be needed to apply
for a digital certificate and create the required files. The Certificate wizard can be
accessed through the Secure Communications Server Certificate button of the Directory
Security Tab of the Server and Web Site Properties dialog boxes.

The following tasks are performed through the Certificate wizard, different options are
available depending on if you have an existing certificate or not:

B Create a new certificate

B Assign an existing certificate

B Import a certificate from a Key Manager backup file
B Renew the current certificate

B Remove the current certificate
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®  Replace the current certificate

Once the site has been configured to use certificates, activate the SSL security on the
server using the ISM for the site that requires secure access. See Figure 46;

Secure Comin

—Iv Require secure channel [S5L)

™ Require 128-bit encryption

— Client certificates

' |gnore client certificates
" Accept client certificates
£~ Require client certificates

[ Enable client certificate mapping

Client cerificates can be mapped to Windows uzer

accounts. This allows access control to rezources ;
uzing client certificates. Edit:..

[ Enable cedtificate tust list

Currest ETL: ﬂ

Wew. | Edi. |

0k | Cancel | Help |

Figure 46 Configuring Site to Require SSL

Web site developers can use scripts and client side certificates to control access to the
site. 1IS supports the mapping of client certificates to specific Windows 2000 user
accounts. This allows more control over published content on the web. Organizations can
authenticate users who logon with a client certificate by creating mappings that relate
information contained in the certificate to a Windows 2000 user account. Using the IIS
certificate-mapping feature, administrators can either map a specific user's client
certificate to an account (a one-to-one mapping — See Figure 47) or map multiple
certificates to a single Windows 2000 user account (a one-to-many mapping — See
Figure 48). IIS also supports wildcard mapping. To map multiple certificates to a single
Windows 2000 user account, administrators define wildcard-matching rules that create a
mapping by verifying whether a certificate contains certain items of information. For
example, an administrator could define a matching rule that automatically maps any
certificate issued by a particular organization to a user account, rather than creating a
separate mapping for each client certificate.
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Account Mappings

1-ta-1 I Waty-to-1 I

Edit “one to one' mappings. E ach individual certificate iz mapped into a specific Windows account. “ou can choose to
map multiple certificates into the same account, but a separate mapping entry must exist for each.

— Subject
MSA
C43
Bill ¢ alker
us

M aryland

Litathicurn

— lssuer
MNSA

C43
us

Edit kMap... Add.. Delete

ak. I Cancel | Apply | Help

Figure 47 1-to-1 Account Mapping Dialog Boxes

Account Mappings g

J4g]  Many-to-1

When a client certificate iz prezented, thege matching rules will be examined in the order in which they appear below.
Upon the first match, the user will be logged inta the associated Windows user acoount.

[ Enable ‘Wildzard Client Certificate Matching

| Rule Dezcription | apped 'windows Account |
“ Map all Users to Anonpmous account 1155-SERVERMIUSR_IISS-SERVER
fef e g |
Fmve Do |
Edit Bule.. Add.. Deletz |

ak. I Cancel | Lpply | Help

Figure 48 Many-to-1 Account Mapping Dialog Box
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To utilize account mapping the following must occur:

B The web server must have a certificate and utilize SSL (see below for more
information)

B The client must have a certificate (submit a request with the same procedure as the
server)

B Both of these certificates must be installed properly (refer to the Guide to the Secure
Configuration and Administration of Microsoft Windows 2000 Certificate Services)

B A copy of the client’s certificate must be located on the web server (export client’s
. cer certificate and place on web server)

B Mapping must be added as necessary

To add a one-to-one mapping: Open the properties dialog box for the appropriate web
site, click the Directory Security Tab, click edit under the Secure communications section,
Enable client certificate mapping by selecting that option and click edit in that window. In
the 1-to-1 dialog box (See Figure 47), click Add, browse to the clients certificate file that
was brought over to the web server, create a Map Name, identify the account to
associate with that user and identify the already existing password for that account, click
OK. To create a many-to-1 mapping the steps are similar to those for a 1-to-1 mapping
(See Figure 48).

Server certificates will be obtained in accordance with your organization’s security
policies. For example, in the Department of Defense, the DoD Public Key Infrastructure
will supply server certificates. Given the diverse nature of the audience for this document,
the exact procedures for obtaining a server certificate cannot be specified. However, the
following is an illustrative example d how IIS interacts with Microsoft Certificate Server
2000 to obtain a certificate.

EXAMPLE: The Certificate Services setup program available on the Windows 2000
Server and Advanced Server CDs installs the Certificate Server files and the web-based
administration tools. Certificate Server runs as a Windows 2000 service and is configured
by default to run automatically under the System account when the Windows 2000 Server
system boots. A few steps need to be taken to allow your server to perform client
authentication and for clients to perform server authentication.

B Certify the server — The process of becoming certified takes place between your
server and a CA.

B Client certificate enrollment — A client submits a request to the server for a certificate
and then installs it in the client application.

These steps are accomplished by using the Certificate Server Certificate Enroliment
Tools dialog box. Open the Certificate Server Certificate Enrollment Tools dialog box by
opening Internet Explorer on C: \ W NNT\ Syst emB2\ Cert Srv\ (or the appropriate URL
if accessing a certificate server over the network). It is a Web-based enroliment control
used to perform the tasks listed. See Figure 49:
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/Z Microsoft Certificate Services - Microsoft Internet Explorer - 1Ol =l

J File Edit “iew Favorites Tools  Help

J Back ~ = - () fat | i@ search GFavorites  £History ||%. =]
J.ﬁ.ddress I@ http:{flocalhost/certsry) j En |JLink5 e

Microsoft Certificate Se s - TheBomb

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other
secure program. Once you acquire a cerificate, you will be able to securely identify
yourself to other people over the web |, sign your e-mail messages, encrypt your e-mail
messages, and more depending upon the type of certificate you reguest.

Select atask:
 Retrieve the CA certificate or certificate revocation list
% Request a certificate
 Check on a pending certificate

=
|@ Dane ’_ I_ Local intranet S

Figure 49 Web Interface to Certificate Request

NOTE: Once SSL and the use of certificates are configured
for your site, clients must access the secure content using
HTTPS. Clients can communicate with both secure and non-
_— secure HTTP servers. However, files and directories

configured to require SSL would not be passed to clients that
do not use HTTPS in their URL.

[\

Once the server has been configured to use SSL, it is recommended it also be configured

to only use SSL 3.0 protocol to secure the communications channel for HTTPS requests.

This can be accomplished through changes in the registry. If this is not configured, IS will

attempt to secure the channel with one of its supported protocols in the following order:
PCT 1.0, SSL 3.0, and then SSL 2.0. To prevent the use of PCT 1.0 and SSL 2.0, create
a new REG_BINARY value in the server subkey of the protocol and set it to 00. The
following steps for completing this recommendation can also be found in Microsoft
Knowledge Base Article 187498.

1. Click the Start menu, point to Run and type regedt32 in the Run dialog box. Click

OK
2. Locate the following registry key:
Hkey_Local_Machine\System\CurrentControlSet\Control\SecurityProviders
\SCHANNEL\Protocols\protocol\Server (replace protocol with the protocol to
disable)
In the Edit menu, click Add Value to create a new REG_BINARY value called
Enabled in the Server subkey.
Choose REG_BINARY in the Data Type drop down box.
In the Value Name box, type Enabled and click OK.

w

No oA

Perform steps 2-6 to disable each undesired protocol. Restart the server.

UNCLASSIFIED

In the Binary Editor, set the new key’s value to 0 by entering 00000000. Click OK
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It is recommended the same steps be performed to limit the available ciphers on the
server. In step 2 above, locate registry key
Hkey_Local_Machine\System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\
Ciphers.

Select the cipher to disable (recommend disabling all ciphers except RC4 128/128 and
Triple DES 168/168, if possible) and perform steps 3-6 above then restart the server.

Many-to-One Certificate Mapping Weakness

Internet Information Services (IIS) 4.0 and 5.0 can allow the mapping of SSL client
certificates to Windows NT (IIS 4.0) or Windows 2000 (1IS 5.0) user accounts. In order to
do this, a certificate authority (CA) or CAs must be present in the physical store for
Trusted Root Certification Authorities of the Local Computer. CA certificates are used to
validate certificates used for certificate mappings. A possibility exists whereby a rogue
CA can issue certificates that replicate client certificates of a peer or its peers and thus
gain unauthorized access to restricted resources on a web site. The issue can be
mitigated in IS 4.0 without too much administrative over-ahead and minimal risk, i.e.,
limited to a CA'’s subordinate CAs if the CA does not apply name constraints. However,
addressing the issue in IS 5.0 requires significant administrative over-head. When
reviewing this document, keep in mind that a CA’s policies and practices may negate any
need to address the issues raised. These documents should be reviewed before making
any decision.
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For full details, please see Appendix B - Implementing 1IS 4.0 and 5.0 Many-to-One
Certificate Mappings.

Script Mappings

The |IS web server is configured to support many different common filename extensions,
which allows it to serve pages using a variety of different application . dl | files (See
Table 2). Some examples of this include . html, .asp, .shtm and .shtm Many
web servers are used only for static pages such as . htnl, so there is no need for
including these other mappings. The mappings that the server does not utilize should
be removed. This will prevent any potential vulnerability in those . dl | files, such

as buffer overflows, from affecting the security of your web server.

A good example is the . ht r entry. This entry is used to do web-based password resets

and this is a default mapping. If this functionality is not being used, it should be removed,
just like all other non-utilized features. If a need arises in the future to add some
functionality, the mapping can always be added later.

Here are some references along with their uses:

Extension Use
.htr Web-based password resets
.idc Internet Database Connector

.stm.shtm.shtnl Server-side Includes

.printer Internet Printing
. cer Represents a certificate
. cdx Active Channel Definition File
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. asa Active Server Application

.htw, ida, .idg Index Server

Table 2 Script Mapping - File Extensions and Uses

To access the script-mapping screen, open the ISM, right-click the web server and
choose properties. Select the WWW service, click edit, go to the Home Directory Tab
and click on Configuration.

WARNING: To prevent the .printer mapping from returning after a
system reboot, disable web printing by modifying the Web Based

é Printing policy in the Group Policy snap-in. It is located under Computer

- Configuration-Administrative Templates-Printers. Also, be sure to check

the domain policy if the IIS server is accepting policies from a domain.
To verify, the following key should exist if web printing is disabled:
“Key=HKLM\Software\Policies\Microsoft\windows NT\printers
Name=DisableWebPrinting Type=REG_DWORD Value=0x1".

IPSEC Filtering

This feature is part of the operating system, but due to its importance it is felt that a brief
description and recommendation is necessary. First and foremost, your organizational
policy should dictate ports and services that are and are not allowed. For most DoD
organizations the policy states all ports not specifically permitted and required for the
mission are to be denied. Once the operating system is installed and the web server
configured, filtering out all the ports and allowing only those required is recommended.
This will help to deter any potential vulnerability against ports and services that are not
required for the web servers to operate.
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Using the MMC, the IPSEC module can be loaded and configured to block all port access
with one rule (See Figure 50). For each service or port required additional rules must be
added to allow communication.

‘fti IPSEC - [Console Root'\IP Se: _ol x|
J% Console  Window  Help |J D = H | |_|— _lﬁl il|
|J Ackion  View  Faworites |J - = | | | @ “ ﬂi ﬁ: |

Mame  / | Description

Client (Respand Only) Communicate normally (unsecured). Use the default respons
Secure Server (Require Security) Far all IP traffic, abways require security using Kerberos trusl
Server (Request Security) For all IP traffic, always request secority using Kerberos trus
Web Server

4] | |
|

Figure 50 IP Security Policies on Local Machine

Tree I Favarites |

(L Zonsole Rook
g IP Security Policies on Local Machine

In Figure 51, all ICMP and IP traffic has been blocked and all the specific traffic that is
allowed by the server has been permitted. It is important to note that the IPSEC traffic
filters are not applied sequentially (as seen in the list); the most specific filters are applied
first.
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Web Server Properties 21l

Rules | General |

Security miles for communicating with other computers
|P Secuity Rules:
I Filter List | Filter ction | Authentication... | Tu
W80 traffic Permit Kerberos Mc
SSL-Traffic [443] Perrmit Kerberos M
SMTP-Traffic [25] Permit Ferberoz K[
MMTP-Traffic (119)  Permit Ferberoz K[
FTP-Traffic: [21] Perrmit Kerberos M
AllP Traffic Deny F.ertberns & [
Al CHMP Traffic Deny Ferberoz M
O <Dynarnic: Default Response Kerberos M
1] | 2+
Add.. Edi... | Remove | ¥ Use &dd ‘wizard

Cloze I Cancel | Apply |

Figure 51 IPSEC Filtering

This sample configuration blocks all traffic to the web server, except, TCP ports 80
(WWW), 443 (SSL), 25 (SMTP), 119 (NNTP), and 20-21 (FTP).

Use caution when implementing IPSEC filtering. Make sure that every service that will be
required is identified and a filter applied for it. If not, and these rules are implemented,
those services will not be available to clients. This also includes ports required if the web
server is participating in a domain.

Finally, note that use of a firewall or filtering router may also be prudent. For example, if
the 1IS server is a part of a domain it will be necessary to open additional ports on the IIS
server but those ports should be blocked from access by untrusted networks (e.g.,
Internet).

The lISLockdown Tool identified in Appendix A utilizes IPSEC filtering as part of its lock
down. Please note the cautions identified in the tools section.
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11S Default Samples and Printers

Disable or Remove All Sample/Printer Applications

There are several directories and utilities in the default installation of 1IS that are
designed to highlight the capabilities of the server, see Table 3:
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Sample Virtual Directory | Location

IIS Samples \lISSamples %systemdrive%\inetpub\iissamples

I1IS documentation \lISHelp %windir%\help\iishelp

Data Access \MSADC %systemdrive%\program files\common
files\system\msadc

Web Printing \printers %systemdrive%\WINNT\web\printers

Table 3 Directories and Utilities of Default Installation of [IS Samples

During the installation of IIS, the administrator had the ability to not install the samples,
but by default they are selected to be installed. The access to the samples is setup by
default to only be accessible to the localhost (i.e., 127.0.0.1) via the web browser. Even
though this is the case it is recommended to remove or disable the samples if and when
they are no longer required.

To stop the \printers web page from restoring itself upon reboot, do the following: delete
the virtual folder in the ISM, open windows explorer, go to %systemdrive%\winnt\web and
right-click. Choose properties on that folder, remove all entries in the ACL except
Administrators and SYSTEM. Add the “WebUsers” group, and select the box for “Deny”
under “Full Control”. Now, whenever the system reboots, the printer web page will not
automatically restore itself.

Operating System Directories and Executables

Remove or Set ACL’s and Auditing on All Problematic Files and Directories

After the installation of IIS, and the user group memberships have been completed, there
is a need to lock down access to certain files and directories. To accomplish this, add the
“WebUsers” group to the ACL of the directory or file (in the windows explorer right-click
the directory or file, click properties, click the security tab). Next, set that group’s “Full
Control” access to “Deny”, this will put check marks in all the deny boxes for all the
different types of access. As noted earlier, the IUSR account is also a member of the
Users, Authenticated Users and Everyone group, so any directory or file that they have
access to the IUSR account has potential access to. By using the Deny permission on
the WebUsers group, the IUSR access is restricted and thus cannot access those files or
directories because the deny permission always overrides the permit permission.

This type of access control will prevent unauthorized persons from gaining access to
sensitive information or execute programs that allow further system exploitation. By
hindering the ability to access these files you are extending the protection of the system
and eluding potential compromise.
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Besides setting ACL’s, auditing of these files is also highly recommended. In the case
that ACL's are bypassed (i.e. a buffer overflow causing SYSTEM level access), auditing
will allow the administrator to identify the illegal file access and restore the system before
further compromise is possible. Table 4 shows the recommended files and directories to

set ACL’s and auditing for.

Directories

Files

%systemdrive% (i.e. C:\)

%systemroot% (i.e. C:\WINNT)

%systemroot%)\

Explorer.exe, Regedit.exe, Poledit.exe,
Taskman.exe

%systemroot%\system

%systemroot%\debug

%systemroot%l\installer

%systemroot%\repair

%systemroot%\security

%systemroot%\system32

%systemroot%\system32

at.exe, cacls.exe, cmd.exe, command.com,
cscript.exe, debug.exe, edlin.exe,
finger.exe, ftp.exe, ipconfig.exe,
krnl386.exe, nbstat.exe, net.exe, netl.exe,
netsh.exe, posix.exe, rcp.exe, regedt32.exe,

regini.exe, regsvr32.exe, rexec.exe,
rsh.exe, runas.exe, runonce.exe,
srvmgr.exe, sysedit.exe, syskey.exe,

telnet.exe, tftp.exe, tracert.exe, usrmgr.exe,
wscript.exe, Xxcopy.exe

%systemroot%)\system32\dlicache

%systemroot%\system32\drivers

%systemroot%\system32\inetsrv

%systemroot%\system32\inetsrv

iissync.exe

%systemroot%)\system32\0s2

%systemroot%\temp

Table 4 Directories and Files for Auditing and ACL's
! Apply to directory only, NOT ALL FILES and SUBDIRECTORIES.

2 Apply to these files.
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Recommendation Checklist for Chapter 4:

Move and rename the IS Log Files directory

Full Control access to the 1IS Log Files directory should be limited to SYSTEM and
Administrators.

Q Write, Delete, Change Permissions, and Take Ownership audited for success and failure.

Extended Properties
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a Date

Time

Client IP Address
Username

Server IP Address
Server Port
Method

URI Stem

URI Query

Protocol Status

0O 0000 D0 0 o0 O

Time Taken
Q Referrer
Remove unnecessary script mappings
Implement IPSEC filters
Remove all Sample pages/directories/sites

Implement ACL’s on operating system directories and files

0O 0O 0O 0O O

Implement Auditing on operating system directories and files
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Backup Procedures and Antiviral Precautions

This final chapter of the Guide to the Secure Configuration and Administration of
Microsoft Internet Information Services 5.0 deals with backup procedures and antiviral
precautions.
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Backup Procedures

It is very important to include a disaster recovery policy in your site’s security plan. There
are several ways to backup the data provided to clients from your server. Automatic
backups, such as disk mirroring or disk duplexing, where you have a complete copy of
the server’s hard drive that can go online in the event the primary drive goes down, and
manual backups. It is recommended that you do not rely on disk mirroring or duplexing
exclusively. This strategy only protects against a single drive failure. In the event of a
multiple disk failure, you must have other backups to recover. Here are some things to
consider when implementing your backup strategy:

®  How often does the server content change?
B How long can your site go without providing services to clients?

B Members of the Backup Operators group should have special logon accounts
(additional account used only for backups, example b.username) when performing
backups. Backup privileges should not be assigned to regular user accounts.

B Consider keeping a set of backups offsite in the event of a natural disaster.

B Make a set of backups before and after any maintenance to the web server. This
includes any software/hardware changes to the system.

B |tis very important that you make and TEST your backups regularly.

B Make sure that NTFS permissions are intact when a restore is done from a backup.

Antiviral Program

There are numerous public sector sources for information on antiviral products. A
suggested starting point is the International Computer Security Association at
http://www.ncsa.com. This web page contains a lot of generic information about viral
solutions and hot links to the major vendors.

Implement a robust anti-viral program as part of the security policy for the IIS
environment.
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11S 5.0 Security Configuration Tools

This section will identify some of the available 1IS 5.0 security configuration tools.
Microsoft offers these tools, which assist the user in configuring the security settings of
their 11IS 5.0 web server(s). If this guide has been implemented, then use of these tools is
not necessary; however, some users may find the tools useful for automating certain
aspects of IIS security. If using these tools, please note the associated warnings
applicable to some of the tools and described below.
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lISperms (“What If” Tool)

lisperms.exe (Figure 52) is an unsupported, downloadable tool from Microsoft that can
assist in troubleshooting security issues with IIS. This tool is a small graphical web page
that allows the choice of setup type (not all possibilities available). If the desired setup is
not listed, the tool will make assumptions and display a small graphic to represent what
resources your clients can access. Further information can be found at
http://support.microsoft.com site, knowledge base article KB229694.

7h 11 P ermiszinns “Hhat 1P - Micssnlt Inbemet Euplore; E 2101x]
Fle Bl Wew Faeokes Todk  Hdp -
- = @ (3] @ DSesch GiFaarbao (PHeioy | Ghe 2§
| Mde—ssli:.!_' OilProgran Fhs‘:ll:!’-’!ﬂﬂ:-'ﬂ_:un:l:hﬂe-itll _:_: oo | Links )
e
Micresoft” i
I&n&t Information Services

The Intarnet Infermation Services Security "What If" Tool (v1.00.0050)
By Michasl Howard, 115 Secusity Progeam Manages ke oo soft, com )

This simple kool will halp you determine what browsers, platformns, authentication schemes and server

configurations will allow you ko aoccess & remote resource. (Clid: bere for more information. )
=] ’ L A

BrOwWERH! (Intes et Explaer 4 |

Client O5: Nindows 33, NT 3 MT40 3|

Scenario: Internel =

Web Servers 15 aowindows NT 40 =l

web Auth Aramymous (with password sench anablad) _'_'_!

Sohweme:

Check. Fesal

Gomiment; Anongaous such wich I;n_'sun:ﬂ =rnch CARROC -:Iele-qn:.': Crefentiala To B I=wOTE Jecwer. Disanling |
pazauard ayheh will erable dalagacion Kowewer .

|4

| Do A Wy Campier

Figure 52 lISPerms "What If* Tool Interface
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HISECWEB.INF (Policy Template)

86

A self-extracting .exe file called hisecweb.exe can be downloaded from the Microsoft site
that contains a policy template for securing an IIS 5.0 web server. After downloading and
extracting the hisecweb.inf file into the %systemroot%\security\templates directory,
launch the Security Configuration and Analysis tool. Load the hisecweb.inf template
into the tool and review the default policy settings to see if they match your policy and
needs. See Figure 53:

:m Consolel - [Console Root'Security Configuration and Analysis'Local Policies',Security Options - | D|5|

%y Corsol wndow mB D SH|E -sx

|J Action  View  Favories H - | | | B2 |

Tree I Favarites | Policy ¢ | Database Setting | Computer Setting ﬂ
[ Console Raot - P.Ilow server operators to schedule tasks (domain controllers onlyd Mot defined Tok defined
EI@ Security Configuration and nnaly‘_ P.Ilow syskem ko be shut down without having to log on Disabled Disabled
EI@ account Policies Allowed to eject removable NTFS media Administrators Administrators
[ Passward Palicy Amount of idle time required before disconnecting session Mot defined 15 minutes
g Account Lockout Policy Audit the access of global system objects Mot defined Disabled
Elﬁ Local Policies Audit use of Backup and Restore privilege Enabled Enabled
25 Audt Palicy P.utomatically log off users when logon time expires (local) Enabled Enabled

User Rights Assignment Clear wirtual memory pagefile when system shuts down Enabled Enabled

[+ =g Security Options Digitally sign client communication (always) Mot defined Enabled
Hé Event Lo.g [2Digitally sign client communication (when possible) Enabled Enabled
Eﬁ tSetttlndg; Far Event Logs | Digitally sign server communication (always) Mot defined Enabled
@ sestnc : roups % igitally sign server communication {when possible) Enabled Enabled
. [#1Disable CTRL+ALT+DEL requirement Far logon Disable Disable
o8 ng;:y ErveEs [#IDisab for bled bled
" CLASSES_ROOT E‘é Do not display last use.r néme in logon screen Enabled Enabled
H — LAM Manager Authentication Level Send LM & MTLM - u...  Send NTLMvZ response onlylrefuse
- MACHINE %!
__ |USERS - Message ket For users attempting to log on Thisis a private co...  This is a private computer system, =
Ol [ » 4 ] »

Figure 53 HISECWEB.inf MMC Policy Snap-In

Once policy changes are made, right-click the Security Configuration and Analysis tool
and choose Analyze Computer Now from the context menu. The system will check the
system configuration against the ones identified in the policy. When the configuration
check is complete, a screen like Figure 53 will appear. For each area, a list of current
system settings and selected settings is generated. A red X identifies where the policies
differ. A green check identifies where they are correct.

To apply the template, right-click the Security Configuration and Analysis tool and choose
Configure Computer Now from the context menu. The system will go through and set the
system according to the policy just identified. IPSEC policies will not be set using this tool
and must be considered separately. It is recommended that all ports be blocked and only
those necessary be added. There are many web security tasks that this tool will not do,
some of them are: not set ACL’s on your files or directories in NTFS, it will not set
permissions on the files, directories or sites in IIS 5.0, it will not remove sample files (refer
to chapter 4) and it will not move content directories from the default. All of these will still
need to be done by the administrator as recommend in the prior sections of this guide.

Although this tool can be very valuable, if the set of NSA Windows 2000 Security Guides
will be implemented, do NOT implement this policy without modification. The changes will
override some of the settings the OS guide invoked. Compare the OS guide and your
organization policy to this policy and make the necessary changes to possibly utilize a
combination of both. If the OS guide will not be implemented, or a combination, the use of
this policy configuration is recommended. If this tool is to be utilized it is recommended
that this tool be used during the initial configuration of the web server. Please make sure
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that before use, web server installation and configuration plan is available and the
administrator is knowledgeable of how to make policy changes and implement policy.
WARNING: it is critical to have a backup of the system
L before implementing this policy. Also, utilizing another
= registry and system change software (i.e. configsafe) is

recommended in case the user needs to quickly reverse the
changes made. The policy cannot be automatically reversed.

l1ISLockDown Tool and URLScan

[IS has many configuration and permissions settings that can be difficult for novice web
administrators to secure. The IIS Lockdown Tool makes this task easier by automatically
setting these configuration options. 1IS Lockdown leaves the server less vulnerable to
attack by restricting anonymous access. As part of its installation, [IS Lockdown installs
URLScan and configures a URLScan.ini file based on input provided during the IIS
Lockdown Tool install (C:\WINNT\system32\inetserAURLScan\URLScan.ini). Download
the IIS Lockdown Tool from the Microsoft web site at http://www.microsoft.com and place
on the IIS system to be configured. Begin installation by double-clicking the iislockd.exe
file.

Click Next on the Welcome to IIS Lockdown Wizard screen (See Figure 54) to continue.

% Internet Information Services Lockdown Wizard I

Welcome to the Internet
Information Services Lockdown
Wizard

Thiz wizard helps vou configure your server to offer only the
features required for its role on your network. Y'ou can use
thiz wizard to dizable or remove unnecessan Internet
Infarmation Services [IIS] features that might pose a security
rigk.

After runhing the wizard, test the server to ensure that the
new configuration iz commect. [F it iz not, pou can uze thiz
wizard to undo the most recent changes.

Impartant: Use of this tool does nat replace the need for
timely inztallation of zervice packs and hotfives.

To continue, click Mext.

Cancel | Help

Figure 54 1IS Lockdown Tool Welcome Screen
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Next, click on the | agreeradio button at the end of the End User License Agreement, and
then click Next to proceed.

% Internet Information Services Lockdown Wizard E I

Please read the following license agreement:

Microsoft 15 Lockdown Wizard -
EMD-USER LICEMSE AGREEMEMNT

IMPORTANT-READ CAREFULLY: This End-User License
Agreement ["ELULA" i a legal agreement between vou [sither
ah individual or a gsingle entity) and Microsoft Corporation for
the Micrazoft software praduct identified abowve, which
includes computer software and may include associated
media, printed materialz, and “anling” or electronic
documentation ["Product™). Y0 AGREE TO BE EQUMD BY
THE TERMS OF THIS EULA BY INSTALLING, COPYING,
0OR OTHERWISE USIMG THE PRODUCT. IF YOU DO NOT
AGREE. vOU ARE NOT AUTHORIZED TO INSTALL OR
IJSE THE PRODUCT.

1. GRAMT OF LICEMSE. Microzoft grants vou the
following rights provided that you comply with all terms and
conditions of this ELJLA:

* Inztallation and use. You may install and uze the ;I

=
don't agree

< Back I Mext » I Cancel | Help

Figure 55 IIS Lockdown Tool EULA

In the Select Server Template screen, select the template that best matches the use of
this web server. For a web server serving dynamic content via ASP, it is recommended
to select the Dynamic Web server (ASP enabled) template. If the server is not serving any
dynamic content, Static Web server should be selected as it restricts access even more.
Click on the radio button next to view template settings to customize the installation (see
Figure 56). Click Next to continue.
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% Internet Information Services Lockdown Wizard x|

Select Server Template ':ﬁ';:
Yiou cat eazily configure thiz server by selecting the terplate that most clozely ‘--_I.‘_'._
| )

matches its role.

Select the template that most clogely matches the role of thiz server. To views the zettingz for this
template, select the Wiew template settings check box, and then click Mext,

Server templates:

Small Business Server 2000 ]
Exchange Server 5.5 [Outlook ‘Web Access)

Exchange Server 2000 [0 4, PF Management, M, SMTE, MMTP)
SharePoint Portal Server

FrontPage Server Estenzsions

ShareFoint Team Services

BizTalk Server 2000

Commerce Server 2000

Prawmy Server
Static: Web server
Dynarr A5P enabled)
Other [Server that does not match any of the listed roles) _ll
Server that dnes pot rennire (15
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v Wiew template settings

< Back Nq\p Cancel | Help

Figure 56 IIS Lockdown Tool Server Template

Depending on the services previously installed, different choices will be made available.
A web server should be installed on a stand-alone system; thus, it is recommended that
all services, except HTTP, be removed. Place a check mark in the box corresponding to
the service that is minimally required for this server. For this example, we only need web
services. Also, place a check mark in the box at the bottom labeled Remove unselected
services. This will uninstall any services that were inadvertently installed and are not
required for this server, leaving the system less vulnerable. Click Next to proceed (see
Figure 57).
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% Internet Information Services Lockdown Wizard

Internet Services =
Services that are already selected are recommended for this server template, - 1«

Select the Intenet services to enable on this server. Services nat selected will be dizabled.

¥ “wWeb service [HTTF)
Thiz zervice uzes HT TP to rezpond to 'weh client requests on a TCPAP nebwork:.

[ File Tranzfer service (FTF)

Thiz zervice supports the creation of File Transfer Protocol [FTP) sites used to transfer
files ta and fram the Internet.

¥ Remove unselected services

< Back I Mest » [] Cancel | Help

Figure 57 1IS Lockdown Tool Service Selection

An information pop-up box will appear warning that the unchecked services will be
permanently uninstalled. Click Yes to continue (see Figure 58).

Internet Information Services Lockdown Wizard

If wou remove these services, vou will not be able to restore therm with this wizard, To restare these
services, reinstall them with Add/Remove Programs and then reconfigure them.

Do you want ko remove these services?

Yes J} Mo l
L

Figure 58 Service Removal Confirmation

The next screen provides options for disabling scripts. The majority of exploits for IIS are
due to the vulnerabilities associated with script mappings. It is recommended that a
check be placed in each box to disable that script functionality on the web server. In the
case of dynamic web servers, only ASP is required; therefore, that option is the only one
not selected for disabling (see Figure 59). If only the web server will only serve static
pages, disable all scripts. Very few web sites require any other script functionality other
than ASP. |If it is later determined functionality is required, it an be added for that
specific directory or site, and not for the entire web server. It is always better to disable
support for script maps that will not be used, and if a need for the specific script map
arises, re-enable it later. Click Next to proceed.
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R Internet Information Services Lockdown Wizard

Scrpt Maps =
Because soiipt maps can poze a security risk, you can dizable thern an thiz server. - -I‘ \

Dizable support for the selected script mapz

W Index Server Web Interface [idg, hbw, ida]

W Server side inchudes [ shtenl, shtm, stm]
¥ Internet Data Conmectar [idez]

[¥ HTE scripting [ htr)
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W Intemet printing [.printer]

< Back I Hebe I Cancel | Help

Figure 59 IIS Lockdown Tool Script Mappings

Additional important security measures can be taken care of by ensuring that all the items
on the next screen are selected (see Figure 60). A check in each box instructs the tool to
remove the functionality (by default, all are selected). It is highly recommended to leave
the default choices so that all identified items are made secure. At a minimum, it is
selection of 1S Samples, [1SHelp Scripts, 11SAdmin, Running system utilities, Writing to
content directories and Disable Web Distributed Authoring and Versioning (WebDAYV) is
recommended for removal. In most installations, none of the identified items are required
or necessary. Functionality can be added back in at a later date if a loss of needed
functionality is discovered. Click Next to continue.
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R Internet Information Services Lockdown Wizard

Additional Secunty =
You can make additional changes to this server for added security, - 1«

Remove the selected virtual directories from thiz server (items that appear unavailable
have alieady been removed]:

¥ Scripts
¥ MSADC V¥ 115 &dmin
W 1I5Help

Set file permizzions to prevent anonymous 1S users from performing these actions:
¥ Bunning system utiities [for example, Cmd.exe, Titp.exs)

W “iiting to content direchories

¥ Dizable web Dishibuted Autharing and Versioning [webDabl]

%

< Back I Mest » I Cancel | Help |

Figure 60 IIS Lockdown Tool Additional Security

URLScan helps protect the web server against potential attacks based upon a
customizable configuration file. It is highly recommended that URLScan be installed as it
protects against directory traversal, unusually long HTTP requests and access to
restricted file extensions. The initial URLScan configuration is built via the items selected
up to this point in the 1IS Lockdown Tool installation. URLScan is a significant security
enhancement that, when configured correctly, dramatically increases the web server’'s
security. An example of a URLScan.ini file can be found at the end of this section.
Additional customization of the configuration file is supported and may be required to
further enhance web server security. Ensure that there is a check mark in the box for
installing URLScan and click Next to proceed (see Figure 61).
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% Internet Information Services Lockdown Wizard

URLScan =
URLScan improves the security of this server. N

URLScan screens all incoming requests to this server and filkers them based on a set of
miles. vou can customize the rules baged on the role of pour zerver,

W install IELS can flker on the zerved

Important; The server template that pou've selected choozes a filker configuration that most closely
matches vour server environment. For some gerver environments, it may enable functionality you do
not require, for others it may disable functionality vou need. After completing the Intermet Information
Services Lockdown Wizard, Microzoft recommends you read the URLscan documentation, and tune
the URLScan.ini file bo meet your specific needs. In addition, remember that no tool replaces the
need for tirmely installation of service packs and hotfisez. For more information, click Help.

A1In23s 0°G Sl

Q)
o
>
=h
(o]
c
-
Q
=
o
>
—
o
o
(7]

< Back | Mest » [! Cancel Help

Figure 61 1IS Lockdown Tool URLScan

The next window shows all of the changes that will be made to the web server after
completion. Click Next to continue (see Figure 62).

R Internet Information Services Lockdown Wizard
Ready to Apply Settings =
: : T
“Y'ou can now apply the security settings pou selected. - 1"_

Selected changes:

Dizable 'Index Server Web Interface [idg, .htw, .ida)’ script map -
Dizable 'Internet Data Connectar [Lide]' script map

Dizable "Server zide includes [.zhtml, . zhtm, stm]’ zcript map

Dizable "HTR scripting [ htr)' zcript map

Digable ‘Intermet printing [.printer)’ scrpt map

Remowve the printer wvirtual directony

Dizable ‘Web Distributed Autharing and Yersioning [t ebladf|

Set file pemmizsions to prevent anonymous 1S uzers from writing to content directories

Set file permizsions to prevent anonpmous 1S users from running spstem utilities

Install URLS can filker on the server _.:j

To change your selections, click Back. To apply the new settings. click Mext.

Ly

¢ Back Cancel ] Help

Figure 62 1IS Lockdown Tool Settings
The IIS Lockdown Tool will install URLScan and harden many security aspects of the 1S

web server. This process may take several minutes, and the Status window will show
updates on the progress. Once it is finished, click Next to proceed (see Figure 63).
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% Internet Information Services Lockdown Wizard

Applying Secunty Settings
Pleaze wait while the wizard applies the securnty settings pou selected,

Statuz:

Removing printer virtual directory...

Remowving 115 Samples vitual directory....

Femaoving MSADC virtual directary. .

Remaving Scripts wirtual directory. .

Remaoving |1SAdmin virtual directom.

Removing |1Sadmin web zite..

Remowving l1SHelp virtual directory. .

Denping erecute permission for zystem utiliies o anonymous user account. .
Dienying write permizsions to web cantent directories to anonpmaous User account...
Digabling msftpsve Service...

Restarting web service... ]:
{Finished.

Wiew Report !

£

Figure 63 1IS Lockdown Tool Status

During this configuration section, the unwanted services will be uninstalled. The
Configuration Components window shows the progress of the un-installation process.

When it has finished, click Next to continue (see Figure 64).

Configuring Components
Setup iz making the configuration changes you requested.

Windows Components Wizard E I

[ Please wait while Setup configures the companents. This may take
zeveral minutes, depending on the components selected.

Status:  Completing configuration of Internet Information Services [I15]...

Figure 64 Unwanted Services Uninstall

To complete the installation and configuration of the IIS Lockdown Tool, click Finish (see
Figure 65). Restart the computer after exiting the 11S Lockdown Tool for all settings to

take effect.
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% Internet Information Services Lockdown Wizard E3 I

Completing the Internet
Information Services Lockdown
Wizard

You have successfully completed the Intermet Information
Services Lockdown ‘Wizard. To view the cument gettings,
open the Obltlog log file in the Zwindirziaystem324inetsy
directomn.

To restore this zerver to itz previous settings, run this wizard
again.

To cloze this wizard, click Finish.
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Figure 65 11S Lockdown Tool Completion

Results and Additional Settings

The IIS Lockdown Tool provides an additional layer of security through its new
configurations; however, there are still a few preventative measures that must be taken.
IS Lockdown does not permanently remove everything selected throughout the
installation process; all it does is disable access to these directories through IS web
services. The directories \InetPub\iissamples and \InetPub\AdminScripts contain sample
scripts, which can be used to gain unauthorized access to the server. It is recommended
that they be removed entirely as they could potentially be used to exploit the system.

The IS Lockdown Tool does not remove from within IIS the file extensions that were
disabled during the installation process. Instead, it uses the information in the
configuration of the URLScan.ini file. It is more secure to actually delete those file
extension mappings in IS in case URLScan.ini settings are altered. In the IIS Internet
Services Manager, right click the server to get to the master properties. Click Editin the
Internet Information Services tab. In the Home Directory tab, click Configuration. The
App Mappings tab contains a list of all valid extensions (besides .html and .htm). It is
recommended that all of the extensions listed (except for .asp if the server will host
dynamic web pages with that extension) be removed. Do not remove extensions
required to provide services to valid users; however, it is best to remove as many as
possible to prevent access to files with those extensions (see Figure 66).
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Application Configuration _5[

App Mappings I App Options I Process Optiohs I App Debugging I

W Cache 1S4P1 applications

— Application kM appings

E:-:tensiu:unl Ewecutable Path I YWerbe I
it CAWINM TSNS patem32bwebhits. dll GET.HEALD....
Jida C: MM TS yebem324idg. dil GET.HEAD....
Jidg C: WM TS yatem324idg. dil GET.HEAD....
asp C:AwWINM TSS watem32hinet s azp. di GET.HEAD....
=] C: WA MM TAS patemn32hinetarvhazp dil GET.HEAD....
s CAWIMNMTYS yetem3zhinetzrhazp.dll GET HEAD....
.aza AWM TYS yatem32hinetarhazp dll GET HEAD ..
htr CAWIMM T S ystem32hinetsryh 404, dll GET.POST
i as C: MM TS ystem32inetzry 404, dil OPTIONS G...
.shtm CAWINM TS ystem32hinetery 404 dll GET.POST
.zhtml CAWIMM TS yetem32hineterh 404 dll GET.POST
ztm CAWIMMTYS yatem32hinetzrh 404 dll GET POST
Add Edlit Femove

0k I Cancel ¥ [F] Help

Figure 66 Application Mappings

After installation, two new user groups are created locally: _Web Anonymous Users and
_Web Applications (see Figure 67). The anonymous IUSR and IWAM accounts belong to
these groups respectively. These groups are used for NTFS file permissions, as well as
auditing. These groups can be used inplace of the WebUsers group that was
recommended in Chapter 1. Apply the same permissions to these groups as
recommended for Anonymous (see Table 1 Permission Settings).

= T o]
| peton Ve | =+ | EIE | [H &2
Tree | Hana | Decnpeinn 1
gﬁl’lﬂﬂ? Haragenent (Loca) Adrriristrabors Pl rs can Fuly adminester B oo,
E il Setem Tock Eachup O patatore Miambe i6 can bypess Ma oeurky ba ..
¥l Bk Wiese it Lizsrs orsnted guss sooscs bo e o,
= =rystem Informstion Pt Lses iernbeis can shere diectories and pu
¥ S Performaron Logs ard daits Fapdoshor Supports Rle rephcation in a donsin
4 harud Folders Users Cochraey s
! jlﬂﬂb! MeEraner ‘Weh Anorpmous Users guests of wab sardos
= -ﬂLﬂchhersde’u.us- ‘ab dprkcatons ey apoicshiore nun as hecs L=ers
= Us=rs IR Lsers [% Wiemiers wha havve visw-onky acees. .
Sop ]
= E Sharage

| T Disk Meragemank

F -ﬂ Dk Dsfr sgmenter

- Logacad Drives

5l ﬁ'Rn‘rmmles:u-age
16 [§ Serwces and Applications

Figure 67 New IIS Web User Groups
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URLScan is a powerful security tool that helps prevent potentially harmful HTTP requests
from reaching the server. The IIS Lockdown Tool installs URLScan and configures the
URLScan.ini file (C:\WINNT\system32\inetsrWURL Scan\URL Scan.ini), which can be
viewed in Notepad. This file determines which HTTP requests are invalid and should not
be allowed to pass to the server. The IIS Lockdown Tool configures URLScan to be as
restrictive as possible, while still allowing valid traffic to get though. It produces daily logs
within the folder containing URL Scan.ini, detailing information regarding rejected URLsS
(valid URLs are not listed in the log; however, the IIS logs will contain both valid and
invalid requests).

URLScan may be configured to reject HTTP requests based on the following: the request
method (verb); the file extension; suspicious URL encoding; presence of non-ASCII
characters in the URL; presence of specified character sequences in the URL; and the
presence of specified headers in the request. URL Scan.ini contains an [options] section
with 16 fully commented Boolean choices. Verbs and extensions to allow/disallow are
configured in the AllowVerbs/DenyVerbs and AllowExtensions/DenyExtensions sections.
Either the allow section or the deny section can be used, but not both. It is more secure
to use allow, since it blocks everything except the specified verbs/extensions. The
DenyUrlSequences section specifies certain dangerous character sequences that should
be disallowed in all requests. It is recommended that none of the defaults be removed
and new ones be added as required. Reading the URLScan.ini documentation will help
greatly as the default configuration may disable necessary functionality and possibly
enable unnecessary functionality. See http://www.windowswebsolutions.com/Articles/
Index.cfm?ArticlelD=25581&pg=1 for more detailed information.

Below is a sample URLScan.ini file. In the [options] section, RemoveServerHeader
prevents the wuser from knowing the server/version being used. NOTE: If
RemoveServer Header is set to 1, the server header will not be transmitted; however, Front
Page server extensions will break. If RemoveServerHeader is set to O, then the option
AlternateServerName can be used to specify an alternative name to return. This option
helps deter hackers as it gives invalid information. If PerProcessLogging is set to 1,
URLScan will create separate files for different processes. To specify a different location
to create/store the log files than the URLScan.dll location, set the option
LoggingDirectory to the location where the files will be stored. If LogLongUrls is set to 1,
then all URLs, up to 128KB per line, will be logged instead of up to 1024 characters.

The sample URLScan.ini file contains the optional [RequestLimits] section. This section
allows the maximum content length, maximum URL and maximum query strings to be
set. By default, the MaxAllowedContentLength is set to 3GB (this includes attached
data). The MaxUrl is set to 16KB and the MaxQueryString is set to 4KB by default.

Sample URLScan.ini Configuration

[options]

UseAl | owVer bs=1 ; if 1, use [All owerbs] section, el se use [DenyVerbs]
section

UseAl | owExt ensi ons=0 ; if 1, use [All owExtensions] section, else use

[ DenyExt ensi ons] section

Nor mal i zeUr | Bef or eScan=1 ; 1f 1, canonicalize URL before processing

Veri fyNormalizati on=1 ; if 1, canonicalize URL twice and reject request if a
change occurs

Al | owHi ghBi t Char act er s=0 ; if 1, allow high bit characters in URL

Al | owDot | nPat h=0 ;if 1, allowdots that are not fil e extensions
RenoveSer ver Header =0 ; if 1, renove "Server" header fromresponse

Enabl eLoggi ng=1 ; if 1, log URLScan activity

Per ProcessLoggi ng=0 ; if 1, the URLScan.log filename will contain a PID (ie.

UNCLASSIFIED 97

A1In23s 0°G Sl

Q)
o
>
=
Q
c
-
)
=
o
>
_|
o
<3
(7]




URLScan. 123. 1 og)

Al | owLat eScanni ng=0 ; if 1, then URLScan will load as a low priority filter.
Per DayLoggi ng=1 ; if 1, URLScan will produce a new | og each day with
activity in the form URLScan. 010101. | og

Rej ect ResponseUr| = ; URLScan will send rejected requests to the URL
specified here. Default is /

UseFast Pat hRej ect =0 ; If 1, then URLScan won't use the RejectResponseUrl or

allow IS to |l og the request

; If RenoveServerHeader is 0, then AlternateServerNane can be used to specify
; areplacenent for 11S's built-in ‘Server’ header
;. Al ternateServer Nane=
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[ Al l owMer bs]

; The verbs (HTTP nethods) |isted here are those conmonly processed by a
; typical 11S server.

; Note that these entries are effective if UseAll owerbs=1 is set in

; the [Options] section.

GET
HEAD
POST

[ DenyVer bs]

; The verbs (HTTP nmethods) listed here are used for publishing content to
;an I'1'S server via WebDAV.

; Note that these entries are effective if UseAllowerbs=0 is set in
; the [Options] section above.

PROPFI ND
PROPPATCH
VKCCOL
DELETE
PUT

CCoPY
MOVE
LOCK
UNLOCK
OPTI ONS
SEARCH
REPLY
TRACK

[ DenyHeader s]

; The follow ng request headers alter processing of a request by causing the
; server to process the request as if it were intended to be a WbDAV request,
; instead of a request to retri eve a resource.

Transl at e:

1f:

Lock- Token:

[ Al | owExt ensi ons]

; Extensions listed here are commonly used on a typical IS server.

; Note that these entries are effective if UseAl |l owExtensions=1 is set in
; the [Options] section above.
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.asp
.cer
. cdx
.asa
.htm
htm
L txt
-1 P9
-] Peg
.gif
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;. idg

. htw
p.ida
c.ide
;.shtm
;. sthnd
;.stm
;. htr

;. printer
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[ DenyExt ensi ons]

; Extensions listed here either run code directly on the server, are processed as
; scripts, or are static files that are generally not intended to be served out.

; Note that these entries are effective if UseAl | owExt ensi ons=0
; is set in the [Options] section above.

; Deny executables that could run on the server.
. exe
. bat
.cmd
.com

; Deny infrequently used scripts

.htw ; Maps to webhits.dll, part of Index Server

.ida ; Maps to idg.dll, part of Index Server

.idq ; Maps to idg.dll, part of Index Server

Chtr ; Maps to ismdll, a legacy adm nistrative tool

.idc ; Maps to httpodbc.dll, a | egacy database access tool
.shtm ; Maps to ssinc.dll, for Server Side Includes

.shtm ; Maps to ssinc.dll, for Server Side Includes

.stm ; Maps to ssinc.dll, for Server Side Includes

.printer ; Maps to msw3prt.dll, for Internet Printing Services

; Deny various static files

Lini ; Configuration files
.1 og ; Log files

. pol ; Policy files

. dat ; Configuration files
;. asp

;. cer

;. cdx

;. asa

[ DenyUr | Sequences]
; Don't allow directory traversals

:/ ; Don't allowtrailing dot on a directory name
\ ; Don't allow backsl ashes in URL
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: ; Don't allow alternate stream access
% ; Don't allow escaping after nornalization
& ; Don't allownultiple CA processes to run on a single request

[ Request Li mi t s]

; The entries in this section inpose limts on the length of allowed parts of

; requests reaching the server. It’s possible to inpose a lint on the length

; of the value of a specific request header by prepending "Max-" to the name

; of the header. For exanple, the following entry would inpose a limt of 100

; bytes to the value of the 'Content-Type' header: Max-Content-Type=100

; To list a header and not specify a maxi mum val ue, use 0 (ie. 'Max-User-Agent=0")
; Also, any headers not listed in this section won't be checked for length

; limts. There are three special case limts:

; - MaxAl | owedCont ent Lengt h specifies the maxi num al | owed nureric val ue of the
; Content-Length request header. For exanple, setting this to 1000 woul d

; cause any request with a content |ength that exceeds 1000 to be rejected.

; The default is 3,000,000, 000.

; - MaxUrl specifies the maxi num |l ength of the request URL, not including the
; query string. The default is 260 (which is equival ent to MAX PATH).

; - MaxQueryString specifies the maxi numlength of the query string. The

; default is 4096.
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MaxAl | owedCont ent Lengt h=30000000
MaxUr | =16384

MaxQuer ySt ri ng=4096
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Implementing IIS 4.0 and 5.0 Many-to-One Certificate Mappings

Issue Preview

Internet Information Services (IIS) 4.0 and 5.0 can allow the mapping of SSL client
certificates to Windows NT (1IS 4.0) or Windows 2000 (IS 5.0) user accounts. In order to
do this, a certificate authority (CA) or CAs must be present in the physical store for
Trusted Root Certification Authorities of the Local Computer. CA certificates are used to
validate certificates used for certificate mappings. A possibility exists whereby a rogue
CA can issue certificates that replicate client certificates of a peer or its peers and thus
gain unauthorized access to restricted resources on a web site. The issue can be
mitigated in 11IS 4.0 without too much administrative over-ahead and minimal risk, i.e.,
limited to a CA’s subordinate CAs if the CA does not apply name constraints. However,
addressing the issue in IS 5.0 requires significant administrative over-ahead. When
reviewing this document, keep in mind that a CA’s policies and practices may negate any
need to address the issues raised in this paper. These documents should be reviewed
before making any decision to trust a CA.

IS 4.0 and 5.0 Certificate Mapping Types

The two certificate mapping types in IIS are one-to-one and many-to-one. One-to-one
mappings are fairly straightforward and, therefore, no screen shots are shown. A one-to-
one mapping involves getting copies of clients’ certificates and mapping one certificate to
one Windows NT (IS 4.0) or Windows 2000 (IIS 5.0) user account. When a client
certificate is presented to an IIS server through Secure Socket Layer (SSL) 3.0, IIS
determines if a one-to-one mapping exists for the given certificate. If a client certificate
matches a certificate that has been configured as part of a one-to-one mapping, the client
will be authenticated to the associated Windows NT or 2000 acount; otherwise, the
authentication, if properly configured, will fail, i.e., Anonymous, Basic Authentication, etc.
are all turned off. It is important to note that the comparisons between client certificates
used during the SSL 3.0 session and the copies loaded into IIS are binary. Many-to-one
mappings are not based on binary comparisons of certificates, but rather comparisons
between “subject” and/or “issuer” attributes that are contained in a client certificate, and
“subject” and/or “issuer” attributes contained in a many-to-one mapping rule.

It is important to note that defining a many-to-one mapping rule in IS 4.0 and IIS 5.0
differ significantly. Figure 55 shows the beginning of a definition for a many-to-one
mapping in IS 4.0. In 1IS 5.0, the Issuers block has been removed. 1IS 5.0 implements
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a certificate trust list (CTL), but it does not have the same effect as choosing the Match
on selected certificate issuers option that is in ISS 4.0.

General

Iv Enable this wildzard rule

Enter a brief dezcription of the wildeard matching e, Thiz iz for vour reference anly.

Diezcription: M5 Mapping

| zzuiErs
Select which Certificate Authorities thiz wildcard will

" Match on all Certificate lssuers which | trost

(¥ idatch on zelected certificate izsuers Select... |

| MHest » | Cancel | Help

Figure 68 1IS 4.0's option for specifying a many-to-one mapping's CAs

A CTL in IIS 5.0 allows an administrator to define what CA(s) a particular web site will
use to validate client certificates, whereas in 1IS 4.0 the Match on selected certificate
issuers option allows an administrator to define what CA(s) will be applied to a specific
many-to-one mapping rule. Figure 56 shows an IIS 4.0 many-to-one mapping rule that
will only be applied to client certificates issued by the NS CA and its subordinate CAs.

Chent Certificate Authonhes

tatch on the following Certificate [2zuers:

| |z2uing Authority |;|
YeriSign, Inc., Clasz 3 Public Primary Certification Autharity, 115

YenSign, Inc., Clazz 4 Public Primary Certification Autharity, 115

RS54 Data Security, [nc., Commercial Certification autharity, 115

RS5a Data Security, [nc., Secure Server Certification Autharity, US

GTE Corporation, GTE CyberT rust Solutions, Inc., GTE CeberTrust Roat, 115

tho@hacked.com, MO, Balimore, Trusted Hackers Inc., Masker Unit, Trusted Hacker Certificate A,
YeriSign, Inc., Clasz 2 Public Primary Certification Autharity - G2, [2] 1938 YeriSign, Inc. - For authari...
YeriSign, Inc., Clasz 2 Public Primary Certification Autharity - G2, [2] 1938 YerSign, Inc. - For authari...
YeriSign, Inc., Clasz 2 Public Primary Certification Autharity, 115

Copyright [2] 1997 Microzaft Corp., Microsaft Corparation, Microzoft B oot Autharit

YeriSign, Inc., Clasz 3 Public Primary Certification Autharity - G2, [2] 1938 YeriSign, Inc. - For authari...
GTE Corporation, GTE CyberTruzt Solutions, Inc., GTE CeberTrust Global Root, US

GTE Corporation, GTE CyberTrust Root, US -
WarSimn e Clase 1 Pohklice Pricnarn Carkifie abioes Sooatkaribo 1S J

2k, Cancel Help
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Figure 6911S 4.0 Trusted Root Certification Authorities

The comparison of certificates in a many -to-one mapping is not binary and is performed

irrespective of the length of the certificate chain. In this case, subject and/or issuer (ﬁ
attributes from client certificates are extracted and compared to various attributes that are zu
defined in a many-to-one mapping rule as shown in Figure 57. % o
o}
Edit Wildcard Mapping Rule E| =5
o5
General Fules iMappingi E f..
@ Q
Specify the certificate fields and match criteria; ;73‘ 9
@
Cettificate Field | SubField | Match Criteria | o P
o O
|2zLer ] RS @
|zzLEr L B altimare —
|zzLEr 5 D
lzzuer Email adminzirs, goy
|2zLer C 115
|zzLEr CH nz

k. | Cancel Apply Help

Figure 70 Many-to-one mapping rule for issuer attributes

Figure 57 illustrates a many-to-one mapping that compares attributes from the issuer’s
name of a client certificate to the rule and if valid, further maps the client certificate to a
given NT or 2000 account as shown in Figure 58. The advantage of a many-to-one
mapping is that it allows many different users with unique certificates to use the same
account, thus relieving the burden of maintaining various NT or 2000 groups. However,
in certain cases, this could lead to unintended authentication of client certificates.

Edit Wildcard Mapping Rule |
Generali Rulesz Mapping']

Select the action to take when a certificate iz prezented by a web client which matches
the preceding criteria:

¢ ‘Accept this certificate for Logon Authentication:

" RBefuze Access

HT Account: iDEIJ"-.-'—‘-.::Iministratu:ur Browse. .. !

HERREHRRHHK

Paszword: i

k. ] Cancel e[t | Help |

Figure 71 A many-to-one mapped account
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1S 4.0 Match on Selected Certificate Issuers Option vs. 11IS 5.0 CTL Option

As previously stated, 11IS 4.0 will allow an administrator to apply a specific CA or set of
CAs to a many-to-one mapping whereas 1I1S 5.0 will not. 1IS 5.0 implements CTLs to limit
the set of CAs that can be used to validate a given web site. All CAs in the CTL can then
be used to validate all many-to-one mappings for the site. The significance of this
change is that in IS 5.0, an administrator can define a many-to-one mapping that
attempts to limit client certificates to a specific CA by specifying issuer attributes that
must contain specific values, as in Figure 57. The issue of certificate masquerading
could arise when more than one CA is contained in the CTL. Certificate masquerading is
a well-known issue within the public key infrastructure community (PKI) and has been
illustrated in published papers such as [Hayl] [Hay2] [Hay3]. “Certificate
masquerading...allows a masquerader to substitute an unsuspecting certificate holder’s
valid certificate with the masquerader’s valid certificate.” [Hay3]
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Certificate Masquerading against II1S 5.0 Many-to-One Mappings

The best way to describe the issue of certificate masquerading in 1IS 5.0 is to continue
with the mapping that was defined in Figure 3 and the previous section’s discussion. The
Certificate Trust List Wizard is used to create a CTL. In the case of Figure 59, two CAs
are included in the CTL and then given a CTL name as in Figure 60. Figure 61 shows
the active CTL. Since IIS 5.0 does not have a binding feature between the mapping and
a CA, an administrator can create a mapping similar to Figure 57 to limit what CA client
certificates are authorized access to a web site resource. In this case, it will not work
since the Trusted Hacker CA can in actuality create a subordinate CA that has a subject
name that can be used to masquerade as the NS CA.

Certificate Trust List Wizard | x| |

Certificates in the CTL
The certificates listed in the Following table are currently in the CTL.

Current CTL certificates:

Issued To | Issued By | Intended Purposes
ns ns <All=
Trusted Hacker Certificate... Trusted Hacker Certificat,..  <all=

| 1

&dd From File

Hemove

| WiewEertificate |

= Back | Mext = |

Figure 72 Certificates added to a CTL
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Certificate Trust List Wizard

Mame and Description
The CTL name and description help distinguish it From others CTLs.,

Type a friendly name and descripkion For Ehe new CTL.

Eriendly name:
NS and Trusted Hacker CTL|
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Descripkion:

This CTL is bo be used as the list of trusted rooks For 115
wvirkual weh sites,

< Back | Mext = | Cancel |

Figure 73 Naming a CTL

Secure Communications
[+ Require secure channel [S5L)

[v Reguire 128-bit encryption

Client certificates

(" |gnore client certificates
(" Accept client certificates
* Require client certificates

[ Enable client certificate mapping

Client certificates can be mapped to Windows user

accountz. Thiz allows access control ko resources ;
using client certificates, Edit...

[v Enable certificate tust list

Current CTL: |NS and Trusted Hacker CTL ﬂ

New... | Edit... |

k. | Cancel | Help |

Figure 74 An enabled CTL
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1=  Field [ value (4]
% g E'u'ersin:-n ]
= 'g [l serial number 19 1b 27 7b 49 1b ad bd 4a OF ..
o ®© ESignature algorithm shalRsh
g = = Issuer ns, @ov, IRS, Baltimare, MO, ..,
= —|valid from Friday, June 22, 2001 8:29:50..,
=] walid to sunday, June 22, 2003 8:36:3...
Eﬁubject ns, Gov, IRS, Baltimare, MO, ...
= Public key RS54 (512 Bits) ~|
M = ns
Ol = Goy
0 =1IR5
L = Baltimore
S =MD
=15

E = admin@irs. gow

Edit Propetties. .. | Zopy ko File, .. |

Figure 75 Trusted ns root certificate

Figure 62 shows the actual NS CA selfsigned trusted root certificate. The issuer and
subject names are identical. For each certificate that is issued by the NS CA, its subject
name will be shown in the issuer field of those certificates. Figure 63 shows the Trusted
Hacker CA’s fake subordinate NS CA. This certificate’s subject name is the same as the
NS ot CA and the issuer is the Trusted Hacker Certificate Authority. All certificates
issued by this subordinate CA will have the same issuer name as the trusted NS CA.
Since this is the case, a certificate chain, such as the one shown in Figure 64, can be
created to get access through 1IS 5.0 many-to-one mappings that are restricted to a client
certificate that contains the NS CA issuer name. In the case just presented, Brian Snort
would be able to get access to any resource restricted by the mapping in Figure 57.
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Certificate 2 2| x|
General  Details iCertiFicatil:un Path I
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| Field | Walue |:| 8
E'u'ersin:nn W3 é
[Elserial number 06 Sa 6 ea 00 00 00 00 00 04 B
ESignature algorithm shalRsA %
Elssuer Trusted Hacker Certificate Aut.., %
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E'u'alid ko Wednesday, Movember 06, 20...

admin@irs.gov, ns, Gov, IRS, ...
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Figure 76. Masquerading ns subordinate CA
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Wi Cethificate

Certificate skakus:

This cerkificate is QK.

Figure 77. Masquerading Brian Snort certificate and its chain

1S 5.0 Many-to-one Work-Around

One solution to the many-to-one issue is one-to-one mappings and Windows 2000
groups. The “many”, in this case, are the one-to-one certificate mappings and the “one”
is the targeted group for the users. Using groups allows a resource to be limited to a
specific set of users based on their Windows 2000 group membership and file
permissions.  One-to-one mappings enforce a one-to-one relationship between a
certificate and a Windows 2000 user account. Client certificates cannot be masqueraded
since each client certificate used during an SSL session must be compared to client
certificates that have been bound to a Windows 2000 user account. Unfortunately, this
solution can become an administrative burden for web sites with a large user base.

1S 4.0 and 5.0 Many-to-One Certificate Mapping Rules-of-Thumb
These rules provide guidelines for developing many-to-one mappings in IS 4.0 and IIS
5.0. The IS 5.0 guidelines should only be followed if all CAs that are to be trusted offer

policies and practices that can assure its user community it has reasonable control over
the creation of subordinate CAs.
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2. When

4. When

1. Remove all untrusted CAs

certificate issuers radio button and then press CAs for certificate mapping.

Select to apply the appropriate CA or CAs to

the rule.

3. If the rule definition requires issuer 3. If the rule definition requires issuer attributes
attributes or is intended to only use client or is intended to only use client certificates
certificates issued by a specific root CA or issued by a specific root CA or one of it's

one of it's subordinates, then select only that  subordinates, then apply all subject and issuer
root CA from the dialog box; otherwise, if it attributes for the issuing CA as required.

involves only subject attributes then select
the CAs that apply to the rule.

subject attributes as required. Issuer
attributes should only be required if the
specific issuer attributes referred to are that
of the root CA or one of its subordinate CAs.*

UNCLASSIFIED

IS 4.0 1S 5.0"
1. Remove all untrusted CAs and ensure that
only the appropriate certificate purposes are
set for the remaining CA certificates.’
defining a rule, select the Match on 2. Define a CTL that only includes the required

defining the actual rule, apply all

Summary

The implementation of client certificates into a web site should not be taken lightly.
Adding client certificates adds considerable overhead to the administration of the site,
i.e., registration, initialization, certification, key pair recovery, key generation, key update,
key expiry, key compromise, cross-certification, revocation, and certificate and revocation
notice distribution and publication may all play a part in the underlying PKI that supports
use of these certificates. Beyond the PKI aspects, one must clearly define the intended
mapping of certificates and ensure that the appropriate mapping can be enforced. In
terms of 1IS 5.0, some solutions may be mitigated through a CA’s policies and practices
and others may require one-to-one mappings to accounts that are associated with a
specific group in order to protect a resource.

' The suggestions for 11S 5.0 basically act as a filter of client certificates but will not protect against the
masquerading that was previously discussed.
The CA certificates for 1IS 4.0 and 5.0 are stored in the Local Computer’s certificate store. This may
isnvolve keeping other CAs that are to be trusted for other purposes other than client authentication.
Use the Certificates snap-in for the Local Computer.
4 Although beyond the scope of this paper, it is possible for a subordinate CA to masquerade as its
root or one of its subordinates. Possible mitigation - CA policies and practices or name constraints;
however, name constraint checking is not supported in Windows 2000, other than to determine if the
extension is marked as critical.
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