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= Do not attempt to implement any of the settings in this guide without
first testing in a non-operational environment.

®This document is only a guide containing recommended security settings.
It is not meant to replace well-structured policy or sound judgment.
Furthermore this guide does not address site-specific configuration
issues. Care must be taken when implementing this guide to address
local operational and policy concerns.
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®The security changes described in this document only apply to Apple Mac
OS X v. 10.3.x “Panther” and should not be applied to any other Mac
OS versions or operating systems.

®This document is current as of July 8, 2005. See http://www.apple.com
for the latest changes or modifications to the Mac OS X v10.3.x
“Panther” operating system.
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Trademark Information

Apple, Macintosh, Mac OS X, and “Panther” are either registered
trademarks or trademarks of the Apple Computer Corporation in the
U.S.A. and other countries.

All other names are registered trademarks or trademarks of their
respective companies.
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Introduction

The purpose of this guide is to provide an overview of Mac OS X v10.3.x “Panther”
operating system security and recommendations for configuring the security
features. This guide provides recommended settings to secure systems using this
operating system, and points out problems that could cause security concerns in
systems using this operating system.

This document is intended for anyone managing a locally-administered Apple Mac
OS X v10.3.x system. It is assumed that anyone using this guidance will have some
experience using Mac OS X, and understands the basics of the Mac OS X user
interface.

Some instructions within this guidance are complex, and deviation could result in
serious adverse effects on the system and its security. Modification of these
instructions should only be performed by experienced Mac OS X administrators, and
followed by thorough testing.

Getting the Most from this Guide

The following list contains suggestions for successfully using the Apple Mac OS X
Security Configuration Guide:

e Read the guide in its entirety. Subsequent sections can build on information
and recommendations discussed in prior sections.

o This guidance should always be tested in a non-operational environment
before deployment. This non-operational environment should simulate the
architecture where the system will be deployed as much as possible.

e This guidance is intended primarily for a locally-administered Mac OS X
system. Much of the guidance may still be applicable even for a Mac OS X
system being managed by another server. If the system being configured will
be centrally managed by another system, the guidance given here should be
followed as closely as possible within that context, but some guidance may not
be applicable.

e Any deviations from this guidance should be evaluated to determine what
security risk that deviation may introduce, and measures should be taken to
monitor or mitigate those risks.
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About this Guide

This document consists of six chapters and two appendices:

Chapter 1, “Scope of Guidance,” contains an overview of the type of
system for which this guidance is intended.

Chapter 2, “Introduction to Mac OS X Security,” contains a brief
overview of some of the key security features found in the Mac OS X
operating system.
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Chapter 3, “Initial Installation” contains step-by-step guidance for
installing a new Mac OS X system.

Chapter 4, “Configuring System Settings,” contains information on
how to securely configure a Mac OS X system once it has been installed.

Chapter 5, “Configuring User Accounts,” contains guidance on how
to create new user accounts, how to give an account administrative access,
how to limit account capabilities, how to configure each type of account to
make it secure, and information that should be passed on to users about
using their accounts securely.

Chapter 6, “Future Guidance,” contains information about topics that
were not covered in this guidance, but which are slated for future
guidance.

Appendix A, “Encrypting Files and Folders,” gives instructions on
two additional ways to encrypt files under Mac OS X that may provide
additional security for information that is to be transferred via removable
media (e.g. CD) or network.

Appendix B, “References,” contains a list of resources used in creating
this guide. Many of these resources are valuable sources of additional
information about Mac OS X in general, including many features not
discussed in this guidance.

Appendix C, “Additional Resources,” contains a list of references
that, though not used in preparation of this guide, may be of interest to the
reader.

xii
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Scope of Guidance

Apple’s Mac OS X operating system is very versatile, and can be used not only as a
client workstation, but also to manage entire networks of machines and users. Apple
offers two versions of the operating system: Mac OS X and Mac OS X Server.
The two products offer many of the same administration and configuration features.
The server version provides additional tools designed to assist the administrator in
managing networks of computers and users, to include other environments such as
Windows and other UNIX-based systems. The default configuration for Mac OS X
Server is not as “locked-down” from a security standpoint as Mac OS X. This is by
design, since a server being used to administer an entire network will typically need
more services available.
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The goal of this guidance is to provide instruction on securing a locally-administered
Mac OS X system, including the management of user accounts on that system. The
guidance concentrates on providing the information needed to configure and use a
single Mac OS X system in a secure manner. This does not preclude addressing
some networking issues; this guidance will address those networking issues that
would most commonly be needed by a locally-administered Mac OS X system that
will occasionally or regularly connect to either the Internet or a local area network.
This configuration guidance may not be valid if the machine is managed by other
systems, Mac OS X or otherwise. Although the guidance may be valid by itself,
implementing some of the recommendations might result in interoperability
problems between the system and any server managing it.

Guidance in this document is geared
towards a locally-administered Mac OS X
system. Guidance contained here may
not be applicable to Mac OS X Server or
to a Mac OS X network.

Additionally, the guidance in this document is geared towards allowing the user to
change his password. As there is currently no way in a Mac OS X standalone system
of enforcing strong passwords or of forcing the user to periodically change his
password, this could result in passwords on a system never being changed, and being
easily guessable. This is especially true for locally-administered laptops, which will
likely have little administrative oversight. If the risk from a user’s password never
being changed is greater than the difficulties and risks introduced by not allowing a
user to change his password, each user should be restricted from changing his
password. Restricting a user's ability to change his password causes the system to
require an administrator's password used to change a user password. For this
solution, the administrator should regularly schedule password changes with each

UNCLASSIFIED 1
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user. This method is labor-intensive for the system administrator, so the most
appropriate method of password control for the operational site should be chosen.

The guidance is also written such that a system secured using this guide should be
easily transitioned into being a managed client in a Client-Server environment. If
the system being secured will eventually reside in a Client-Server environment, the
ability for a user to change his password should not be disabled.

Finally, it is EXTREMELY important on portable systems that very strong user
passwords be used. FileVault uses the user’s login password as a key for the
FileVault encryption. FileVault encryption is used to encrypt the user’s entire home
directory to give some protection against files being viewed by unauthorized users.

All encryption methods mentioned in this guide are the default encryption routines
that come standard on Mac OS X. Following this guide does not provide an

exception to the encryption policies implemented by the site where the system will
reside.
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Introduction to Mac OS X Security

Mac OS X v10.3.x (a.k.a. “Panther”) is the latest version of the Mac OS X operating
system as of the printing of this guidance. This system combines the GUI-based,
user-friendly features of the Macintosh operating system with the underlying
foundation of a BSD Unix system. This chapter provides a brief look at the security
features built into the Mac OS X system.
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Multi-user, UNIX-based system

As stated above, the Mac OS X operating system was built with BSD Unix as a
major part of its foundation. The core of the operating system is called Darwin,
and is made up of two parts: the Mach kernel, and the BSD subsystem.

The Mach kernel and the BSD subsystem provide security features that were
unavailable on Mac OS 9 and earlier versions. The Mach kernel handles all
interaction with the system hardware, providing control and security over the
applications running on the system. In addition, the kernel also provides a modern
virtual memory system that provides each process with its own memory address
space. Applications can no longer interfere with the system memory space or the
memory space of other processes without special permissions, also controlled by the
system, or Darwin.

The BSD subsystem provides a multi-user environment, where each user has a
unique login ID and can be made a member of various groups. The system can then
use a user’s ID and group memberships to determine what the user is allowed to do
on the system. In this way, the system restricts a user’s ability to run privileged
processes and it controls access to system files. Users are protected from each other
this way as well.

Like most UNIX-based systems, Mac OS X has a super-user, or root account, which
is able to do basically anything on the system. Unlike most UNIX-based systems,
however, Mac OS X disables the root account by default. For any action that must be
performed by root, the administrator must either enter his administrator credential
(e.g. password, smart card) when prompted, or must enable the root account and
enter the root account id and password. This not only prevents users from
inadvertently performing system-level actions, but also provides an extra layer of
authentication needed to perform system level actions.

Another benefit to having the root account disabled is the effect on logging. Since a
user cannot log in as root directly if the root account is disabled, he must act as root

UNCLASSIFIED 3
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from an administrator account login. This means there will be an audit log showing
when users have acted as root. Without this kind of accountability, it is difficult to
know if an adverse action on the system was the result of an administrator error or a
malicious attack. The root account should never need to be enabled, and it is
strongly recommended that root remain disabled.

Security Features

In addition to the permission-protected, multi-user environment described above,
Mac OS X incorporates a number of other security features.

Secure Configuration by Default

The system’s default configuration is one of the most important security features
provided by Mac OS X. First, as stated above, the root account comes disabled in
Mac OS X. Second, network services are all initially disabled. Third, the initial
logging setup is consistent with good security practice.

Secure Network Services

Another feature provided in Mac OS X is the SSH protocol, whose programs replace
the plaintext services such ast el net,rl ogi n,rcp, and f t p. These older services
do not encrypt usernames, passwords, or other sensitive data that pass over a
network between hosts. SSH provides protection for network communications by
establishing an encrypted link between hosts before any data are exchanged. The
encryption facility should be completely transparent to the user. Table 1 shows SSH
replacements for the plaintext services.

Table 1: Insecure programs and their SSH replacements

Insecure program: SSH Replacement:
t el net ssh

l ogin sl ogin

rcp scp

ftp sftp

A Mac OS X system can act as an SSH client or an SSH server. As a client, no
settings require modification. The user can use the SSH client programs to connect
to remote hosts that act as SSH servers. If operationally required, the SSH server
can be started by turning on the Remote Login service in the System
Preferences. Server programs for the plaintext services should never be activated.
Use of plaintext service client programs is acceptable only when no sensitive data
will be transmitted, such as downloading a file using anonymous FTP.

Keychain

Although available in previous versions, the Keychain feature has been improved
and becomes a more important feature in Mac OS X. Keychain can be used to

4
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manage the multitude of credentials and certificates that a user must maintain.
Multiple keychains can be set up for a single user, each protected by a different
credential such as a passphrase. All items stored in a keychain are encrypted, and
can only be viewed as plaintext after authentication. Each keychain can have a
different usage configuration, such as requiring the user to re-authenticate every
time a credential in the keychain is used, or automatically unlocking a keychain
when upon login so that all its credentials can be accessed automatically by
applications. Each item in a keychain retains a unique Access Control List (ACL) that
specifies applications authorized to access it. Certificates can be managed using a
keychain and this can be used in conjunction with e-mail applications to enable a
user to digitally sign messages. If configured correctly, keychains can be a useful tool
for managing user credentials.
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Security Support for Applications
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The Keychain Access application provides a user-friendly interface that allows
storage of secure keys, passwords, and certificates for use with Mail and Safari, as
well as other applications. Importing a certificate, for example, is a point and click
operation. This allows users to easily configure their computer for encrypted
network transmissions, enhancing the security of e-mail and web applications.

Smart Cards

Mac OS X provides the ability to use Department of Defense Common Access Cards,
or Federal Smart Cards, for user authentication. This guide does not contain
instructions for using Smart Cards for authentication. Guidance of this nature is
planned for future versions.

Apple provides the “Apple Federal Smart Card Package Installation and Setup
Guide” (http://docs.info.apple.com/article.html?artnum=25526) which provides
guidance on setting up and using this capability in Mac OS X v10.2.3 — v10.2.8.
Apple is currently developing a comprehensive guide for Smart Card usage in Mac
OS X v10.3.x. Users interested in taking advantage of the Smart Card capability in
Mac OS X should refer to the Apple guidance as listed above. Detailed help for this
capability is available from the Help menu while running the Common Access Card
Viewer application.
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Initial Installation

Although secure configuration of an existing Mac OS X installation is possible,
securely configuring a fresh installation is much simpler. Although this may not
always be practical, it is the recommended way to configure Mac OS X. This section
details the steps involved in such an installation. If it is not possible to re-install the
system, much of this chapter will not be applicable. The guidance in this chapter can
still be used, however, to determine any differences between the previous installation
and the recommended one. Wherever differences exist, the previous installation
should be modified to match the recommended one; this may entail deleting
installed packages, deleting registration information, changing an administrative
account name, installing updates, and fixing disk permissions. This guide does not
provide instructions on making these types of modifications to a previously installed
system. Also, administrators should be aware that applying these recommendations
to an existing system might cause the system to operate incorrectly.
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System Installation and Configuration

THE SYSTEM SHOULD BE DISCONNECTED
FROM NETWORK UNTIL IT IS
COMPLETELY AND SECURELY
CONFIGURED!

Before Installation

If the Open Firmware password had been enabled, it should be disabled before
beginning installation. To do this:

1. Hold down command-option-O-F while restarting the system to enter
Open Firmware mode. (Note: The command key has an apple symbol on
it, and is located next to the space bar on the keyboard.)

2. Enter the Open Firmware password when prompted.
3. At the Open Firmware prompt (“>”) enter:
reset-nvram
reset-all

The following installation process will destroy all information on the hard drive. If
there is any information on the system that should be retained, it should be backed
up to an alternate location before beginning this installation. When backing up and
restoring any information, the following guidelines should be used:

UNCLASSIFIED 7
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e Only user files and data should be saved and later restored; restoring system
settings or previous accounts may change the system configuration specified
in this guidance.

e Applications should be re-loaded from the original media, not restored from a
backup.

e An “Archive and Install” option is available during installation. This option
saves the current user accounts and restores them once the system has been
re-installed. It is recommended that this option not be used, and that a
completely new installation is performed. If it is necessary to retain the
previous accounts using this option, each account should be configured
according to this guide. Additionally, any restored files and directories may
not have permissions set as recommended in this guide. All restored accounts
should be examined carefully for potential security problems.
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Begin Installation

To begin a system installation, it is necessary to boot from the CD/DVD drive. All
data on the target drive will be lost during the installation process.

The following instructions will cause all
information on the target drive to be
lost. Backup any data on the system that
should be retained.

To begin the installation, use the following steps:

1. Insert the first Mac OS X v10.3.x installation disk in the CD/DVD drive.

2. Boot or reboot the system while holding down the “C” key on the
keyboard. This will cause the system to boot from the CD/DVD drive and
will start the installation process.

The following list of screen titles appears during the installation of Mac OS X. Each
bulleted item is the title of a separate screen. All screens are included so the
administrator can gauge installation progress. Instructions are provided only for
those screens where the administrator will need to perform configuration according
to these guidelines. If instructions are not included for a screen, the installer should
select default values (if any) and continue on to the next screen.
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Continue Through Installation Screens

Any necessary partitioning of the hard
drive can be performed at this point, by
selecting Disk Utility from the Installer
menu. Only experienced administrators
who understand how to properly
partition a drive should perform disk
partitioning. For information on using
Disk Utility to partition a drive, see Disk
Utility Help.

All startup disks on a system should be
securely configured. If Mac OS X is to be
installed on multiple partitions, each
installation should be configured
according to this guidance.

= Select Language

» Install Mac OS X - Welcome to the Mac OS X Installer
= Install Mac OS X - Important Information

= Install Mac OS X - Software License Agreement

The installer must accept the agreement to continue.
= Install Mac OS X - Select a Destination

1. Click on the drive or partition where the system is to be installed to highlight
it.

2. Click the Options button.
3. Select the Erase and Install button.

The installer also provides an “Archive
and Install” capability. This type of
installation enables reloading of the
system while saving existing files. This
capability may be useful in re-installing a
system that was configured incorrectly.
Use of this option has not yet been
tested for inclusion here, but may be
included in a later version. Use of the
“Archive and Install” option is NOT
recommended.

4. Select the Mac OS Extended (Journaled) option from the Format disk
as: drop-down menu list. This filesystem is the Mac OS X default, and
provides cross-platform compatibility.

5. Click the OK button.
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6. Click the Continue button when the Select a Destination screen
re-appears.

= Install Mac OS X - Easy Install on <partition-name>

1. DO NOT CLICK “INSTALL” YET! Click on the Customize button to
bring the list of packages available for installation.

Skipping unnecessary packages can
drastically reduce Mac OS X installation
time. For example, not installing the
Language Translation Package saves the
time required to install the 695 MB
package.
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2. Decide which options should be installed. The following is a list of the
available packages, followed by a “Yes” if the option should be installed, and a
“No” if it should not be installed. The packages installed should follow the
recommendations given here unless an operational requirement necessitates
different settings.

If there is an arrow to the left of an option, it means that option has selectable
sub-options. To see the sub-options, click on the arrow.

— BSD Subsystem — Yes. Installs additional BSD command line utilities.

— Additional Applications — Installs several additional applications
provided with the system installation:

Internet Explorer — No. Internet Explorer (IE) for the Mac OS is no
longer being developed, and while support is available now, future
security updates are not guaranteed and may not be timely. If IE is
operationally required, caution should be used. It is recommended
that IE not be used.

Stuffit Expander — Yes. Stufflt Expander is frequently needed to
uncompress files that have been compressed for network transmission

iTunes — No. *(see note below)
iMovie — No. *(see note below)

iPhoto — No. *(see note below)

* [Tunes, iMovie, and iPhoto are
applications primarily used for personal
multimedia creation and management.
They have Internet connectivity features
that may introduce additional security
risk. It is recommended that they not be
installed unless an exception must be
made due to operational requirements.

10
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iCal — Optional. iCal provides an electronic calendar, including some
Internet connectivity features that present a security concern in some
environments. Site policy and operational requirements should
determine whether this tool is loaded.

iSync — No. This application is used to synchronize calendar, address
book, and similar information across computers, PDAs, wireless
phones, and other devices. This tool should not be loaded unless
operationally required.

— Printer Drivers — Installs printer drivers for some Canon, Epson,
Lexmark, and Hewlett-Packard printers. Install only those needed for the
environment where the system will reside.

— Additional Speech Voices — No. Speech recognition requires use of a
microphone, which is not recommended. Also, speech synthesis may
violate local security policy.

— Fonts — No. This package contains fonts for displaying the text of
Middle-Eastern, Russian, Asian, and other languages. If additional
languages will not be used on this system, de-select the entire “Fonts”
option. Otherwise, select only the appropriate sub-options.

— Language Translation — No. In addition to the selected primary
language, this package installs Mac OS X in all available languages. Unless
additional languages will be used on this system, the entire option should
be de-selected. Otherwise, select only the appropriate sub-options.

— X11 — No. The X11 X Window system provides the ability to run
X11-based applications under Mac OS X. While this capability may be
useful in some environments, it introduces configuration and security
issues. It is recommended that this package not be installed.

3. When finished choosing portions to include with the installation, click Install
to begin installation.

Install Software

The installation program displays “Checking Installation Media” while it verifies the
installation CD or DVD, which can be time-consuming. Although this test may be
skipped to save time, this is not recommended because an undiscovered error may
cause installation to fail abruptly and leave the system unusable.

After verifying the integrity of the installation disk, the installation program formats
the target drive and installs the operating system, requesting additional disks as
needed. Once the software installation has completed, the process of configuring the
system will begin.
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Initial System Configuration

The next set of screens deals with configuring the just-installed operating system.
Again, instructions will only be provided for screens where specific actions should
occur to conform to this guidance.

* Welcome
= Personalize Your Settings
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= Your Apple ID

The administrative account should not be used for any purpose other than
administration; therefore, it does not require an Apple ID. To prevent an ID from
being associated with the first administrative account being created on the
system:

1. Select Don’t create an Apple ID for me.

2. Click Continue.

= Registration Information

Any information entered in this screen will be stored and forwarded to Apple
when the machine is connected to the Internet. This information gathering
section of the installation process should be skipped.

To bypass this part of the process:

1. Press command-Q. This will cause the registration process to end, and the
information gathering process will be skipped.

2. Inthe You have not finished setting up Mac OS X dialog box, click Skip
to bypass the remaining registration and setup process.

If information had been inadvertently entered during the installation process, it
should be removed before the system is connected to a network. In Chapter 4,
“Configuring System Settings,” instructions will be given on how to delete this
information to prevent it from being automatically transmitted over a network.
Any information entered in this screen, if not deleted before the system is
connected to the Internet, will be transferred across the Internet in plaintext to
Apple. Even if the system is connected only to an internal network, and not the
Internet, registration information may be transmitted across that network in an
attempt to forward it to Apple. It is very important that no sensitive information
is entered in these screens.

Information entered during this phase of
the installation will be transmitted

12
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across the network when the machine is
connected to one. Sensitive information
should never be put in these screens.

Create First Administrative Account

= Create Your Account

This screen sets up the initial account, which is also an administrative account. If
information was entered into the registration screen, that information is used to
fill in default values for the name and short name fields; otherwise, these fields
are blank. Account information for the initial account should be entered as
follows:
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1. Enter a name for the initial administrator in the Name text box. Any name
may be used for the administrator account; however, it should not be an easily
guessable name, such as “Administrator.”

2. Enter a short name for this administrator in the Short Name text box. This
name will be used as an ID for this administrative user and it should not be an
easily guessable name, such as “admin.”

Both the “short name” and the “name”, or full name, are accepted by the
system for authentication. The “short name” is used by Unix commands or
services.

3. Enter the administrator’s password in both the Password and Verify boxes.
Passwords in Mac OS X can be up to 255 characters long and contain
uppercase letters, lowercase letters, numbers, and special characters.
Choosing a password that consists of at least 12 characters, that would not be
found in a dictionary, and that contains mixed case, numbers, and special
characters is recommended. There are many references available which
describe how to choose good passwords; therefore, this guide will not go into
any further detail about choosing a password.

Although there is currently no built-in method for enforcing good password
use on a locally administered Mac OS X system, a utility that will assist a user
in choosing a better password is provided. This feature is currently available
only as a part of the Keychain Access program, described further in the
section on Keychain.

4. Leave the Password Hint field blank. If a hint is provided, anyone
attempting to guess the password would be presented with a hint after 3 failed
attempts, giving him additional information that could be used to
compromise the account.

5. Click Continue.

UNCLASSIFIED 13
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= Get Internet Ready

Note: This screen will only appear if the entry of registration information was
NOT skipped.

The network security settings should be configured and validated before enabling
networking on the machine. See the section on “Securing the Network” in
Chapter 4 for information about configuring Mac OS X for network access. Skip
connecting the machine to the Internet at this time:

1. Select I'm not ready to connect to the Internet.
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2. Click Continue.

= Register With Apple

Note: This screen will only appear if the entry of registration information was
NOT skipped.

1. Select Register Later.
2. Click Continue.

» Select Time Zone
1. Select the appropriate time zone.

2. Click Continue.

= Set the Date and Time
1. Set the date and time appropriately.

2. Click Continue.

= Don’t Forget to Register

If entry of the registration information was skipped, select Done at this screen,
and continue configuration with the next section on performing system updates.
Otherwise:

1. Select Register Later.

2. Click Continue.

System Updates

System updates should be installed immediately after the operating system
installation. At the time of the writing of this guide, the most recent updates are

14
UNCLASSIFIED



UNCLASSIFIED

"Mac OS X Update 10.3.4" and security updates "Security Update 2004-05-24" and
“Security Update 2004-06-07”. The guidance in this document has been confirmed
under these updates.

If there are newer security updates than those listed here, they should be installed.
After updating the system as indicated, all security updates released later than the
last update given above should also be installed, in the order in which they were
released.

After Mac OS X v10.2.8, all security updates contain only fixes for security issues. It
is possible to review the contents of each security update before installing it. To see
the contents of a security update, go to Apple’s Security Support Page
(http://www.apple.com/support/security) and click on the “Security Updates page”
link.
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are usually released in response to a
specific known security problem.
Applying these updates is essential.

All security updates published by Apple
o contain only fixes for security issues, and

Downloading and Verifying Updates

The Software Update panel in the System Preferences panel might pop up to
indicate any updates available for the system. Software Update will ask if any new
downloads found should be downloaded and installed. Software Update should not
be used to automatically perform updates. Select Quit to exit Software Update, and
continue installing updates manually.

Updates can be downloaded from http://www.apple.com/support/downloads
(Figure 1) using a machine designated specifically for downloading and verifying
updates, and should be copied to a disk for installation. The download should be
done separately so that file integrity can be verified before the updates are installed.
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N Apple - Support - Downloads
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Advanced Search [ loads Manuals Specifications Discussions Training Products & Services
S Apple D load
o pPple vownioads
|+
18] iTunes 4.5 =5 iPod Update 2004-04-28
o0 = == 700,000 legal tracks. - | Take advantage of all the new Search A c arch | Help
o © Awesome new features. | features in iTunes 4.5. ~ 5
) 1 -Q\
U n NS 7/ #Download (10M8) | # Download (7.5MB)
"5_ (- Sa T—— W Restrict to Downloads
G —
_— Title/Description Posted ¥ Download
£ (v} Popular Downloads
U — Security Update 2004-05-24 (10.3.3
_4: This update delivers a number of security enhancements and is  05/21/04 ® 271KB AppleWorks 6.2.9 for
c recommended for all Macintosh users. Mac 05 X #15.6MB
L Security Update 2004-05-24 (10.2.8) ki jid ¥ i Free update to AppleWarks.
This update is recommended for all Macintosh users. AL —— .
iSync 1.4 #5.6MB
GarageBand 1.1 1700 Support for more cell phones and
Addresses isolated performance and stability issues. Pardz 04 il great features.
ava Update 1.4.2 T g - ™
Provides support for Sun's Java 1.4.2 APls. 05/17/04 ¥- 28 MB Fiin Control pdate LM
For Power Mac G5 owners.
Backup 2.0.2
Adds performance and stability improvements to scheduled 05/10/04 B ZMB Mac OS5 X 1033 #57MB
backups and is recommended for all Backup 2.0 users. Critical update for Panther users.
iBook G4 Graphics Update 1.0
This update is recommended for the 12-inch 1GHz, and 14-inch 05/06/04 % 12MB
1.2GHz iBoak G4. DAL LT

Security Update 2004-05-03 (10.3.3 Client,
Delivers a number of security enhancements and is 05/03/04 4 37MB
recommended for all Macintosh users.

Security Update 2004-05-03 (10.2.8 Client)

Common Error Messages
Cet help on issues refated to
downloading software

Delivers a number of security enhancements and is 05/03/04 # 3.3 MB Older Software Downloads
recommended for all Macintosh users. Software released prior to 1998 -
Security Update 2004-05-03 {10.2.8 Server Jar=
Delivers a number of security enhancements and is 05/03/04 8 13.1MB
recommended for all Macintosh users. Download Website

Browse older software updates by
Security Update 2004-05-03 (10.3.3 Server) language

Figure 1: Apple’s Update Download Web Page

Administrators should note that updates
provided through the Software Update
utility may sometimes appear earlier
than the standalone updates.

Another resource for locating current updates for Mac OS X is the Knowledge Base
article on Apple’s website:

Title: Mac OS X 10.3: Chart of available Mac OS software updates
Article ID: 25633
URL: http://docs.info.apple.com/article.html?artnum=25633

As stated earlier, this guidance was tested under Mac OS X v.10.3.4 with security
updates through “Security Update 2004-06-07.” If the version that was loaded on
the system is older than this, the appropriate updates should now be downloaded.

In order to install the v.10.3.4 update, the v.10.3.3 update and “Security Update
2004-05-24" must first be installed. The following instructions assume the system

16
UNCLASSIFIED



http://docs.info.apple.com/article.html?artnum=25633

UNCLASSIFIED

being updated is loaded with Mac OS X v.10.3.2 or earlier. If any of the listed
updates have already been installed on the system being configured, skip the
instructions for those updates. The updates that need to be downloaded are:

Mac OS X (10.3.3) Combined Update 10.3.3
Security Update 2004-05-24 (10.3.3)

Mac OS X Update 10.3.4

Security Update 2004-06-07 (10.3.4)

Make sure to note the SHA-1 digest for each of these files. The SHA-1 digest should
be posted on-line with the download.

Once the software updates have been downloaded from Apple they should be
checked for viruses and written to a CD. Apple also provides a SHA-1 digest for their
updates so that the integrity of the update can be verified. The SHA-1 digest should
be checked to confirm the authenticity of the updates. Check the updates using the
following steps:

1.
2.

Start the Terminal program, located in / Applications/Uilities.

In the Terminal window, issue the following command:
[usr/bin/openssl shal <full path fil enane>

where <full path fil ename> isthe full path filename of the update for
which the SHA-1 digest is being checked. Repeat this for each update.

The pathname of the file will be displayed in the Terminal window followed by
the SHA-1 digest for that file.

Check the SHA-1 digest for each update against the SHA-1 digest displayed on
the Apple site. The SHA-1 digest will be displayed in the “Information and
Download” document for the update. In most cases, this will be the document
that is displayed when the link for downloading the document is clicked. If
not, search for the name of the update in the downloads section of the Apple
support page, and find the “Information and Downloads” document for the
update to obtain the SHA-1 digest.

The SHA-1 digest for each update should match the digest given on Apple’s
web site for that update. If it does not, the file was corrupted in some way and
a new copy should be obtained.

Installing Updates

Updates must be installed in the proper order. Make sure each of the updates are
installed on the system in the order given below. Use the following procedure to
install the 10.3.3 update on the system:
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1. Place the CD with the 10.3.3 Update package in the CD-ROM drive. Mac OS
v.10.3.3 must be loaded before 10.3.4 can be installed.

2. Open the CD and double-click the MacOSXUpdat eConbo10. 3. 3. dng to
open the disk image containing the update package.

3. Double-click the MacOSXUpdat eConbol10. 3. 3. pkg to start the
installation.

4. Follow the instructions provided by the Installer.

5. When the installation is complete, click Restart to continue, and the system
will reboot.

After the reboot, the system will automatically log into the administrator's account.
Next, use the following procedure to install the first security update to the system:

1. Insert the disk containing SecUpd2004- 05- 24Pan. dny.

2. Open the disk and double-click the SecUpd2004- 05- 24Pan. dng to open
the disk image containing the first security update.

3. Double-click the security update package SecUpd2004- 05- 24Pan. pkg to
start the installation.

4. Follow the instructions of the Installer.
5. When the Installer has completed, click Close.

Next, use the following procedure to install the 10.3.4 update to the system:

1. Place the disk with the 10.3.4 Update package in the CD-ROM drive.

2. Open the disk and double-click the MacOSXUpdat €10. 3. 4. dng to open
the disk image containing the update package.

3. Double-click the MacOSXUpdat €10. 3. 4. pkg to start the installation.
4. Follow the instructions provided by the Installer.

5. When the installation is complete, click Restart to continue, and the system
will reboot.

After the reboot, the system will automatically log into the administrator's account.
Next, use the following procedure to install the second security update to the system:

1. Insert the CD-ROM with the security update.

2. Open the CD and double-click the SecUpd2004- 06- 07Pan. dng to open
the disk image containing the security update.

3. Double-click the security update package SecUpd2004- 06- 07Pan. pkg to
start the installation.

18
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4. Follow the instructions of the Installer.

5. When the Installer has completed, click Restart. The system will reboot
and automatically login to the administrator account.

All security updates after the most recent system update should be installed. These
updates should be installed in order by release date, oldest to newest. Although
SecurityUpd2004- 06- 07. dng was the latest available at the time this guide was
written, newer security updates may be available, and should be installed since
security updates address specific known security issues.

Fix Disk Permissions

Permissions on files can sometimes become set incorrectly, especially during a
software installation. Incorrect permissions can cause the system to operate
incorrectly and even introduce security vulnerabilities. Fixing these permissions is
recommended after performing any software installation on Mac OS X.
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Use the following instructions to repair permissions:

1. Insert disk 1 of the original Mac OS X 10.3.0 installation set and restart the
Macintosh while holding down the “C” key to boot from a CD/DVD disk.

2. When the gray screen with the Apple logo appears, release the “C” key as the
Macintosh is now booting from the disk. It is necessary to boot from an
installation disk because the utility cannot fix permissions on the partition
where the system is currently running.

3. When the first screen of the Installer appears asking the user to select a
language, go to the menu bar and select Open Disk Utility from the
Installer menu.

4. Once Disk Utility is open, select the installation drive from the list of disk
drives on the left of the Disk Utility screen.

5. Select the Repair Disk Permissions button at the bottom of the First Aid
screen.

6. Once the permissions have been repaired, quit the disk utility by selecting
Quit Disk Utility under the Disk Utility menu.

7. Then select Quit Installer under the Installer menu. When the Installer
asks if you are sure you want to quit the Installer, select the Quit button. The
system will then reboot, start from the start-up disk, and log directly into the
administrator account.

8. Eject the installation disk.

The procedure for repairing disk
permissions should be performed after
every software installation, including the
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operating system, updates, and
applications.
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4

Configuring System Settings

System configuration follows the installation of the operating system and its updates.
System-wide configuration settings are the focus of this chapter. This chapter also
includes instructions for configuring the initial administrative account. In addition
to these settings, user accounts should be created for each user. Chapter 5 describes
the steps for creating and securely configuring additional accounts.

- Joydeyd

The instructions in this chapter assume that the system has been installed and
updated as described in the previous chapter. However, most instructions in this
chapter should still be applicable to any Mac OS X v10.3.x system. If applying these
instructions to an existing system, extra caution should be used to ensure the
applicability of the instructions. For example, if the system being configured already
has FileVault enabled, the instructions for doing so in this chapter will not be
applicable to that system.
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As it is impossible for this guide to
address all possible previous system
configurations, instructions in this
chapter are given under the assumption
that the system was installed as
described in Chapter 3. If this is not the
case, each step in this chapter must be
evaluated to determine how it applies to
the current system configuration and
how to adapt those steps to fit that
system.

Frequently during system configuration, text files must be edited as root. Several
text editors are included with the system and available from the command line.
Those familiar with a particular editor are free to substitute that editor for the one
used in this guidance, pico. Pico was chosen because of its accessibility to new
users, even those with very limited command line experience. It is assumed that the
reader, once he has started pico, will be able to use the editor, and additional
instruction will not be required.

All system configuration guidance given in this chapter should be performed from an
administrator’s account. (If the system has been installed as directed in Chapter 3,
the initial system administrator’s account will be the only account on the system and
the system will automatically log into this account at startup.) Once automatic login
is disabled, it will be necessary to log in anytime the machine is rebooted or a user
has logged out. Once the system is in that state, an administrator’s account should
be logged in to perform the configuration described in this chapter.
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Removing Registration Information

Mac OS X stores any registration information gathered during the installation in a
file. The system attempts to send the registration information from that file to Apple
the as soon as a network connection is made. Earlier in this guide, instructions were
given to bypass entry of registration information. If, however, information was
entered into the registration screen, it should be deleted before the system is
connected to a network. The following steps will prevent this information from
being sent:

1. Make sure the first administrator account is logged in. If the steps in this
guide have been followed, that account will have been logged in automatically
when the machine booted.

2. Open the home folder.

3. If an alias named Send Regi strati on islocated in the home folder, drag
it to the Trash.

4. Open the folder Li brary/ Assi st ants under the home folder of the first
user account.

5. Ifthefile Send Regi stration. setup existsthere, drag it to the Trash.

6. Choose Secure Empty Trash from the Finder menu to delete the files.

Managing System Preferences

The System Preferences program provides a graphical interface for controlling
many of the system’ security features. To start the System Preferences program,
select System Preferences... from the Apple menu at the top left corner of the
screen, or click on the System Preferences icon in the dock. The System Preferences
program will start in a “Show All” view, displaying icons for configurable system
features (Figure 2).
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Figure 2: System Preferences Application

Many options within the System Preferences application require an administrator’s
password to unlock. When an option has been selected and its settings appear in the
System Preferences panel, a lock icon will appear in the bottom left corner of the
window if that particular option is lockable. The locked preferences are
automatically secured when a regular user logs in, and are automatically unlocked
when an administrator logs in. They can be locked by anyone, and unlocked by
anyone who knows the administrator’s name and password. To unlock an option for
editing, click on the locked lock icon, and enter an administrator’s login ID and
password when prompted. To lock a panel, simply click on the unlocked lock icon.

The following sections review options in the System Preferences application with
security implications and indicate recommended settings. Options within System
Preferences that are not relevant to system security are not addressed. Options with
security implications that are relevant to user accounts are addressed in Chapter 5.

Desktop and Screen Saver

The Desktop and Screen Saver option is found in the Personal row in System
Preferences. The screen saver should be automatically activated when the computer
has been idle for a specified amount of time. When used in conjunction with
requiring a password to wake the machine from sleep or the screen saver, this will
help prevent an unattended system from being used by unauthorized users.
Instructions for configuring the password requirement can be found later in this
chapter, under the Other Security Settings section.

The Desktop and Screen Saver option is not lockable and must be set separately for
each user account. Even if the administrator sets a time to automatically activate the
screen saver, the user will be able to change that value for his own account. The
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system’s method of restricting a user from doing this places other serious restrictions
on the account, such as losing the ability to change the login password, that make it
impractical. Issues such as this should be addressed by user policy and made clear to
all users of the system.

This preference screen also allows configuration of the Hot Corner settings, which
allow a user to enable certain features, such as the screen saver, by placing the cursor
in a corner of the screen. To make locking the screen convenient, a Hot Corner to
activate the screen saver should be set for each user.

To configure the current account’s screen saver:

1. Start the System Preferences application.
2. Click on the Desktop & Screen Saver icon in the Personal row.

3. Click on the Screen Saver button (Figure 3).
oilolls Desktop & Screen Saver =
A G &

Show All Cisplays Sound Network Startup Disk

Desktop ~ Screen Saver

Screen Savers Preview
0y Computer Name
@ Flurry
r‘"'_'-, Abstract
5y Beach
7oy Cosmas
-’;",‘ Forest
*H Mac

- Pictures Folder

~ Choose Folder...

Options | | Test

Start screen saver: e ——
S

3 5 15 30 1hr 2hr Never
| Use random screen saver

[ Hot Corners... | 2)

Figure 3: Screen Saver Options Panel

4. Use the slider in the panel to set the Start screen saver time to 5 minutes,
or whatever is dictated by site policy.

5. Click on the Hot Corners button at the bottom left of the Desktop &
Screen Saver panel.

6. Choose which corner is to be used as the hot corner for starting the screen
saver (Figure 4).
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Active Screen Corners

- =) | | Desktop =
Nia S L)
Start Screen Saver = . v

OK

Figure 4: Active Screen Corners Panel

7. Use the pull-down menu corresponding to the corner chosen as the screen
saver hot corner, and select Start Screen Saver in the menu.

8. Click the OK button.
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Security Settings

The Security option is found in the Personal row in System Preferences. Unlike
most panels, the Security panel’s lock only applies to part of the panel, the bottom
section for All Accounts on this Computer. The other settings in the panel are
not affected by the lock and apply only to the account currretly logged in. Turning
on encryption for the user’s directory (FileVault), however, requires an
administrator ID and password. This means FileVault must be set up by an
administrator while logged into the user account. Configuring FileVault for
individual users is addressed in the section on configuring user accounts in
Chapter 5.

FileVault

Mac OS X’s FileVault feature for encrypting home folders is strongly
recommended for systems whose physical security cannot always be
guaranteed, such as portables like the iBook and PowerBook. FileVault
encryption should be enabled for the system and for all user accounts. When
FileVault is enabled for a user account, files in the user’s home folder files are
encrypted, and thereby protected from casual viewing if the system is
compromised. However, FileVault may adversely affect disk-intensive tasks
such as video editing. If delays in disk-intensive tasks interfere with
operational needs, use of FileVault may not be practical.

FileVault cannot guarantee the confidentiality of a file that existed before
FileVault was activated because the file itself or an application’s working copy
of the file may have been deleted. Deleted data still exist on the drive, unless
removed with the Secure Empty Trash feature, which applications do not
typically use. Consider files protected by FileVault only if they have been
received or created after FileVault was activated. Running a commercial tool
to sanitize all unused space on the drive (where deleted files may exist) is
another means of addressing the problem of unencrypted data that users wish
protected by FileVault.
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Some users reported data loss under
certain circumstances when using Mac
OS X version 10.3. The 10.3.1 update
addresses these problems. The use of
FileVault is only recommended in version
10.3.1 or later of Mac OS X.

FileVault is not used to protect files transmitted over the network or saved to
removable media. Mac OS X provides methods for encrypting files in these
situations, described in Appendix A.

A master password must be set before FileVault can be activated for any
user accounts. This master password can decrypt any home folder on the
system, which would be necessary if a user forgets his password. The
password should be written down, sealed in an envelope, and stored in a
physically secure location, such as a safe. The master password should not
match the administrator’s password. However, it should at least meet the
selection and changing guidelines for an administrator password. The master
password should be long (greater than 12 characters, and up to 255 characters
long) and contain special characters, mixed case, and numbers.

Although there is no automatic facility for checking the strength of a FileVault
password, the Keychain Access application can be used to perform this sort
of checking. Refer to the keychain section of this guide, found in Chapter 5,
for further instructions.

A strong password is vital to making
FileVault a useful security measure!

If the master FileVault password is lost,
there will be no way to recover a user’s
data if that user also loses his password.
If this data loss risk outweighs the
security benefits of using FileVault,
FileVault should NOT be enabled.

More information on FileVault can be found in Mac Help, available from the
Finder’s Help menu. The topics “About FileVault,” “Encrypting your home
folder,” and “Turning off FileVault” explain how to use FileVault and are the
basis for the instructions below. FileVault must be enabled for a user from
that user’s account by someone with administrative access. FileVault
deactivation must also be performed by an administrator while logged into
the user’s account.
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To set the FileVault master password:

1. Click on the Show All icon in System Preferences, or restart System
Preferences if necessary.

2. Select Security from the personal preferences row. Q
3. Unlock the window for editing, if necessary. gr
Select the Set Master Password button (Figure 5). L
o — | +
- N e 3
Show All Displays Sound Network Starmisk

sbuinyes waisAs bulnbyuo)

FileVault

FileVault secures your entire Home folder by encrypting its contents. It automatically
encrypts and decrypts your files an-the-fly, so you won't even know it is happening.

WARNING: Your files will be encrypted using your login password. If you forget your
login password and the master password is not available, your data will be lost
forever.

A master password is not set for this computer. [ Set Master Password... |

This is a "safety net” password. It lets you unlock any
FileVault account on this computer.

FileVault protection is off for this account. [ Turn On FileVault...

| Require password to wake this computer from sleep or screen saver

60

[
U Click the lock to prevent further changes.

Figure 5: FileVault Panel

5. Enter the master password for the system in the Master Password field,
and again in the Verify field.

Do not enter anything into the hint field.
The hint information could be used to
compromise the account.

6. Select the OK button to return to the FileVault screen.
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At this point, FileVault may now be activated for any user or administrative
account. Enabling FileVault for individual users is addressed in Chapter 5.
To enable FileVault for the current administrative account:

1. Click Turn on FileVault. A window will open asking for the user’s
password. Since this is the administrator’s account, this password will be
the administrator’s password.

2. Read the warning message that appears. To continue, click Turn on
FileVault in the dialog, or click Cancel to stop. It is recommended that
FileVault be enabled at this time; however, realize that this may take a
while, depending on how much space is currently being used in the
administrator’s account, since everything currently in the account will now
have to be encrypted. Also, the system will require all users to log out

during the conversion process, except the user for whom FileVault is being
enabled.

3. Before beginning the conversion process, the system will log the user out
of the system. Once the machine is done encrypting the user’s home
folder, log back into the administrator’s account to continue configuring
the machine.

Additional Security Settings

The first setting in the bottom section of the Security panel, “Require
password to wake this computer from sleep or screen saver,” affects
only the account currently logged in, and can be changed by any user for his
own account. The remaining settings in that section of the panel affect all
user accounts on the computer. These settings should be configured as
follows:

1. Click on the Show All icon in System Preferences, or restart System
Preferences if necessary.

2. Click the Security icon located on the Personal row (Figure 6).
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Security = |
- N A =
Show All Displays Sound Metwork Startup Disk

FileVault

FileWault secures your entire Home folder by encrypting its contents. It automatically
encrypts and decrypts your files on-the-fly, so you won't even know it is happening.

WARNING: Your files will be encrypted using your login password. If you forget your
login password and the master password is not available, your data will be lost
forever.

A master password is set for this computer. | Change...

This is a "safety net” password. It lets you unlock any
FileWault account on this computer.
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f Require password to wake this computer from sleep or screen saver

All Accounts on this Computer:
z Disable automatic login
z Require password to unlock each secure system preference

_|lLog out after 15 . minutes of inactivity
e
41 Click the lock to prevent further changes.

Figure 6: Security Panel Additional Settings

3. Place a check in the box for Require password to wake this
computer from sleep or screen saver. Note that the lock icon has
no effect on this particular option. This means that any user may
disable this capability for his own account, even if the administrator
has enabled it.

Unlock the window for editing if necessary.

5. Place a check in the box for Disable automatic login to ensure that
anyone using the machine must first enter a valid user ID and
password.

6. Place a check in the box for Require password to unlock each secure
system preference.

7. The Log out after x minutes of inactivity box should be unchecked
for three reasons. First, automatically logging out a user can become
extremely annoying to the user. Second, it can cause operational
difficulties if a user runs processes that may be killed by the automatic
logout process. Third, the automatic logout process can sometimes fail
to complete without intervention, leaving the user with a false sense of
security. If a program is hung or cannot quit properly, the logout
process may be blocked from completing. For example, if an unsaved
document is open in Microsoft Word, the automatic logout process will
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not complete until the user makes a decision about whether to save the
file.

Automatically activating the screen saver after a certain period of
inactivity is preferred, even though the user can disable it.
Administrators should periodically verify that users have not disabled
the capability.

8. Click the unlocked lock icon at the bottom of the window.

Bluetooth

The Bluetooth panel in the System Preferences program facilitates configuration of
Bluetooth, the standard used in Mac OS X to allow wireless devices, such as wireless
keyboards, wireless mice, and cellular phones to communicate with the machine.
This panel will not appear on machines not equipped with Bluetooth. If this icon
does not appear in the System Preferences panel of the machine being configured,
skip the Bluetooth settings section, and move on to the next section.

Bluetooth should not be used. Though System Preferences may be used to disable
Bluetooth, there are a few notes about the management of Bluetooth in Mac OS X:

e This panel only disables Bluetooth for the currently logged in user. An
administrator will need to log on as each user and disable Bluetooth for that
account.

e Even if an administrator does ensure that Bluetooth has been disabled for
every user, a user will be able to go back and re-enable the capability at any
time, unless the user’s accounts have been severely limited. If the account is
limited to the point where the user will not be able to change settings such as
Bluetooth and the screen saver, he will also be unable to do more important
things, such as change his own password. Limitations of user accounts such
as this will be discussed in further detail in Chapter 5.

e Bluetooth, IR ports, CD writers, and any other hardware capability that could
be dangerous in a secure environment should be physically disabled if
possible; however, disabling or modifying the hardware will likely void the
warranty on the machine if it is not performed by an Apple Certified
Technician. For information on becoming an Apple Certified Technician,
send a request for information to the Apple Federal e-mail address:
AppleFederal@apple.com.

Settings for Bluetooth should be configured in System Preferences as given below.
Additional steps for disabling Bluetooth are presented in a later section of this
chapter on disabling hardware.

To disable Bluetooth for the administrator’s account using this panel:
30
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1. Click on the Show All icon in System Preferences, or restart System
Preferences if necessary.

2. Click on the Bluetooth icon in the Hardware row of options. If there is no
Bluetooth icon, Bluetooth capability is not installed on the machine. In this
case, skip to the next section.

3. Click the Turn Bluetooth Off button (Figure 7).

Bluetooth e
- N 6 =
Show All Displays Sound MNetwork Startup Disk

. _S'étii'ﬁgs ] FEi'I.e Exchlange ”-I"J'ev'ices :

Bluetooth Power: Off [ Turn Bluetooth On

Bluetooth Device Name: Not Available.

The device name is the same as the Computer Name in Sharing preferences.

This will allow other Bluetooth devices to find your computer. If this is disabled,
other devices will still be able to connect to your computer.

This will require Bluetooth devices to authenticate before making connections to
your computer. This will also secure all data sent over Bluetooth.

This provides better connections with older Bluetooth phones.

Figure 7: Bluetooth Configuration Panel

CDs & DVDs

The system should not perform an automatic action when a CD or a DVD is inserted.
As with Bluetooth, this is an option that is set for the current user only, must be set
for each user account, and can be changed by a user without administrative
privileges. To prevent automatic actions when a disk is inserted (for the currently
logged in account):

1. Click on the Show All icon in System Preferences, or restart System
Preferences if necessary.

2. Click on the CDs & DVDs icon in the Hardware row of options (Figure 8.)
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CDs & DVDs
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Show All Displays Sound Metwork Startup Disk

When you insert a blank CD: = Ask what to do

When you insert a blank DVD:  Ask what to do

When you insert a music CD:  Ignore

When you insert a picture CD: | Ignore

When you insert a video DVD:  Ignore
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Figure 8: CDs & DVDs Panel

3. Pull down and select Ignore for the When you insert a music CD option.

4. Pull down and select Ignore for the When you insert a picture CD
option.

5. Pull down and select Ignore for the When you insert a video DVD
option.

Energy Saver

The Energy Saver panel allows an administrator to configure the computer to
sleep after a period of inactivity. This can be used in conjunction with
requiring a user to enter a password to wake the computer from sleep in order
to make the machine more secure. These settings should be configured as
follows:

1. Click on the Show All icon in System Preferences, or restart System
Preferences if necessary.

2. Click on the Energy Saver icon to bring up the Energy Saver preferences
panel.

3. If a Sleep button is not visible, click the Show Details button. Select the
Sleep panel of the Energy Saver option by clicking on the Sleep button
(Figure 9).
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| Q ()

Show All Displays Sound Network Startup Disk

Optimize Energy Settings: Custom

ar

Settings for: Power Adapter

ar

‘Sleep | Schedule | Options.

Put the computer to sleep when it is inactive for:

—

N

1 min 15 min 1hr 3 hrs  Never
W put the display to sleep when the computer is inactive for:

—
o

LV 5

1 min 15 min 1hr 3 hrs  Never

The display will sleep before your screen saver activates.

Click the button to change screen saver settings. \ m !

Z Put the hard disk(s) to sleep when possible. | 7 )

You are using custom optimization. Current battery charge is 3 percent.

z Show battery status in the menu bar

f -
#5 Click the lock to prevent further changes. | Hide Details |

Figure 9: Energy Saver Sleep Panel

Unlock the window for editing if necessary.

Set the Put the computer to sleep when it is inactive for: slider to 15
minutes or whatever value is indicated by site policy.

All other options in this panel can be left at the default value, or changed to
personal preference or to meet site policy guidelines.

Click on the Options button in the Energy Saver panel (Figure 10).
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| Restart automatically after a power failure

Processor Performance:  Automatic

You are using custom optimization. Current battery charge is 99 percent.

z Show battery status in the menu bar

_n _—
i | Click the lock to prevent further changes. | Hide Details )

Figure 10: Energy Saver Options Panel

8. Uncheck the checkbox in front of the Wake when the modem detects a
ring option to disable it.

9. Uncheck the checkbox in front of the Wake for Ethernet network
administrator access option to disable it.

10. Uncheck the checkbox in front of the Restart automatically after a
power failure option to disable it.

11. Click on the unlocked lock icon at the bottom of the panel to re-lock the panel.

Sound

The microphone setting in the Sound panel may carry security implications. This is
especially important as an internal microphone is standard on many Macintosh
computers. If the machine also has a Line In jack, then it will be possible to disable
the microphone in this panel as described below:

1. Click on the Show All icon in System Preferences, or restart System
Preferences if necessary.

2. Click on the Sound icon in the Hardware row in the System Preferences
panel.

3. Click on the Input button on the Sound option panel.
34
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4. Click on the Internal Microphone selection (if available) and set the input
volume slider bar to the minimal level.

5. Click on the Line In selection in the Choose a device for sound input
box to select that as the default input for sound (if available). This will
effectively disable the internal microphone (Figure 11).

Sound =
- N 6 3
Show All Displays | Sound MNetwork Startup Disk

Sound Effects ' Qutput I Enput'
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Mame Part
Internal microphone Built-in
Line In Audio line-in port

Settings for the selected device:

Input level:

Input volume: .', r i
LA

L =

,
Hes

Output volume:  =f ) *:}) ] Mute

Z Show volume in menu bar

Figure 11: Sound Panel Line In Setting

6. Set the Input volume slider bar for the Line In selection (if available) to the
minimal level.

7. Use a dummy plug (a plug with no wires, not connected to any other devices)
to plug the Line In jack on the machine.

If there is no Line In jack, then the only setting available under the Choose a
device for sound input box will be the internal microphone (if there is one), and
there will be no way to remove that option. In a system with an internal microphone
and no Line In jack, the internal microphone will be selected by default. If this is the
case, the slider bar for the internal microphone input volume should be set to the
lowest possible level (Figure 11).

In either case, it is recommended that the internal microphone be physically
disabled. As explained in the section on Bluetooth above, disabling or modifying the
hardware will likely void the warranty on the machine if not performed by an Apple
Certified Technician. For information on becoming an Apple Certified Technician,
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send a request for information to the Apple Federal e-mail address:
AppleFederal@apple.com

Additional instructions for disabling the microphone appear in a later section of this
chapter.

Network

AirPort and Bluetooth wireless connectivity options should be turned off. They will
only be present in the panel if supporting hardware is installed on the system. To
configure the network settings:

1. Click on the Show All icon in System Preferences, or restart System
Preferences if necessary.

2. Click on the Network icon in the Internet & Network row.
3. Unlock the window for editing if necessary.

4. Pull down the Show menu and select Network Port Configurations
(Figure 12).
D BE Network

= ae g

Show All Displays Sound Network Startup Disk

Location: =~ Automatic

Show: Metwork Port Configurations

Check a configuration to make it active.
Drag configurations into the order you want to try them when
connecting to a network.

On Port Configurations
— ' Internal Modem
| Bluetooth _ New..
z Built-in Ethernet { Edit \
1 AirPort
( Delete... )
( Duplicate )
@
il L
1 Click the lock to prevent further changes. ([ Assistme... ) [ Apply Now )

Figure 12: Network Port Configurations Panel

5. If present, make sure the AirPort and Bluetooth boxes in the Port
Configurations list are unchecked. Also, uncheck the Internal Modem box if
present and the modem is not operationally required.

36
UNCLASSIFIED


mailto:AppleFederal@apple.com

UNCLASSIFIED

6. Pull down the Location menu and repeat step 5 for any other locations in the
menu.

7. Click the Apply Now button.

8. Click the unlocked lock icon at the bottom of the panel to re-enable the lock
on the System Preferences panel.

Anytime a new location is added to the configuration, AirPort, Bluetooth, and
Internal Modem should be disabled as described here.

- Joydeyd

Again, all wireless capability, such as AirPort and Bluetooth, should be physically
disabled in secure environments. Disabling or modifying the hardware will likely
void the warranty on the machine if not performed by an Apple Certified Technician.
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Further instructions for disabling capabilities such as Airport and Bluetooth will be
given in a later section of this chapter.

Sharing

The Mac OS X default installation has all services switched off, and services should
remain disabled unless operationally required. If these services are enabled, they
may provide a means for an unauthorized user to access the machine remotely.

The services available in this panel are:

e Personal File Sharing: Enabling this option gives users of other computers
access to each user’s Publ i c folder.

¢ Windows Sharing: Enabling this option allows users to access shared files
and printers using the SMB/CIFS protocol. This option should not be used.
There are well-known risks associated with SMB/CIFS.

e Personal Web Sharing: This service allows any user on the network to
view web sites located in the Si t es folders on the machine. If this service is
operationally required, the administrator must be familiar with securely
configuring the Apache web server.

¢ Remote Login: This service allows users to access the machine remotely
using SSH. If a remote login capability is required, using SSH is still
preferable to telnet.

e FTP Access: This service allows users on other computers to access the
computer via the File Transfer Protocol. FTP transmits passwords in the
clear. Also, if SSH is enabled on the system, encrypted methods of
transmitting files, such as scp or sf t p, are available, and should be used
instead.

e Apple Remote Desktop: This allows the machine to be managed via the
Remote Desktop program. As networked management is out of scope for
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this guide, there is no need for this capability when configuring according to
this guide. This capability should remain disabled.

e Remote Apple Events: This service enables the machine to respond to
Apple events from other computers, which may carry security implications.
Configuring this capability is out of scope for this guide and it should remain
disabled.

e Printer Sharing: If enabled, users on other computers will be able to access
a printer connected to this machine. As this guide is addressing a machine in
a standalone capacity, this capability is not needed and should remain
disabled.

Also, the name of the machine should be changed. During installation, Mac OS X
gives the computer a name derived from the first account created on the system, in
the form of “Account Name's Computer”. This is undesirable because the machine
name appears in the login window and is often transmitted over the network. The
computer name should be changed to something unrelated to any accounts on the
system before connecting to the network.

Confirm configuration of the Services options and change the machine name as
follows:

1. Click on the Show All icon in System Preferences, or restart System
Preferences if necessary.
2. Click on the Sharing icon in the Internet & Network row.

3. Click on the Services button in the Sharing panel (Figure 13).
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Sharing -
- N & =3
i & fed
—
Show All Displays Sound MNetwork Startup Disk

Computer Name: -do[phin

Other computers on your local subnet can reach your
computer at dolphin.local Edit—)

Services Firewall = Internet

Select a service to change its settings.

Service Personal File Sharing Off
Personal File Sharing
Windows Sharing

Personal Web Sharing Click Start to give users of other computers
access to Public folders on this computer.

{ Start )

Remote Login

FTP Access

Apple Remote Desktop
Remote Apple Events
Printer Sharing

ODOOE@OAEEs

il
i |I Click the lock to prevent further changes.
Figure 13: Sharing Services Configuration Panel

4. Unlock the window for editing if necessary.

5. Make sure all checkboxes are unchecked. These services are all disabled by
default, and unless there is a specific operational need for a service, it should
remain disabled. If a service is enabled because of operational requirement,
the risks incurred by opening that service should be considered. Also, note
that when setting up the built-in firewall in the next section, it is expected that
all services are off in order to correctly enable the firewall, and any services
enabled here will also have to be allowed through the firewall.

6. Replace the entry in the Computer Name box at the top of the screen with
a new name for the system. The name should be unrelated to any account
names on the system.

Mac OS X includes basic firewall filtering. This firewall prevents incoming network
connections to certain ports; it does not restrict outgoing transmissions by default.
The firewall can be configured in two ways: by using the System Preferences
program, or by using the i pf w command in a terminal window. A limited subset
of possible configurations can be managed through the System Preferences
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application. Only the settings that are handled within the System Preferences
program are addressed here.

The Firewall panel in the System Preferences application does not allow the
administrator to manage protocols other than incoming TCP. If managing UDP or
other protocols is necessary, either i pf w (provided with Mac OS X) or a third-
party tool should be used to configure the firewall.

Only TCP ports are managed through the
Firewall panel. If only the Firewall panel
is used to manage the firewall, UDP
packets will not be filtered.
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To start the firewall:
1. Click on the Firewall button in the Sharing panel (Figure 14).

Sharing =
NG &
= Qﬁ i |
i -
Show All Displays Sound MNetwork Startup Disk

Computer Name: . dolphin

Other computers on your local subnet can reach your
computer at dolphin.local Edit—

Services  Firewall = Internet

Firewall On

\ Click Step to allow incoming network communication to all services and

pStopr e

Allow: On Description (Ports)
Personal File Sharing (548, 427)
Windows Sharing {139) [ New...
Personal Web Sharing (80, 427}
Remote Login - SSH (22)
FTP Access (20-21, 1024-65535 from 20-21)
Remote Apple Events (3031)
Printer Sharing {631, 515)

Edit...

Delete |

To use FTP to retrieve files while the firewall is on, enable passive FTP mode using the Proxies B
tab in Network Preferences. 29

I
! II Click the lock to prevent further changes.

Figure 14: Firewall Configuration Panel

2. Make sure all checkboxes are unchecked in the list in the Allow panel.

If any services were enabled in the
previous section, they will be marked as
allowed here. If these services are to be
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left enabled, you will need to allow them
through the firewall here.

3. Click the Start button to turn on the firewall. The button’s label should
change to Stop, and the text above the button should state Firewall On.

The rationale for whether the ports should be opened for incoming access is the
same as given above for Services. There are two ports that may be included in this
list that do not appear as services in the Services panel. These ports are “iChat:
(5297, 5298)” and “iTunes Music Sharing (3689).” These ports should not be
necessary in a normal operational environment.

- Joydeyd

For a complete list of ports used by Apple Software and Services, see: “Well Known
TCP and UDP Ports Used by Apple Software Products”
(http://docs.info.apple.com/article.html?artnum=106439) or the Mac OS X Server
manuals (http://www.apple.com/server/documentation/).
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The firewall should always be enabled, and incoming ports should be enabled only if
absolutely necessary based on operational requirements. The entire firewall should
never be disabled to allow for use of only specific ports.

The Internet section of the Sharing panel is used to allow multiple machines to
share a single Internet connection. Use of this option is out of scope for this
guidance. Internet sharing is disabled by default, and it should not be enabled. To
ensure it is disabled:

1. Click on the Internet button on the Sharing panel (Figure 15).
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Sharing -

= 46 o

Show All Displays Sound Network Startup Disk

Computer Name: . dolphin

Other computers on your local subnet can reach your
computer at dolphin.local tEdit—

Services Firewall = Internet

Internet Sharing Off

You cannot start Internet Sharing because you have not selected a port over
which te share your connection.
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Share your connection from: Built-in Ethernet

To computers using:

On  Ports

—  Built-in Ethernet

il
i II Click the lock 1o prevent further changes.

Figure 15: Internet Sharing Configuration Panel

2. The words “Internet Sharing Off” should be in the window. If not, click on the
Stop button to disable Internet sharing.

3. Click on the unlocked lock icon at the bottom of the panel to re-lock the
window.

Accounts

The Accounts option in System Preferences allows administrators to create and
configure user accounts. Any changes made to accounts using the System
Preferences application are also made to the local NetInfo database, where all
account information is stored.

This section only addresses account settings that affect all accounts. Settings that
must be set individually for each specific account are discussed in Chapter 5. To edit
Accounts settings:

1. Click on the Show All icon in System Preferences, or restart System
Preferences if necessary.

2. Click on the Accounts icon in the System row.

3. Click on the lock icon at the bottom of the window and enter the
administrator’s password when prompted to open the window to changes.
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4. Click on the Login Options button near the bottom left side of the panel
(Figure 16) to display general settings affecting all accounts.

Accounts

= a6 o

Show All Displays Sound Metwork Startup Disk

Administrator
L= Admin . . _ e
Display Login Window as: _ List of users
: *) Name and password
"ik test
W Siangird | Automatically log in as:

z Hide the Sleep, Restart, and Shut Down buttons

__|Enable fast user switching

(I
'] | Click the lock to prevent further changes.

Figure 16: Account Login Options

5. Select Name and password as the setting for Display Login Window
as:. This causes the machine to require both a user name and a password to
be entered for login. If the List of users option is set, the system will
provide a list of all valid user accounts. Such information should never be
automatically displayed.

6. Uncheck the box for Automatically log in as: if it is checked. If this box is
checked, no login is required for the machine; the user selected in this option
is always automatically logged in. A user should always be required to
authenticate to gain access to the system.

7. Place a check in the Hide the Sleep, Restart, and Shut Down buttons
checkbox to prevent a user from attempting to reboot the machine into single
user mode without first logging into a valid account. This will not prevent a
user from pulling the power cable to abruptly shut down the computer, unless
the power cable is inaccessible to the user. Further protection for this
problem will be discussed later in this chapter.

8. Uncheck the box for Enable fast user switching to disable it.

Immediately after installation, the system automatically logs into the initial
administrator’s account. The password for that account has been stored in
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unencrypted form on the system. The password for this account should be changed
as follows:

1. Click on the currently logged in account, shown in the left column of the
Accounts panel (Figure 16).

2. Type the new password into both the Password and Verify boxes. It is very
important to choose a good password as described previously.

3. Click on the unlocked lock icon to re-lock the Accounts preferences panel.

()]
o
C
<
)
5]
(0))]
|

e
T
| -

wn
IS
awm
Lo
UC

‘T
-}
o
S
c
o
@)

Date and Time

The date and time settings can only be changed by the administrator, and there may
be security issues associated with having an incorrect date or time on a system. To
configure these settings:

1. Click on the Show All icon in System Preferences, or restart System
Preferences if necessary.

2. Click on the Date & Time icon in the System row.
3. Unlock the window for editing if necessary.

4. Click on the Date & Time button at the top of this panel (Figure 17).

= a6 o

Show All Cisplays Sound MNetwork Startup Disk

Date & Time | Time Zone | Clock

] Set Date & Time automatically: Apple Americas/U.5. (time.apple.com) =~

3/8 /2004 . 9:42:31AM| |
SMTWTFS
123456 A

7 8 910111213

14 15 16 17 18 19 20 _)«

2122 23 24 25 26 27 " .

28 29 30 31 o 5 .-
s, 6 A
N

To set date and time formats, use International preferences. f Open International 3 (2)

|
§ I|I Click the lock to prevent further changes.

Figure 17: Date and Time Options Panel

5. The checkbox for Set Date & Time automatically should be unchecked.
This setting controls the network time protocol (NTP) background process,
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which can automatically update the system’s date and time by communicating
with a server. If operational necessity requires the use of NTP, then place a
check in the checkbox and enter a trusted NTP server in the text field.

6. Set the date and time for the machine.
7. Click the Save button.

8. Click the Time Zone button at the top of the panel and select the appropriate
time zone.

9. Click on the unlocked lock icon at the bottom of the panel to re-lock the
window.
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Software Update

Software updates should not be performed automatically. If the box in front of
Check for updates: has been checked, the system automatically checks the Apple
site for updates. A dialog box notifies the user of any new updates available, and
allows the user to select the updates to be downloaded. Authentication by a system
administrator is required before any updates are downloaded and installed.
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Since all downloads should be conducted on a machine other than the one being
configured, the Check for updates: and Download important updates in the
background: features should be disabled as follows:

1. Click on the Show All icon in System Preferences, or restart System
Preferences if necessary.

2. Click on the Software Update icon in the System row (Figure 18).

Software Update —

= a6 o

Show All Cisplays Sound MNetwork Startup Disk

Update Software I Installed Updates

Software Update checks for new and updated versions of your software based on
information about your computer and current software.

| Check for updates:

Check Now

Last attempt: Failed. Could not connect to the Internet.
Sunday, Nov 23 at 03:14 AM

Figure 18: Software Update Configuration Panel
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3. If necessary, uncheck the checkbox in front of Check for updates: to disable
the capability.

4. Exit the System Preferences application.

User policy should state that this capability is to remain disabled. If a user re-
enables this capability, risk is minimal because administrator authentication is still
required for download and installation.

Setting the Global umask

The umask setting determines the permissions of new files and folders created by a
user. The default umask setting, 022, removes group and world write permissions.
With a umask setting of 027, files and folders created by a user will not be readable
by every other user on the system but will still be readable by members of his
assigned group. The owner of the file or folder can still make it accessible to others
by changing the permissions in the Finder’s Get Info window or by using the chmod
command. The NSUmask setting for all users can be set to 027 (decimal equivalent
23) by issuing the following command in a Terminal window:

sudo defaults wite
/ Li brary/ Preferences/.d obal Preferences NSUrask 23

Note that the path above refers to the
domain .GlobalPreferences, not to the
file .GlobalPreferences.plist, which might
accidentally be filled in while using the
shell autocomplete feature.

This command will affect the permissions on files and folders created by programs
that respect the Mac OS X NSUmask settings. Programs should follow the value set
for NSUmask, but there is no guarantee that they will. Also, users can override their
own NSUmask setting at any time. The changes to the umask settings take effect at
next login.

Securing Initial System Accounts

Two accounts on the system require attention before adding and configuring user
accounts. First, the permissions on the home folder of the initial administrator
account should be changed. Second, any necessary modifications to the root account
should be performed.
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Restricting Administrator’'s Home Folder Permissions

When FileVault is not enabled, the permissions on the home folder of the
just-created administrator account allow any user to browse its contents. To change
the permissions on the administrator’s home folder, issue the following command in
a Terminal window, where <adminname> is the name of the account. The 700

permission setting allows only the administrator to read and browse files in his home
folder.

sudo chnmod 700 / User s/ <adm nname>

- Joydeyd

Securing the Root Account

Like other UNIX-based systems, Mac OS X includes a root account that can perform
any action on the system. Administration on most UNIX-based systems is
performed through the root account and sometimes multiple administrators share
access to the root account, which can make it impossible to distinguish the actions of
one administrator from another in the audit logs. Mac OS X installs with the root
account disabled, preventing direct root login, and it is strongly recommended that
the root account remain disabled. Administrative accounts offer additional
mechanisms that force authentication before performing critical functions. The root
account does not support such mechanisms. If root logins are used to perform
administration, then it will be impossible to log individual administrator actions.
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This configuration guide has only been
verified on version 10.3.x of the
operating system. Other versions of the
system may behave differently.
Incorrectly carrying out these
procedures may cause the system to
become inaccessible, or corrupt the
system to the point where a complete
reload of the system would be necessary,
it is imperative that the administrator
perform the procedures exactly as
described, and only on the version of the
operating system covered by this
guidance.

If the root account has been enabled, it should now be disabled using the following
procedure. There are multiple methods of enabling root access, and this procedure
is designed to disable the root account regardless of the method used to enable it. To
perform this procedure:

1. Loginto an administrator account and start the NetInfo Manager
application found in / Applications/Utilities.

2. Click on the users item located in the second column at the top of the NetInfo
Manager panel. This will open the list of users in the third column.
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3. Click on the root item in the users column. The root user’s properties and
any associated values will appear in the bottom panel of the window (Figure

5 19)
C [ .
- — ocal @ localhost - —
B -
o = &
0 | A\ N
I New Duplicate Delete Find
E ! users root
< o i mallman
! aliases
b 1 config mysagl
o> groups nobody
awm machines postfix
© mounts atss
e g networks ot i
@) = printers Smmsp
5 protocals sshd
test
o rpes
- ; test2
services
= users > ||test3
C
o unknown
O www

Property
passwd
uid
expire
home
gid
shell
name
realname
change

Value(s)

0

0

Jvar/root

0

/bin/sh

root

System Administrator
0

; Click the lock to prevent further changes.
Figure 19: NetInfo Manager

4. Click on the lock in the lower left corner of the NetInfo Manager window.
Type an administrator's short name and password into the authentication
dialog that appears and click the OK button.

5. If the property authentication_authority is listed in the bottom list in the
window, click on it to highlight that property.

6. Go to the top of the NetInfo Manager window and click the Delete icon to
remove that property and value.

7. Double click on the value associated with the passwd property located in that
bottom property list, and the value should become highlighted for editing.
This value will be a single asterisk if the root password has never been set, and
either a string of asterisks or a password hash if a password has been set for
root. (Which of these appear as the value for passwd depends upon how the
root account was enabled.)

8. Type a single asterisk (“*”), replacing the current value of the passwd
property.
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9. Click the lock icon in the lower left corner of the NetInfo Manager window to
re-lock the window.

10. When the Confirm Modification dialog box appears, select Update this
copy.
11. Quit the NetInfo Manager application. Root login is now disabled.

Using sudo

The sudo program allows an administrator to perform command line functions that
require root privileges. To use sudo, bring up a Terminal window and type sudo
followed by the command to be performed with root privileges. For more detailed
information on sudo, enter man sudo in a Terminal window to display its manual

pages.
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The system uses a file called / et ¢/ sudoer s to determine which users have the
authority to use the sudo program. This file initially contains the root account and
all administrative accounts. The format for entries to this file can be found by
entering man sudoer s in a Terminal window; editing this file correctly can be a
complex process.

All administrative functions can be performed from an administrator account, using
sudo when necessary. None of the administrative functions performed through the
graphical interface require root privileges, but some command-line administrative
procedures must be performed as root.

Securing Single-User Boot

On Apple systems running Mac OS X, Open Firmware is the software executed
immediately after the computer is powered on. This boot firmware is analogous to
the BIOS on an x86-based PC. To prevent users from obtaining root access by
booting into single user mode or booting from alternate disks, the Open Firmware
settings should be altered. For desktop systems, the Open Firmware security mode
should be set to command. To configure the Open Firmware settings:

1. Boot the machine while holding command-option-O-F (all four keys at the

same time) to enter the Open Firmware command prompt.

2. At the prompt, enter the command:
passwor d

A prompt will appear requesting a new password.

3. Enter and verify the password to be used as the Open Firmware password.
This password is limited to eight characters. A strong password should be
chosen; in this instance, a machine-generated random password would be a
good choice. This password should be written down, and secured in the same
location as the Master FileVault password. This password will not be needed
except for situations where the system must be booted from an alternate disk,
such as if the boot disk fails or its filesystem is in need of repair.
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4. At the next prompt, enter:
setenv security-node comrand

5. To restart the computer and enable the settings, enter the command:
reset-all

6. The system should reboot into the Mac OS X Login Window.
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In command mode, the system will boot from the boot device specified in the
system’s boot device variable and disallow users from providing any boot arguments.
To test that the system has been put into command mode as recommended:

1. Close all applications and choose Restart from the Apple menu.

2. A confirmation window will pop up. Continue restarting the machine by
selecting the Restart button.

3. Hold down the key combination command-S while the machine boots.

4. If command mode has been set correctly, the machine will continue booting
into the Mac OS X Login Window. Normally, holding down the command-S
key combination during a reboot would cause the machine to reboot into
single-user mode.

5. If the system did reboot into single-user mode, restart the system by issuing
the command r eboot . Then repeat the previous steps for putting the system
into command mode.

Open Firmware protection can be violated if the user has physical access to the
machine. Open Firmware password protection can be bypassed if the user changes
the physical memory configuration of the machine and then resets the PRAM 3 times
(holding down command-option-P-R during boot).

An Open Firmware password will provide
some protection, however, it can be
reset if a user has physical access to the
machine and can change the physical
memory configuration of the machine.

The following Apple Knowledge Base articles discuss the Open Firmware password:

1) Title: Setting up Open Firmware Password protection in Mac OS X
10.1 or later; Article ID: 106482; URL:
http://docs.info.apple.com/article.html?artnum=106482
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2) Title: Open Firmware: Password Not Recognized when it Contains the

Letter “U”; Article ID: 107666; URL:
http://docs.info.apple.com/article.html?artnum=107666

Even if a single-user mode boot is successfully initiated by changing the Open
Firmware settings, the system can still prevent automatic root login. To require
entry of a root password during a single-user mode boot, the console and ttys must
be marked as insecure in/ et ¢/ t t ys. In fact, the system will require entry of a
special root password, stored in /etc/master.passwd. If this remains unset as
recommended, then it will be impossible for a user to enter the root password and
complete the single-user boot, even if the Open Firmware password protection was
bypassed. To perform this configuration:

1.

N

7.

Log in as an administrator.
Start the Terminal application, located in / Appl i cations/Utilities.

At the prompt, issue the command:
cd /etc

To create a backup copy of /etc/ttys, issue the command:
sudo cp ttys ttys.old

To edit the ttys file as root, issue the command:
sudo pico ttys

Replace occurrences of the word “secure” with the word “insecure” in the
configuration lines of the file. Any line that does not begin with a “#” is a
configuration line.

Exit, saving changes.

Only if the ability to boot into single-user mode is operationally required should a
password be provided for the root account in / et ¢/ mast er . passwd. To provide
this password:

1.
2.

3.

Log in as an administrator.
Start the Terminal application, located in / Appl i cations/Utilities.

At the prompt, issue the command:
cd /etc

4.To edit the master password file, issue the command:

5.

sudo pico naster. passwd
Within the editor, delete the asterisk following the word “r oot ” .
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6. Open a new terminal window and issue the following command, replacing
<xx> with two random characters and <passwor d> with an appropriate
8-character password:

openssl passwd -salt <xx> <password>
A hash of the password will be displayed after executing the command.
7. Type or paste the password hash where the asterisk was deleted in step 10.

8. Exit, saving changes.

Logon Warning Banners

Alogon banner can be used to provide notice of the system’s ownership, warn away
unauthorized users, and remind authorized users of their consent to monitoring.
The text displayed in the logon banner should be determined by site policy. Warning
banners should be displayed on all systems.

Banners should be provided to users logging onto the system locally, and also to any
users logging into services remotely. To provide a logon warning banner to local
(GUI) users:

1. Edit the file
[ Li brary/ Preferences/ com appl e. | ogi nwi ndow. pli st asan
administrator. To do this, start the Terminal application, found in
/ Applications/Uilities,and enterthe following command (the entire
command is entered on a single line):

sudo pico
/ Li brary/ Preferences/ com appl e. | ogi nwi ndow. pl i st

2. Immeditately after the <dict> tag, add new lines with a <key> and <string>
entry, as show below in bold. The new <key> tag must contain
LoginwindowText, but the new <string> can contain whatever warning
banner has been indicated by site policy.

<?xml version="1.0" encoding="UTF-8"7?>

<!DOCTYPE plist PUBLIC "-//Apple Computer//DTD PLIST
1.0//EN" "http://www.apple.com/DTDs/PropertyList-
1.0.dtd">

<plist version="1.0">
<dict>
<key>LoginwindowText</key>
52
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<string>THIS IS A DEPARTMENT OF DEFENSE COMPUTER
SYSTEM. USE OF THE SYSTEM IMPLIES CONSENT TO
MONITORING. ANY UNAUTHORIZED USE OF THE SYSTEM WILL
BE PROSECUTED.

</string>
<key>MasterPasswordHint</key>

<string></string>

- Joydeyd

3. Exit, saving changes. The warning banner should appear for the next person
logging into the GUI.

To provide a logon warning banner to users logging into remote services on the
system:
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1. Edit the file / et ¢/ npt d as an administrator with the following command in
a Terminal window:

sudo pico /etc/notd

2. Enter the warning banner that has been approved.

3. Exit, saving changes. The warning banner should appear for the next person
logging into a remote service.

Auditing and Log File Configuration

Apple includes a graphical program, Console, to view and maintain log files.
Console is found in the / Applications/Utilities folder. Upon starting, the
console window shows the consol e. | og file (Figure 20). Clicking on the Logs
icon at the top left of the window displays a sidebar that shows other log files on the
system in a tree view. The tree may include directories for services that are installed
but not running on a typical Mac OS X system (e.g. http, ftp).
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_| console.log =3

m e e\ e

Logs Clear Reload Mark Filter
Logs Mac 05 & Yersion 18.3.1 {Build 7C187)

console.log 2AB4-A3-65 11:55:84 6566
system.log 2AB4-B3-68 11:55:84.493 SystemlIServer [197] foiled to lood Menu Extra:

- M3Bundle «/Applicotions/Utilities/Keychain Access.opp/Contents/Resources/

» -T.f.L:IJrnry.n’Logs Enable.menus loaded)
B /Library/Logs prefs written
b fvarflog

Figure 20: Console Log

In Mac OS X, log files are handled by either the BSD subsystem or a specific
application. The BSD subsystem handles most of the important system logging,
while applications such as the Apache web server handle their own logging. Like
other BSD systems, Mac OS X uses a background process called sysl ogd to
handle logging. A primary decision to make when configuring syslogd is whether to
use remote logging. In local logging, log messages are stored on the hard disk. In
remote logging, log messages are transferred over the network to a dedicated log
server which stores them. Using remote logging is recommended in addition to local
logging when possible.

Configuring syslogd

The configuration file for the system logging process, sysl ogd, is

/ et ¢/ sysl og. conf. A manual for configuration of this file is available by issuing
the command man sysl og. conf ina Terminal window. Each line within

/ et c/ sysl og. conf consists of text containing three types of data: a facility, a
priority, and an action. Facilities are categories of log messages. The standard
facilities include mail, news, user, and kern (kernel). Priorities deal with the urgency
of the message. In order from least to most critical, they are: debug, info, notice,
warning, err, crit, alert, and emerg. The priority of the log message is set by the
application sending it, not sysl ogd. Finally, the action specifies what to do with a
log message of a specific facility and priority. Messages can be sent to files, named
pipes, devices, or to a remote host.

The following example line specifies that for any log messages in the category “mail”,
with a priority of “emerg” or higher, the message will be written to the
/var/log/mail .l og file:
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mai | . emerg /var/log/mail.log

The facility and priority are separated by only a period, and these are separated from
the action by one or more tabs. Wildcards (“*”) may also be used in the
configuration file. The following example line logs all messages of any facility or
priority to the file/ var /1 og/ al | . | og:

*,* /var/log/all.log

Local Logging

The default configuration in / et ¢/ sysl og. conf is already appropriate for the
typical Mac OS X system when a remote log server is not available. The system is set
to rotate log files using a cron job at the time intervals specified in the file

/ et c/ cr ont ab. Rotation entails compressing the current log file, incrementing the
integer in the filename of compressed log files, and creating a new log file for new
messages (Table 2).

Table 2: Log Files in /var/log

Files before rotation: Files after first rotation: | Files after second rotation:
System | og system | og system | og
mai | . | og mai | . | og mai | . | og
mai |l .l o0g. 1.9z mai |l .1 0g. 1.9z
system |l og. 1. gz system |l og. 1. gz
mai |l .1 0g. 2.9z
system | og. 2. gz

The log files are rotated by a cron job, and the rotation will only occur if the system is
on when the job is scheduled. By default, the log rotation tasks are scheduled for
very early in the morning (e.g. 4:30 A.M. on Saturday) in order to be as unobtrusive
as possible. If the system will not be powered on at this time, adjust the settings in

/ etc/crontab.

Details on editing the / et c/ cront ab file can be found by issuing the command
man 5 crontab inaterminal window. For example, the following line shows the
default for running the weekly log rotation script, which is configured for 4:15 AM
on the last day of the week, Saturday (Sunday is 0). An asterisk denotes “any,” so a
line of all asterisks would execute every minute.

Day Of DayOf
#M nut e Hour Mont h Mont h Week User Conmand
15 4 * * 6 r oot periodi ¢ weekly

The following line would change the time to 12:15 PM on Tuesday, when the system
is much more likely to be on:
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Day Of Day Of
#M nut e Hour Mont h Mont h Week User Conmand
15 12 * * 2 r oot periodi ¢ weekly

Remote Logging

Using remote logging is recommended in addition to local logging because local logs
can easily be altered if the system is compromised. However, remote logging is not
always possible; a laptop, for example, may not always be connected to a network
and therefore can only store logs locally. Several security issues must also be
considered when making the decision to use remote logging. First, the syslog
process sends log messages in the clear, which could expose sensitive information.
Second, too many log messages will fill storage space on the logging system,
rendering further logging impossible. Third, log files can indicate suspicious activity
only if a baseline of normal activity has been established, and if they are regularly
monitored for such activity.

The following instructions assume a remote log server has been configured on the
network. Although it is possible to configure a Mac OS X system as a remote log
server, that topic is out of the scope of this guide. To enable remote logging for a
client:

Start the Terminal application, in / Applications/ UWilities.

2. Toedit/ et c/ sysl og. conf asroot, issue the command:
sudo pico /etc/sysl og. conf

3. Add the following line to the top of the file, replacing your.log.server with
the actual name or IP address of the log server. Make sure to keep all other
lines intact:

* ok @our. | og. server

4. Exit, saving changes.
5. Send a hangup signal to sys| ogd to make it reload the configuration file:
sudo killall —-SIGHUP sysl ogd

Disabling Hardware Components

Hardware components such as wireless features and microphones should be
physically disabled if possible. Only an Apple Certified Technician should physically
disable these components, which may not be practical in all circumstances. The
following instructions provide an alternative means of disabling these components
by removing the associated kernel extensions. Removing the kernel extensions does
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not permanently disable the components; however, administrative access is needed
to re-load them and restore the capabilities.

Although disabling hardware in this manner is not as secure as disabling hardware
physically, it is more secure than only disabling hardware through the System
Preferences. This method of disabling hardware components may not be sufficient
to meet site security policy. Consult operational policy to determine if this method is
adequate.

1. Open the folder / Syst ent Li br ar y/ Ext ensi ons.
2. To remove AirPort support, drag the following files to the Trash:

Appl eAi r Port . kext
Appl eAi r Port 2. kext
Appl eAi r Port FW kext
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3. To remove support for Bluetooth, drag the following files to the Trash:

| OBl uet oot hFam | y. kext
| OBl uet oot hHI DDr i ver . kext

4. To remove support for audio components such as the microphone, drag the
following files to the Trash:

Appl eOnboar dAudi o. kext

Appl eUSBAudi o. kext

Audi oDevi ceTr eeUpdat er . kext
| QAudi oFami | y. kext

Vi rt ual Audi oDri ver. kext

5. To remove support for the iSight camera, drag the following file to the Trash:
Appl e_i Si ght . kext

6. Open the folder/ Syst eni Li brary.

7. Drag the following files to the Trash:

Ext ensi ons. kext cache
Ext ensi ons. nkext

8. Choose Secure Empty Trash from the Finder menu to delete the file.
9. Reboot the system.

Disabling Mac OS 9

The previous major version of the Macintosh operating system, Mac OS 9, does not
have many of the security features built into Mac OS X. There are two ways of

UNCLASSIFIED 57



UNCLASSIFIED

running Mac OS 9 applications: booting the system into Mac OS 9, and running an
application in Classic Mode. This mode is an adaptation of Mac OS 9 that runs as
an application on a system running Mac OS X. It is not recommended to boot into
Mac OS 9 or to use Classic Mode.

Mac OS 9 and any Mac OS 9 applications should be removed from the system. To do
this, use the following instructions. Please note that great care must be taken in
doing this; root access is required to do these steps, and incorrectly entering a folder
name could result in removal of the Mac OS X operating system or all Mac OS X
applications.
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Following the instructions below will
disable Classic Mode and no users will be
able to run Mac OS 9 applications.

To remove Mac OS 9 and Mac OS 9 applications and files:

1. Loginto the administrator’s account.
2. Start the Terminal application, found in / Applications/ Utilities.

3. Type the following command to remove the Classic icon from the System
Preferences panel:

sudo rm—rf '/ System Li brary/ PreferencePanes/ C assi c. pref Pane’

4. Type the following commands to remove Classic files and directories if they
are present on the system. Note that each command should be typed on a
single line; they are split across lines here only for readability:
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sudo rm-rf '/ SysteniLibrary/C assic/'
sudo rm —rf
"/ Systeni Li brary/ CoreServi ces/ C assic Startup. app’

sudo rm —rf
"/ Systeni Li brary/ User Tenpl at e/ Engl i sh. | proj / Deskt op/
Desktop (Mac CS 9)'

5. Type the following commands to remove additional Mac OS 9 files and
directories from the system if they exist:

sudo rm—-rf '/System Fol der"’
sudo rm—-rf '"/Mac OS 9 Fil es/'
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Make sure the single quotes
(apostrophes) are placed correctly here.
If this command is typed incorrectly, it
could result in removal of the folder
named System, which will disable the
machine and necessitate a re-installation
of the system.

6. Type the following command to remove Mac OS 9 applications if they exist on
the system:

sudo rm—rf "/ Applications (Mac CS 9)'

Make sure this command is typed exactly
as shown. If the single quotes are not
placed correctly, the Applications
folder could be deleted.

7. Restart the system.
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Configuring User Accounts

Once the first administrator account and the root account are securely configured,
additional user accounts may be created. This chapter describes the process of
creating and configuring new user accounts.
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Note that some of the instructions in this chapter are repeated from previous
chapters. This is because the system should be completely secured before creating
and securing individual user accounts. Some of the steps performed in securing the
system must be repeated for each new user on the system. The steps are repeated in
this chapter so the administrator will not have to skip through the guide to find the
appropriate steps to perform.

Guidelines for Creating Accounts

Accounts should never be shared. Each user should have his own individual
account, and each system administrator should have his own administrative
account. Each administrator should also have a regular user account for normal
activities, and should use his administrative account only for administrative
activities. Reasons for these guidelines include:

e Individual accounts are necessary to maintain accountability. System logs can
track activities of each user account, but if an account is shared among several
users it may be impossible to determine which user performed a certain
activity.

e If all administrators share a single administrative account, it may be
impossible to determine which administrator performed a specific system
change.

e If ashared account is compromised, it will likely take longer to notice that
compromise, if it is ever noticed. Each user sharing an account may mistake
malicious actions as those of another legitimate user of the account.

e Requiring administrators to have a personal account for individual use and an
administrative account for administrative purposes reduces the risk of the
administrator inadvertently making system configuration changes while
performing normal non-administrative tasks.
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Creating User Accounts

The following instructions describe creation of a standard user account on the
system. A standard user can perform all normal user functions, such as accessing his
own files, configuring his environment (e.g. desktop, screensaver), and using
applications. These steps may be used for creating all new accounts on the system.
Later sections address granting administrative privileges to, or to limiting the
capabilities of, that account.
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1. Start the System Preferences program.

2. Click on the Accounts icon in the System row (Figure 21).

8eer Accounts =

= ® O

—
Show Al Displays Sound Metwork Startup Disk

Password | Picture = Security = Limitations

Administrator
Admin
Name: person

Password: sssssses

T

Verify: **s%s

Passwaord Hint:
(Optional)

Q Login Options

+ | -
Nl
i Click the lock to prevent further changes

Figure 21: Accounts Password Panel

3. Unlock the screen for changes, if necessary.

4. To create an additional user account, click on the plus (+) button below the
Login Options button on the accounts screen.

5. Enter a name in the Name field and a user ID in the Short Name field.
Choose a secure password for the user, and enter it into the Password and
Verify fields. The administrator will need to know this password in later
configuration steps. Once the account is completely configured, the password
should be given to the user and he should change it at his first login. Site

62
UNCLASSIFIED



UNCLASSIFIED

policy should require a new user to change his password immediately upon
first login.

6. Leave the Password Hint field blank. If a value is entered in this field, it
will be given to anyone after 3 failed attempts to enter a password, making it
easier to break into the account.

7. Select the Security button.

8. Make sure the Allow user to administer this computer checkbox is
unchecked (Figure 22). A later section in this chapter addresses granting
administrative privileges to a user, as well as the implications of granting
those privileges. Although the option to turn on FileVault protection appears
in this panel, it cannot be turned on for the user at this time. The user
account must be logged in to enable FileVault protection. Activating FileVault
is addressed later in this chapter.
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Accounts —
- N 6 =
Show All Displays Sound Network Startup Disk

Password Picture Security =~ Limitations

Administrator
¥ admin FileVault
3 Q " FileVault secures your entire Home folder by encrypting
. | its contents. It automatically encrypts and decrypts
test your files on-the-fly, so you won't even know it is
Standard happening.

WARNING: Your files will be encrypted using your login
password. If you forget your login password and the
master password is not available, your data will be lost
forever.

A master password is not set for this computer.

[ Set Master Password...

FileVault protection is off for this account.

| Allow user to administer this computer

m Login Options

+ | =

i
'] 1" Click the lock to prevent further changes.

Figure 22 : Accounts Security Panel
9. Repeat above steps, beginning with step 4, to create additional accounts.

10. Once all accounts have been created, click the lock in the lower left corner of
the screen to relock the panel.
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Granting Administrative Privileges

An administrative user on the system can perform standard user-level tasks, as well
as administrative-level activities such as:

e Adding a user account

e Changing the FileVault master password

e Enabling or disabling sharing
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e Enabling, disabling, or changing firewall settings
e Changing other protected areas within System Preferences

e Installing system software

Administrative privileges should only be granted to users who are responsible for
system administration, and should be limited to the smallest number of
administrators necessary. To grant a user account administrative privileges:

1. Click on the Show All icon in System Preferences, or restart System
Preferences if necessary.

2. Click on the Accounts icon to bring up the Accounts panel.
3. Unlock the screen for changes, if necessary.

4. Find the user account to be given administrative privileges in the list on the
left side of the window, and click on that user account.

5. Click on the Security button towards the top of the window.

6. Click to put a check in the box next to Allow user to administer this
computer.

7. Repeat steps 4 — 6 for any other users that are to be given administrative
privileges (Figure 23).

8. Click on the lock icon at the bottom of the screen to re-lock these preferences.
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Accounts —
- e 3
i Q &2}
o T
Show All Cisplays Sound MNetwork Startup Disk

Password Picture Security

Head SA

& admin FileVault
“ T § @ " FileVault secures your entire Home folder by encrypting M
Admin 7 . its contents. It automatically encrypts and decrypts E'_
77 testd user your files on-the-fly, so you won't even know it is c (@)
happening. = 3
WARNING: Your files will be encrypted using your login 0] Q
password. If you forget your login password and the m -9'_
5F| testS user master password is not available, your data will be lost c [0)
. Managed forever. 5_ =
test3 user A master password is set for this computer. Q (@)}
Managed 1
Change... 3
; testb user 'e)
wo-d Standard . s - z
7 FileVMault protection is on for this account. @
test?
=% Standard
E‘ 7 test8
LA Managed
i . ZA”OW user to administer this computer
Login Options

+ | =

[0
'] 'I Click the lock to prevent further changes.

Figure 23: Grant Administrative Privileges

Limiting a User Account

Two levels of limited user accounts are available: an account with configurable
limits, and an account that is limited to a simple Finder.

Managed User: Some Limits
Within the Accounts System Preferences panel, the Limitations section allows the
administrator to restrict a user’s access to programs and settings. Under Some
Limits, the following can be configured for each user on the system:

e Access to applications on the system

e Access to the System Preferences panel

e Ability to change the user account password

e Ability to burn CDs and DVDs

e Ability to modify the dock

Account limitations can reduce access to advanced functionality for less
knowledgeable users. If a user account is to be given limitations, the following
configuration guidelines should be used:
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1. Click on the Show All icon in System Preferences, or restart System
Preferences if necessary.

2. Click on the Accounts icon in the System row to bring up the accounts
management panel.

3. Unlock the screen for changes, if necessary.

4. Find the user for which limitations are to be set in the list at the left side of the
window. Click on that user account to highlight it and display its settings.

5. Click on the Limitations button in the window. Note that if the Limitations
button is grayed out, this means that the Allow user to administer this
computer checkbox in the Security settings panel for this account has been
selected. This is normal, since it does not make sense to limit access to an
administrative user. If the Limitations button is grayed out for this reason,
click on the Security button, uncheck the Allow user to administer this
computer checkbox, and click on the Limitations button again.
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6. Click on the Some Limits button in the Limitations pane (Figure 24).
Additional selections will then appear in that panel.

Accounts —

Show All Displays Sound Network Startup Disk

Password Picture Security  Limitations

Head SA
fb Admin This user needs:
c t No Limits Simple Finder
test user
Admin This user can:
% test2 z Open all System Preferences z Change password
Standard - " —
Z Modify the Dock | Burn CDs and DVDs

— | This user can only use these applications:

Allow  Application
| 2

>
>
>

ﬁ Login Options

+ | =

I
I]  Click the lock to prevent further changes.

Figure 24: Limitations Panel

7. Uncheck the Burn CDs and DVDs checkbox.

8. The Modify the Dock option may be enabled or disabled according to site
policy.

9. Make sure that both the Open all System Preferences and the Change
password checkboxes are checked to ensure the user has these capabilities.
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A user with this capability enabled will be able to configure security-related
items within the System Preferences panel such as the timing for the screen
saver and the timing for the machine to automatically go to sleep. This is an
unfortunate side effect; this capability must be enabled to allow the user to
change his password. Removing the ability of a user to change his own
password is considered a security risk.

. Check the box for This user can only use these applications.

. Four categories appear under the Application column: Applications,
Utilities, Applications (Mac OS 9), and Others. Expand these categories to
list their contents. Uncheck the Allow box for any programs listed in Table 3.
Access to any applications not appearing in this guide should be determined
by site policy. The Applications (Mac OS 9) and Others options should
be empty and require no action.
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Table 3 : Programs to Restrict for Managed User

Applications Utilities
Chess AirPort Admin Utility
FAXstf AirPort Setup Assistant
iChat IM Plugin Converter
iDVD Audio MIDI Setup
Internet Connect Bluetooth File Exchange
Internet Explorer Bluetooth Serial Utility
iSync Bluetooth Setup Assistant
iTunes Console
MSN Messenger Directory Access
QuickTime Player EarthLink TotalAccess
Uninstall TotalAccess
iDiskUtility
Installer
NetInfo Manager
Network Utility
ODBC Administrator
Software Restore
Terminal
X11
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12. Click on the unlocked lock icon at the bottom of the panel to re-lock the
preferences panel.

Managed User: Simple Finder

Finally, a user can be restricted to a Simple Finder set of limitations: this user is
not given full access to the System Preferences panel, and is only allowed to run
applications listed by the administrator. Also, a user with Simple Finder privileges
can only open one folder located on the Dock. This type of account also restricts
security features, such as the ability of a user to change his password. Use of a
managed user account restricted to Simple Finder privileges is not
recommended.

Securing Users’ Accounts

This section describes user account settings that should be implemented before a
user is given access to the account.

Restrict Home Folder Permissions

When FileVault is not enabled, the permissions on the home folder of a newly
created user account allow any other user to browse its contents. These permissions
are needed to allow the Publ i ¢ and Publ i ¢/ Dr op Box folders within each home
folder to operate properly. However, users may inadvertently save sensitive files
directly into their home folder, instead of into the more-protected Docunent s,

Li brary, or Deskt op folders. Although it will break the intended function of the
Publ i c and Publ i ¢/ Drop Box folders, the permissions on each each user’s home
folder should be changed to prevent other users from browsing its contents. To
change the permissions, issue the following command from a Terminal window:

sudo chnmod 750 / User s/ <user name>

where <username> is the name of the account. This command should be executed
immediately after the creation of a new account. The 750 permission setting still
allows members of the group owning the folder to browse it, but on Mac OS X 10.3
that group consists only of the user. If more advanced group management is
performed, and members of the group owning the folder should not be granted
permission to browse it, then the command above should be issued with the
permission 700 instead of 750.

The user, as the owner of his home folder, can alter its permission settings at any
time.
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System Preferences Settings
The following configuration should be done for every user account, and must be
performed while logged into the account being configured.

First, turn off Bluetooth for this user (if Bluetooth is present on the system) using the
following steps. Note that if the disabling of the hardware components was done
correctly in Chapter 4, Bluetooth should not appear in the System Preferences Panel:

1. Loginto the user’s account.

2. Start the System Preferences program.
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3. Click on the Bluetooth icon in the Hardware row if it exists. If it doesn’t,
skip to step 5.

4. Click on the Turn Bluetooth Off button. Bluetooth should now be off, as
shown in Figure 25.
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Bluetooth -
=G &
G &2}
— T
Show All Cisplays Sound MNetwork Startup Disk

: géliings " File E.xch.ange " Devices

Bluetooth Power: Off [ Turn Bluetooth On )
Bluetooth Device Name: Not Available.

The device name is the same as the Computer Name in Sharing preferences.

This will allow other Bluetooth devices to find your computer. If this is disabled,
other devices will still be able to connect to your computer.

This will require Bluetooth devices to authenticate before making connections to
your computer. This will also secure all data sent over Bluetooth.

This provides better connections with clder Bluetooth phones.

Figure 25: Disable Bluetooth

Set the screen saver settings:

Click on the Show All icon.
Click on the Desktop & Screen Saver icon in the Personal row.

Click on the Sereen Saver button.

© N o

Use the slider in the panel to set the Start screen saver time to ten minutes,
or whatever is dictated by site policy.
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9. Click on the Hot Corners button at the bottom left of the Desktop &
Screen Saver panel.

10. Choose which corner is to be used as the hot corner for starting the screen
saver.

11. Use the pull-down menu corresponding to the corner chosen as the screen
saver hot corner, and select Start Screen Saver in the menu.

12. Click the OK button.

Set the CD/DVD settings:

13. Click on the Show All icon.
14. Click on the CDs & DVDs icon in the Hardware row of options.
15. Pull down and select Ignore for the When you insert a music CD option.

16. Pull down and select Ignore for the When you insert a picture CD
option.

17. Pull down and select Ignore for the When you insert a video DVD
option.

Turn off the Software Update capability:

18. Click on the Show All icon to see all the categories of preferences for this
machine.

19. Click on the Software Update icon in the System row.

20.If the Check for updates button has a checkmark in it, click to remove the
checkmark and disable this option (Figure 26).
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Software Update -
= NG &
i Q &2}
i T
Show All Cisplays Sound MNetwork Startup Disk

Update Software I Installed Updates

Software Update checks for new and updated versions of your software based on
information about your computer and current software.

| Check for updates:

Check Now
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Last attempt: Failed. Could not connect to the Internet.
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Sunday, Nov 23 at 03:14 AM

Figure 26: Disable Software Update

If an internal microphone is installed on the system, it must be disabled individually
for every user. To disable the internal microphone:

21. Click on the Show All icon to see all the categories of preferences for this
machine.

22.Click on the Sound icon in the Hardware row.
23. Click on the Input button on the Sound option panel.

24.1f the disabling of the hardware components was done correctly in Chapter 4,
there should be no input devices in this panel. If this is the case, skip steps 25
- 20.

25. Click on the Internal Microphone selection (if available) and set the input
volume slider bar to the minimal level.

26.Click on the Line In selection (if available) in the Choose a device for
sound input box to select that as the default input for sound. This will
effectively disable the internal microphone.

27. Set the Input volume slider bar for the Line In selection (if available) to the
minimal level (Figure 27).

UNCLASSIFIED 71



(O]
O
| C
© 3
L =

-]
20
© P
£ 5
O B
>
L

UNCLASSIFIED

Sound

=y & =3

Show All Cisplays Sound Metwork Startup Disk

Sound Effects Output I Input .

Choose a device for sound input

Name Port

Internal microphone Built-In

Line In Audio line-in port

Settings for the selected device:

Input level:

Input volume: .'. —r
s

Ham

Output volume:  of ) *>}) | Mute

Z Show volume in menu bar

Figure 27: Disable Internal Microphone

28.Use a dummy plug to plug the Line In jack on the machine.

29.If there is no Line In jack, then the only setting available under the Choose a
device for sound input box will be the internal microphone (if there is
one), and there will be no way to remove that option. In either case, it is
recommended that the internal microphone be physically disabled. As stated
previously, this should only be done by an Apple Certified Technician to avoid
voiding any warranty on the machine.

Next, the Require a password to wake this computer from sleep or screen
saver restriction should be enabled as follows:

30.Click on the Show All icon at the top of the system preferences panel.
31. Click on the Security icon to bring up the security preferences panel.

32.Place a check in the Require password to wake this computer from
sleep or screen saver checkbox.

Note that the above settings are not protected. Administrative privilege is not
required to change them, and the user may change these settings himself. The
configuration for these settings should be clearly indicated in the security policy for
the system, and users should be educated about the need to ensure these settings are
secure. Also, the system administrators may want to check users’ accounts
periodically to ensure users are not changing these settings.
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The next step is to enable FileVault for this user:

33.Make sure all applications (other than System Preferences) are closed, as the
user will be logged out as part of the process of starting FileVault.

34.Bring up the security preferences panel in the System Preferences application
if necessary.

35. Unlock the window for editing if necessary.
36.Click on the Turn On FileVault button (Figure 28).

Security = |
- N6 2
Show All Displays Sound MNetwork Startup Disk

FileVault

FileVault secures your entire Home folder by encrypting its contents. It automatically
encrypts and decrypts your files on-the-fly, so you won't even know it is happening.

WARNING: Your files will be encrypted using your login password. If you forget your
login password and the master password is not available, your data will be lost
forever.

A master password is set for this computer. ( Change...
This is a "safety net” password. It lets you unlock any
FileVault account on this computer.

FileWault protection is off for this account. | Turn On FileVault...

z Require password to wake this computer from sleep or screen saver

All Accounts on this Computer:
z Disable automatic login
z Require password to unlock each secure system preference

z Log out after = 15 » minutes of inactivity

|
U Click the lock to prevent further changes.

Figure 28: Enable File Vault

37. When prompted, enter the password given to the account when it was created
and click OK.

38.Click on the Turn On FileVault button on the window that appears.

At this point the user will be automatically logged out, the user’s file system will be
encrypted, and FileVault will be enabled for the user.

The above instructions for configuring a user’s System Preference settings should be

repeated for every user on the system, and should be performed on every new
account created.
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Overriding the Default umask

The default umask value can be overridden for a particular user, if needed. To do so,
log into the user account to be changed. For example, to set the default umask to
027 (decimal equivalent 23) so that other group members can read files created by a

user, issue the following command in a Terminal window:
defaults wite —g NSUmsk —int 23

This command will affect the permissions on files and folders created by programs
that respect the Mac OS X NSUmask settings, although there is no guarantee that a
program will respect these settings. The user can also change his default umask
setting at any time. The changes to the umask settings take effect at next login.

Setting Up Keychains for a User Account

Mac OS X provides an application called Keychain Access that allows a user to
manage collections of passwords and certificates, each of which is called a
keychain. Each keychain can hold a collection of credentials and protect them with
a single password. Passwords, certificates, and any other private values (called
secure notes) that a user or application places into a keychain are encrypted.
These values are accessible only by unlocking the keychain using the keychain
password.

A user can create multiple keychains, each of which will appear in a keychain list in
the Keychain Access application. Each keychain can store multiple values; each
value is called an item. A user can create a new item in any keychain. When an
application needs to store an item in a keychain, it will store it in the one designated
as the user’s default. The default is initially the keychain named login, but the user
may change that.

When a user must keep track of a multitude of passwords, he is likely to either make
the passwords identical for all the systems, or keep a written list of all passwords.
Use of keychains can greatly reduce the number of passwords a user must
remember. Since the user no longer has to remember passwords for a multitude of
accounts, the passwords chosen can be very complex and could even be randomly
generated.

One disadvantage of using a keychain, however, is that if the user does not choose a
strong password, or if the password is compromised, then all the accounts protected
by that keychain may be compromised. Another disadvantage is that any application
may make use of the Keychain API to query for passwords. Therefore, care must be
taken in determining which applications are granted access to a keychain.

Despite these disadvantages, keychains provide some additional protection for
passwords, passphrases, certificates, and other credentials stored on the system.
Also, in some cases, such as using a certificate to sign an e-mail message, the
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certificate must be stored in a keychain. If a credential must be stored on the system,
it should be stored and managed using the Keychain Access utility. The decision to
use keychains should be determined by evaluating policy, operational needs, and
operational environment.

Keychain Access

Modification of keychains or items within a keychain is performed through the
Keychain Access program, located in the / Applications/ Uilities folder.
To make managing keychains easier, showing Keychain status in the menu bar is
recommended:
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1. Login to the account of the user whose menu bar is to be modified.

2. Start the Keychain Access program located in the
/ Applications/Utilities folder.

3. Select “Show Status in Menu Bar” from the “View” pull-down menu
(Figure 29). This will place a lock icon on the menu bar which will allow
the user to lock and unlock keychains, open the Keychain Access
application, open the Security panel of the System Preferences
application, or lock the screen.

Sort *
Hide Keychains TEK

" @ Keychain Access  File & 4 EBO% FriG15PM

y
2] q | .. :Elum: login (unlocked)
il Hide Status Ling CHS

e v show Status in Menu Bar Hide Keyehains
£ —————————

Fame & Kind Creaned Modified
@ Incaming.restner.net Intesnet passward Today, 6:04 PM Teday, 6:04 PM
. estnote SECUPE AOTE Today, 6:14 PM Today, 6:14 PM

Figure 29 Keychain Access Menu Bar Status

Configuring the login keychain

When a user’s account is first created, a single, default keychain called login is
created for that user. The password for the login keychain is initially set to the user’s
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login password and is automatically unlocked when the user logs in. It remains
unlocked unless the user locks it, or until the user logs off.

The settings for the login keychain should be changed so that the user will be
required to unlock the login keychain when he logs in, or after waking the machine
from sleep.

1. Start the Keychain Access program.

2. If the drawer showing the user’s keychains is not open, click on the Show
Keychains icon to open it.
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3. Click on the login keychain to select it.
4. Select Change Password for Keychain “login”... from the Edit menu
(Figure 30).

5. To prevent the login keychain from automatically unlocking upon login, select
a new password different from the user’s login password. This will be the new
password for the keychain.

Inside the Change Keychain Password dialog box, click the 'i' button in
the lower left corner of the box. This will open a Password Assistant dialog
box that provides assistance in choosing a strong password. Enter the current
password for the keychain in the Current Password text box and then enter
the new password in the New Password text box. As the new password is
entered, the Password Assistant dialog box will display messages that provide
guidance to increase the strength of the password. The Password Assistant
dialog box also displays a quality measure and a visible bar that grows with
the length of password. This bar also changes color from red to green as the
quality of the password improves. Choose a password that results in a green
quality bar, a quality score near 100 and no warning messages in the
Password Assistant dialog box.

As noted elsewhere in this document, the Password Assistant utility described
above can be used to help create strong passwords anytime a password is
required, not just within the keychain application. To do this, open the
Keychain Access application and choose Change Password for
keychain “x”, where “x” is any keychain. Then click on the i’ at the bottom
of the Change Keychain Password dialog box, and use the Password
Assistant dialog box to create a password. Once a strong password has been
determined, this dialog box can be cancelled without actually changing the
password of the keychain, and the new password can then be entered where it

is needed.
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Figure 30: Keychain Password Change

6. From the Edit menu, select Change Settings for keychain “login”....

7. Select Lock when sleeping (Figure 31).
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Figure 31: Keychain Settings

8. Check the configuration of each of the items in the login keychain. Each item
can be individually configured to permit access by only certain applications.
The lower half of the Keychain Access window contains a tabbed view pane
for configuring the attributes and settings for each item. Repeat the following
steps for each item:

a. Select an item within the currently selected keychain.

b. Click on the Access Control tab in the bottom of the window to
display the attributes of that item.

c. The Allow all applications to access this item option should not
be selected. Ifit is, it will allow any application to access the associated
credential whenever the keychain is unlocked, without prompting the
user.

Setting this option allows any application
to access the item without user
notification or authentication. This
setting should never be selected.

d. The Confirm before allowing access option should be selected.
Selecting this option causes the system to prompt the user for
permission before releasing the passphrase to an application.
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e. Place a check in the Ask for keychain password checkbox. With
this option selected, the user will be required to provide the keychain
password before the Keychain Access application will release the
passphrase to another application. This is particularly important for
high value items, such as personal key certificates which are only
needed when signing or decrypting information, although such items
should also be placed in their own keychains.

f. The Always allow access by these applications list should be kept
empty unless operationally required. Any application in this list can
access the item without prompting the user or requiring re-entry of the
keychain password. If there are any applications in this list, click on
one of them, and click on the Remove button at the bottom of the
window. Repeat this until all entries have been removed from the list.
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Creating Multiple Keychains

When a user account is created, it will contain only an initial default keychain, login.
A user may create additional keychains, each of which may have different settings.
This allows the user to create and configure different keychains for different
purposes.

For example, a user may want to group all his credentials for mail accounts into one
keychain. Since mail programs query the server frequently to check for new mail, it
would not be practical to expect the user to re-authenticate every time such a check
is being performed. The user could create a keychain and configure its settings such
that he would be required to enter the keychain password at login and whenever the
machine is awakened from sleep mode. He could then move all items containing
credentials for mail applications into that keychain and set each item so that only the
mail application associated with that particular credential can automatically access
it. This would force all other applications to authenticate in order to access that
credential.

A setting such as the one given above might be appropriate for credentials used by
mail applications, but might be unacceptable for others. If a user has an infrequently
used web-based account, it would be more appropriately stored in a keychain
configured to require re-authentication for every access by any application.

The following guidance explains how to set up three keychains in a user’s account,
each with a different level of accessibility. This configuration should be adequate for
a typical user, and should demonstrate the use of multiple keychains by a single user.
Once a user becomes familiar with configuring keychains, he may want to create a
custom keychain configuration.

Keychain Examples
Keychain 1: Frequently accessed credentials (e.g. Mail)
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The first keychain configured here is designed to protect credentials that are
accessed frequently and automatically whenever a user is logged in. A good example
of this would be an e-mail account password used by the Mail application. If the
keychain holding the credentials used by Mail is set to re-lock every 5 minutes, it is
likely that the user will have to re-authenticate the keychain every time the Mail
application tries to check for new mail. Most users will find this unacceptable. A
keychain protecting credentials for the user’s e-mail account should be automatically
unlocked when the user logs in, and should only re-lock when the user logs out or the
machine sleeps. Also, each item within the keychain should be configured to allow
unrestricted access only to the application for which that credential was intended. All
other applications should be required to re-authenticate for every access.
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1. Start the Keychain Access application.
Select New keychain from the File menu.

Select a location for the new keychain.

H @D

Type a name for the new keychain in the Save As box, and click on Create

(Figure 32). For this particular example, the name of the new keychain is
“mail_keychain.”

N8 New Keychain
Save As: mail_keychain fz1
el | Keychains 3

B dolphin

% Network

| Macintosh HD

8 Desktop

M kim

JA Applications
Documents

E Movies

& Music

" Pictures

[ MNew Folder ) [ Cancel ) (Create...i

Figure 32: New Mail Keychain

5. Select a new password for the keychain and enter it in the window that

appears on the screen. Use the password assistant (the “i” button) to check
the strength of the password.

6. Click on Show Keychains to display available keychains, if needed.
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7. Click on the name of the newly created keychain to highlight it.

8. Select Change Settings for keychain “mail_ keychain” ... from the Edit
menu.

9. Make sure the Lock when sleeping option is selected, and that the Lock
after x minutes of inactivity option is not selected (Figure 33).

Change Keychain Settings

"mail_keychain” Keychain Settings
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’Ei Lock when sleeping

| Cancel ) ( Save )

Figure 33: Settings for "mail_keychain”

10. Move any items containing credentials for mail applications, or any other
items to be protected by this keychain, into the newly created keychain. This
can either be done using the Cut and Paste features from the Edit menu, or
by selecting the item to be moved, and dragging it over the new keychain.
Keychain Access will then prompt for the keychain password of the
keychain originally containing the item. Enter the password and click the
Allow Once button. The item should appear in the item list for the new
keychain, and should no longer appear in the original keychain.

11. Configure all items now in this keychain. Select an item in the list, and click
on Access Control. Make sure both Confirm Before Allowing Access
and the Ask for keychain password are selected. Remove any entries in
the access list other than the application that should be allowed to use the
credential automatically. Repeat this step for all items in the list (Figure 34).
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Feyonain: login (uniocked)

. 1 = @ = 2
§ : v & = "
Password Note Delete Go Lock Hide Keychains
2 items
Name A Kind Created Madified
&) incoming.testnet.net Internet password Today, 6:04 PM Today, 6:04 PM
=] testnote SECUre note Today, 6:14 PM Today, 6:14 PM

Attributes | Access Control

: Allow all applications to access this item
%) Confirm before allowing access

\_" Ask for Keychain password

Always allow access by these applications:

Name Location Version
& Mail /Applications 1.3.8 (vB16)
Add ““save Changes |

Figure 34: Mail Keychain Items Access Control Settings

Keychain 2: Moderately accessed credentials (e.g. database access)

This keychain is designed to protect credentials that are accessed frequently and
automatically whenever a user is accessing a particular application that needs a
credential from a keychain. An example of this might be a database that requires
credentials for every query. In this situation, the desired behavior entails
authentication of the keychain password at the beginning of a session, and re-
authentication on a periodic basis (e.g. every 15 minutes) rather than for every query.

=

Start the Keychain Access application.
Select New keychain from the File menu.

Select a location for the new keychain.

H @ Db

Type a name for the new keychain in the Save As box and click on Create.
For this example, the name of the new keychain is “database_keychain”.

5. Select a new password for the keychain and enter it in the window that
appears on the screen. Use the password assistant (the “i” button) to check
the strength of the password.

6. Select Change Settings for keychain “database_keychain”... from the Edit
menu.
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7. Make sure the Lock when sleeping option is selected, and that the Lock
after x minutes of inactivity option is selected and set to a appropriate
value, such as 15 (Figure 35).

Change Keychain Settings
“database_keychain” Keychain Settings

4 ﬁ_lli" ¥ Lock after |15 ' minutes of inactivity

_\-_7 Lock when sleeping

[ Cancel ) [ Save
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Figure 35:Database Keychain Settings
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8. Move any items containing credentials for database applications, or any other
items to be protected by this keychain, into the newly created keychain. This
can either be done using the Cut and Paste features from the Edit menu, or
by selecting the item to be moved and dragging it over the new keychain.
Keychain Access will then prompt for the keychain password of the
keychain originally containing the item. Enter the password and click the
Allow Once button. The item should appear in the item list for the new
keychain, and should no longer appear in the original keychain.

9. Configure all items now in this keychain. Select an item in the list, and click
on Access Control. Make sure both Confirm Before Allowing Access
and the Ask for keychain password are selected. Remove any entries in
the access list other than the application that should be allowed to use the
credential automatically. Repeat this step for all items in the list.

Keychain 3: Infrequently accessed credentials (e.g. web accounts)

This keychain is designed to protect credentials that are either accessed infrequently,
or that require very strict control and re-authentication for every access. Initially, it
might not seem to make sense to put credentials in a keychain if the user must enter
a password every time the credential is used. But if the user uses a single keychain

to store all such credentials (e.g. all web-based accounts) then he may use completely
different, randomly generated passwords for every account protected with that
keychain, and have a single, very strong password for that keychain that will access
all accounts. This would be better than using simple passwords for each account,
writing down the passwords for each account, or using a single password for several
accounts across different systems with different levels of password protection.

1. Start the Keychain Access application.
2. Select New keychain from the File menu.

3. Select a location for the new keychain.
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4. Type a name for the new keychain in the Save As box in the window, and
click on Create. For this example, the name of the new keychain is
“accounts_keychain”.

5. Select a new password for the keychain and enter it in the window that
appears on the screen. Use the password assistant (the “i” button) to check
the strength of the password.

6. Select Change Settings for keychain “accounts_keychain”... from the Edit
menu.

7. Make sure the Lock when sleeping option is selected, and that the Lock
after x minutes of inactivity option is selected and set to 0 (Figure 36).
Note that if the value ‘0’ is used here, the user will not be able to see the
password for any items in the keychain without first changing the value to ‘1
or higher.
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Change Keychain Settings
“accounts_keychain” Keychain Settings

f ﬁ_lli ¥ Lock after 0 ' minutes of inactivity

_\_7 Lock when sleeping

[ Cancel ) [ Save

Figure 36:Accounts Keychain Settings

8. Move any items containing credentials for web-based accounts, or any other
items to be protected by this keychain, into the newly created keychain. This
can either be done using the Cut and Paste features from the Edit menu, or
by selecting the item to be moved and dragging it over the new keychain.
Keychain Access will then prompt for the keychain password of the
keychain originally containing the item. Enter the password and click the
Allow Once button. The item should appear in the item list for the new
keychain, and should no longer appear in the original keychain.

9. Configure all items now in this keychain. Select an item in the list, and click
on Access Control. Make sure both Confirm Before Allowing Access
and the Ask for keychain password are selected. If there are any entries
in the access list, select and remove them. Repeat this step for all items in the
list.

Setting the Default Keychain

As stated earlier, any new items automatically saved to a keychain by an application
are stored in the default keychain, which is initially set to be the login keychain.
The user can designate any keychain as the default. The default keychain should be
one that is completely protected. The login keychain as configured earlier in this
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guide may be used as the default keychain. If the user chooses to set a different
keychain as the default, he should ensure that it is secured in the same manner as
given for the login keychain configuration. To change the default keychain:

1. Start the Keychain Access application.

2. If the drawer showing the user’s keychains is not open, click on the Show
Keychains icon to open it.

3. Click to select the keychain that is to be designated as the new default.

4. Pull down the File menu and select Make keychain “X” Default, where
“X” is the keychain that was selected in step 3.
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Additional Notes on Protecting Keychains

For laptops it may be advisable to store all keychains on a portable drive, such as a
USB flash memory key or a portable FireWire drive, if allowed by organizational
policy. The portable USB key can then be removed from the laptop and stored
separately when the keychains are not in use. Anyone attempting to access data on
the machine will need the laptop, the USB device, and the password for the keychain
stored on the USB device, providing an extra layer of protection if the laptop is stolen
or misplaced.

To use this capability, move all keychain files to the USB storage device and
configure the Keychain Access application to use the keychains in the new
location. Remember that the default storage location for keychains is in each user’s
Li brary/ keychai ns directory, but that the user may have stored keychains
elsewhere as well. To move a keychain to a portable USB drive (or to any new
location):

1. Start the Keychain Access application.

2. If the drawer showing the user’s keychains is not open, click on the Show
Keychains icon to open it.

3. Click to select the keychain that is to be moved.

4. Pull down the Edit menu and select Change password for keychain
“X”..., where X is the keychain being moved.

5. Click on the Details arrow to display more detail about the keychain.
6. Note the Keychain Location and click Cancel.

7. Pull down the File menu and select Delete keychain “X” where X is the
keychain being moved.

8. In the window that appears on the screen, select Delete References. Do not
delete the files; only the references should be deleted here.

9. Open the folder containing the keychain as noted in step 6.
10. Copy this file to the new location, such as a USB keychain drive.
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11. Drag the original file to the Trash.
12. Choose Secure Empty Trash from the Finder menu to delete the file.

13. In the Keychain Access application, select Add keychain... from the File
menu and open the keychain file that was moved.The keychain will appear in
the list of keychains in the Keychain Access application.

The system will now access the keychain file in its new location.

Using an Account Securely

Because users can change several security-related settings, site policy must address
how they should configure these settings. The following list summarizes those areas:
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e The user can change the automatic screen saver timeout settings in the
Desktop & Screen Saver panel of the System Preferences application. If
site policy specifies a timeout period for the screen saver to be initiated, this
policy should be made clear to users, and they should be instructed to set and
leave this setting at the appropriate value.

e The user can turn off the Require password to wake this computer
from sleep or screen saver option, found in the Security panel of the
System Preferences application.

e If Bluetooth was not disabled physically or as described in Chapter 4’s
“Disabling Hardware Components” section, the user can turn Bluetooth back
on using the Bluetooth panel in the System Preferences program.

e If the microphone was not disabled physically or as described in Chapter 4’s
“Disabling Hardware Components” section, the user can turn it back on using
the Sound panel in the System Preferences program.

e Because there is currently no mechanism included in a standalone Mac OS X
system for enforcing strong password selection or periodic password
changing, site policy should specify password change intervals and rules for
password selection. Users should receive instruction on using and managing
keychains properly.
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Chapter

6

Future Guidance

Topics for consideration in future versions of this guide or in other guidance
documentation include:
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e Mac OS X v10.3.x Server
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e Managing Mac OS X networks
e Cross-Platform (Mac OS X—Windows, Mac OS X-Linux, etc.) Security Issues
e Apple Remote Desktop

e A “Pull-out” User’s Guide, which will include a user’s perspective on using
keychain effectively for security, settings which users should not change, and
other security-related instructions for users.

e More Detailed Configuration of the Built-in Firewall

e Managing Certificates in Mac OS X

e IPSec/VPNs under Mac OS X

e Using SmartCards with Mac OS X

e Secure File Deletion

e Tools for Checking the Security Configuration of a Mac OS X System
e Using groups under Mac OS X

e Using Global keychains
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Appendix

A

Encrypting Files and Folders

As described earlier, Mac OS X’s FileVault feature can be used to encrypt a user’s
entire home directory. However, some situations call for the encryption of
individual files and folders, not simply the entire home directory. The Disk Utility
program shipped with Mac OS X provides the ability to encrypt disk images
containing arbitrary files and folders. Like FileVault, it uses the Advanced
Encryption Standard (AES) with a 128-bit key.

Using Disk Utility

Using Disk Utility is recommended for situations in which either the file system
permissions or FileVault may not be sufficient to guarantee the confidentiality of a
file or folder. Situations in which filesystem permissions no longer protect a file
include:
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e Transmission of a file over a network using a plaintext protocol such as SMTP
or FTP

e Transfer of a file to removable media whose physical security cannot be
guaranteed

e Compromise of a computer’s administrator account

The Disk Utility program is located in the folder / Applications/ Utilities.
Two methods exist for creating encrypted disk images: a new blank image can be
created, or an image can be created directly from an existing folder or volume. Disk
Utility’s help facility (in the Help menu, choose Disk Utility Help) provides details on
how to create and use these encrypted disk images.

Creating a New, Blank Disk Image With Encryption

Users can add files to blank disk images over a period of time, unlike images created
directly from existing data. The instructions below follow those in the Disk Utility
help section “Creating a blank disk image,” which describes how to create a new
image whose contents can be encrypted. For situations where the threat includes
unauthorized administrator access to the machine, creating an encrypted, blank disk
image before receiving or creating sensitive data is preferred over directly creating
an image from previously existing sensitive data. For example, many application
programs create backups, working copies, or caches of files in the same folder as the
original. If a file has only been created and accessed from the encrypted image, then
these copies will also be protected.

UNCLASSIFIED 89

>

o

gS;
®
S
o
X
>

1




UNCLASSIFIED

1. Open Disk Utility, located in / Appl i cations/ Utiliti es,and make sure
nothing is selected in the Disk Utility window (Figure 37).

Disk Utility —

= i : ! First Aid  Restore
=1 74.5 GB Hitachi IC25NO0... e

—|Macintosh HD To use First Aid, select the volume and click a repair button.

» You can verify or repair any volume format supported by Mac OS5 X.

a| osxdocs.dmg » First Aid cannot repair a write-protected disk, a CD-ROM, or a disk with open files. To
repair or verify the startup disk, boot from the Mac OS X Install CD and select Disk Utility
from the Installer Menu.
* You may only repair permissions on a volume with Mac OS5 X installed.
» If Disk Utility cannot make repairs, try other disk repair programs or back up your data
and erase the valume.
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Figure 37: Disk Utility Panel

2. Inthe Images menu, choose New > Blank Image or click the New Image
button.

3. Type a name for the disk image and choose where to save it (Figure 38).
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Save As: encrypted image
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Figure 38: Disk Utility Save Panel

Choose the size of the disk image from the Size pop-up menu. Disk images
cannot be directly expanded, so make the size as large as may be needed.

Choose an encryption method. The recommended method is AES-128.

Choose a format, and then click Create. Although there is some overhead,
the sparse format allows the image to maintain a size proportional to its
contents (up to its maximum size), which can save disk space.

A dialog box (Figure 39) will appear asking for a password to use in
encrypting the image. It is important to use a good password here, and to
ensure that the password is not forgotten. If the data is very important, it may
be a good idea to write down the password, seal it in an envelope, and store it
in a secure location. If the password is lost or forgotten, the data cannot be
recovered.

New Password

Enter a password to secure your files on
A test2.sparseimage. If you forget this password you will
a3 not be able to access the files stored on this image.
Forgotten passwords cannot be retrieved.

K

Password:

Verify:

z Remember password (add to Keychain)

( Cancel | | oK

| -

Figure 39: Password Entry for Encrypted Image

This dialog box offers a checkbox which, when checked, causes the password
to be saved in the user’s keychain. This means that anytime the user’s
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keychain is unlocked, the data will be transparently unencrypted if an attempt
to access it is made. This box is checked by default. If the data are
particularly sensitive, uncheck the box to prevent storing the password in a
keychain.

Creating an Encrypted Image From Existing Data

The instructions below follow those in the Disk Utility help section “Creating a
disk image of a device, folder, or volume.” Creating a disk image from an
existing data source is recommended for situations in which the data’s
confidentiality is at risk when it is moved from the computer, but encrypted storage
on the computer is not needed. These situations include unavoidable plaintext file
transfers across a network such as e-mail attachments or FTP, or copying to
removable media such as a CD-R or floppy disk.
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1. Open the Disk Utility program, located in Appl i cati ons/ Wilities.

2. To create a disk image from a folder, from the Images menu select New >
Image from Folder. Next, select the folder from the navigation window.
To create a disk image from a device or volume, select it in the list on the left
side of the Disk Utility window, then choose from the Images menu New >
Image from [disk or volume name] (Figure 40).

¢ Disk Utility File Edit

IgEGBEEE Window  Help

Blank Image...

Image from Macintosh HD...

Checksum » =TT

O

New_

F { First Aid | Erase Restore -

=745 Gl
— Scan Image for Restore...

MNG. select the volume and click a repair button.

= You can verify or repair any volume format supported by Mz
= First Aid cannot repair a write-protected disk, a CD-ROM, o
repair or verify the startup disk, boot from the Mac O5 X Insta
from the Installer Menu.

= You may only repair permissions on a volume with Mac Q5 >

2 osxdocs.dmg

Figure 40: Creating a Disk Image

3. Type a name for the image, and choose a disk format (Figure 41).
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Convert Image

Save As: encrypted image from folder =
< » ) [E]m | osx_guide_docs fad
= dolphin \ i =i a _ 3ir 3
% Network _ nts1
. Macintos.. ; )
~ UNTITLED . Microsoft Lser.Data
i Desktop
i kim

oA Applications op ansy T C ;
A = : archives
; ~ DSx_guide_docs L] =

&4 Movies

Image Format 'read -only

Encryption: .AES—IZS [recommenaed]

[ New Folder ) ( Cancel ) ( Save

Figure 41: Disk Utility Convert Image Panel
Select AES-128 (recommended) for Encryption and click Save.

As in the case of creating a new, blank encrypted image, a dialog box will
appear requesting a password. See step 7 above for discussion.
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Appendix

C

Additional Resources

The following are additional resources that may be helpful to readers of this guide.

1. Mac OS X Panther in a Nutshell; Toporek, Stone, and McIntosh; O’Reilly &
Associates; 2nd edition, December 2003
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