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Warnings

Do not attempt to implement any of the settings in this guide without first
testing in a non-operational environment.

This document is only a guide containing recommended security settings. It is not
meant to replace well-structured policy or sound judgment. Furthermore this guide
does not address site-specific configuration issues. Care must be taken when
implementing this guide to address local operational and policy concerns.

SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
EXPRESSLY DISCLAIMED. IN NO EVENT SHALL THE CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

Please keep track of the latest security patches and advisories at
http://www.microsoft.com/technet/security/current.aspj

This document contains possible recommended settings for the system Registry.
You can severely impair or disable a Windows System with incorrect changes or
accidental deletions when using a Registry editor (Regedt32.exe or Regedit.exe) to
change the system configuration. Currently, there is no “undo” command for
deletions within the Registry. Registry editor prompts you to confirm the deletions if
“Confirm on Delete” is selected from the options menu. When you delete a key, the
message does not include the name of the key you are deleting. Therefore, check
your selection carefully before proceeding.
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Section 1
| ntroduction

1.1 Purpose

The purpose of this document is to present the security assessment results of the Microsoft
NetMeeting 3.0 collaboration tool (with the 3.01 service pack 1 applied), to review known
issues and vulnerabilities associated with the earlier version of NetMeeting (Version 2.1),
and discuss these issues and vulnerabilitiesin relation to NetMeeting 3.01. Finally, this
paper provides a two-part Secure Configuration Guide. Thefirst part focuses on individual
installation and configuration of NetMeeting 3.01, and the second part focuses on enterprise-
wide distribution using the NetM eeting Resource Kit 3.0.

1.2 Scope

In fiscal year 1998, MITRE conducted areview of NetMeeting 2.1 and found it to be lacking
in the most basic security areas. While the focus of this document is on NetMeeting 3.01, the
security assessment was performed within the context of the security afforded by the
previous version of NetMeeting, version 2.1. As such, this document identifies the security
issues and findings from prior work, and addresses information security issues associated
with the new NetMeeting version 3.01 such as identification and authentication, access
control, privacy and confidentiality, integrity, nonrepudiation, auditing, and availability.
Thisisnot an overall product assessment. Issues such as user interface design, system
performance, product support, or infrastructure issues are not evaluated unless they relate to
security concerns.

Please note that the recommendations made in this document arevaluable only in the
context of a sound organizational security policy. The best use of thisdocument isin
helping to definethat policy asit relatesto NetMeeting. In simpler terms, just because
this documents recommends a cour se of action that DOES NOT mean those
recommendations are appropriate for all situations—this guidance must be temper ed
in light of local security needs.
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1.3 References
The following references are cited throughout this document.

e NetMeeting Resource Kit 3.0, Microsoft
e NetMeeting Software Developer’s Kit (SDK) Version 3.0, Microsoft
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Section 2
NetM eeting Product Overview

NetMeeting is a collaborative computing tool designed to allow two or more people to enter
avirtual meeting from geographically dispersed locations. NetMeeting provides avirtual
space within which the participants can communicate via voice, video, Chat, or Whiteboard,
and can share applications and documents.

This section provides a brief overview of the general requirements, features, and capabilities
of NetMeeting. The vendor’s product claims and features identified here are analyzed and
tested for security vulnerabilities in Sections 4 and 5.

2.1 System Requirements

NetMeeting runs on Windows 95, Windows 98, and Windows NT/2000, platforms. Itis
used for communication and collaboration across the Internet or alocal-area network (LAN)
using Transport Control Protocol and Internet Protocol (TCP/IP). The user’s physical
connection to the network is irrelevant to the operation of NetMeeting, though there are user-
adjustabl e settings for matching the conference bandwidth to the network medium.

Prior to loading NetMeeting, Microsoft’s Internet Explorer, Version 4.0 or higher must be
present on each user’s computer. NetMeeting is not compatible with any other browser and
requires Internet Explorer to install and operate properly.

2.2 Typical Collaboration Features

This section describes NetMeeting' s collaboration features and provides context for the
security assessment in Section 4.

2.2.1 Directory Services

Directory services alow a person to find the basic information required to connect to, and
collaborate with, one or more persons. The minimum information typically required to
complete a connection to someone is that person’s network address. This can take the form
of an e-mail address, Internet Protocol (IP) address, or user name on a particular Internet
Service Provider (ISP). There are directory listings that can provide one or more of these
pieces of information given the proper name of the person in question. Once the required
address of each intended conference participant is obtained, the conference host can place a
call to each and establish the conference. Communication and/or collaboration can then
commence.

If users know the IP address of each other, they can connect point-to-point without having to
log on to adirectory server. However, many users today prefer to log on to a directory server
that identifies al available users. Once they log on, they can select the user(s) they wish to
communicate with without being required to know the Internet address beforehand.

UNCLASSIFIED 3
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An Internet Locator Service (ILS) isacomponent of the Microsoft Site Server, which creates
adynamic directory of NetMeeting users. Thisdirectory providesalist of all participants
who are currently logged in to that directory. NetMeeting participants can then initiate calls
and meetings directly from the directory server. ILS servers can be set up by any
organization to provide directory servicesto their users. Many existing public ILS servers
are available viathe Internet aswell. Figure 2-1 shows the interface for the NetMeeting
directory service.

x| =l B2 w2

Select a directony: Iﬂ directaryzerver. companys. com

Tvpe name or select from list:

L] I i I Last Hame I Firzt Mame I E-mail &ddress I Location I Comments
B Andersen Peter B Panckrseni@eorapanyz cor Building 106

B Cagon Tar B Teamon@eorapany oot Building 106

& 4 Edvank John 8 Je dvards @conpany oo Califomia Site

B Harndlton Sara Bl Shamilton@comparsm com Bnilding 107

B Langhhin Alex Bl tlanshlin@eompanyx.com Banlding 106

B g0 IvEmning Jay B Trnamring @eorapams cot Califomia Site

) IvEGrath Jatnes @ngmﬂl@mm}:m},m.mm Building 107

B Presuti Glenn B Crpesutti@corapane . cora Coloada Site

8 g Passll Susan B Srusse i@ orapany: oo Califoomia Site

& Stephens iy ¥ 1yBtephe re@onpany: cam Emilding 108

4] | |

[ Make this a secure call [data anly]

Cloze |

Figure 2-1. NetMeeting Directory Servicesvia Internet Locator Service

To belisted in the directory, users must log into a specified ILS server,
(“directoryserver.companyx.com” in the example). The ILS server keeps track of the current
Internet addresses of the registered users. To call someone on the list, the user double-clicks
on the individual’ s name, and NetMeeting will place the call. Thisis convenient for users
who are assigned a dynamic Internet address through their network providers.
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2.2.2 One-to-One Audio/Video Conferencing

Audio services allow participants to communicate via audio (voice and multimedia material).
To use these services, the participants must have multimedia capabilitiesin their computers
(speakers and microphone or atelephone interface).

Video services allow participants to use video cameras to see each other during the
conference. In order to transmit video, a participant must have a video camera connected to
their computer.

The quality of both audio and video transmission is directly related to the bandwidth of the
network medium used for the conference. In general, lower network bandwidth resultsin
lower quality of audio. NetMeeting uses the typical bandwidth configurations, which are
handled on a per-client basis for the following network types:
e 14.4kilobits per second modems
e 28.8 kilobits or faster modems
e Cable, xDSL or Integrated Services Digital Network (ISDN)
e LAN
NetMeeting also utilizes other techniques to maximize performance and decrease network
traffic:
e Caching graphical objects
e Specialized bitmap compression
e Sending graphical information as orders rather than sending actual graphical data and
updating bitmaps
e Smart-order encoding: In Program Sharing, once an item is edited, only new datais sent
to be displayed rather than sending the entire document.
e Qutgoing data queue: Items are queued in real-time so they are ready to be
transmitted instantly rather than waiting to queue them all at once.
e Smart spoiling: NetMeeting looks for existing output in the queue and deletes it
before new output is queued.
e Smart monitoring: Monitors information in the outgoing data queue and if it
becomes too large, NetMeeting collects and transmits al information over the
network at once.

The highest priority is given to audio in a NetMeeting call, then the data stream and finally
the video stream. NetMeeting policies can be configured to set values for average audio and
video throughput limits.

Collaboration tools generally have audio coder/decoders (codecs) built in to alow
compression and decompression of the audio stream to accommodate bandwidth limitations.
These aid NetMesting in establishing low-bit rate connections, which are necessary for
transmissions over the Internet.

UNCLASSIFIED 5
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NetMeeting allows many usersin acall, but only two users are allowed to communicate
using audio and/or video at onetime, provided the users' computers are configured with the
required multimedia hardware (sound cards, cameras, microphones) and drivers. Each user
determines whether he/she will transmit/receive audio/video. Figure 2-2 showsthe
NetMeeting Audio/Video conferencing interface. The inset picture shows the local user,
while the main picture shows the remote location.

¥ MelMesting . 1 Conssclion

Call Yaww Taoolk Help

Meme

B Joe Usar
1 Lab kManager

8|

®

irv e el 1)

EG

Figure 2-2. Video Conferencing

The audio/video feature in NetMeeting is automatically disabled for secure calls.
NetM eeting uses data encryption to secure calls. The encryption appliesto data only;
therefore, audio and video functions are disabled.

2.2.3 Multi-point Data Conferencing

Multi-point data conferencing allows two or more conference participants to use Chat,
Whiteboard, File Transfer, and Program Sharing tools to communicate and collaborate as a
group in real-time.
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2.2.3.1 Chat

Chat services allow participants to have real-time two-way text communications in full
duplex. Thistype of serviceis better, for example, than instant messaging because the Chat
participants see each keystroke as it occurs, which feels more natural for users.

Participants in a meeting can use Chat to communicate in the absence of audio support, or
when bandwidth constraints make audio support unusable. Chat is atext messaging feature
that allows users to communicate in real-time, providing awritten archive of this
communication. Chat can be used between two or more participants. A specia option
allows two participants in a multi-point conference to have a private Chat within the group.

Figure 2-3 shows the NetMeeting Chat interface. Users can choose to send messagesto a
specific user or to everyone in the meeting.

2.2.3.2 Whiteboard

The Whiteboard feature allows users to create, review, and modify text and graphical
information in a collaborative way. Generally, al participants can add to or modify the
contents of the Whiteboard at any time, though access control rules can be applied to restrict
this. Information created or modified in this manner can be incorporated into other
document types for final release.

M eeting participants can simultaneously review, create, and update graphical information
displayed on a Whiteboard.
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€& Chat - chatting with 2 other(s) M=l E3
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kdary Stephens
HiJoe, how is pour status repaort coming along’?
oe User
Hitdaml Itiz almost finizhed - | should hawe it for pou by the end of the day.
b ary Stephens
[private]Computer Lab, can you make sure to give Jos a copy of the new lab
layout Far hiz status report. Thanks

Computer Lab
[private to Mary Stephens] Sure Mary, 'l get a copy to him taday.

teszage:

I | e '
Send To:

IE Mary Stephens j
|Euntain$ commandsz far modifying message bext i

Figure 2-3. Chat Interface

NetMeeting’' s Whiteboard feature is object-oriented, rather than pixel-based, allowing users
to select specific objects to highlight or modify. The NetMeeting Whiteboard claims to be
T.126 compliant (T.126 is an Internet whiteboard protocol), which meansit should be
compatible and able to be used with other T.126-compliant whiteboard tools.

Figure 2-4 shows the Whiteboard interface.
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Figure 2-4. Whiteboard Interface

2.2.3.3 FileTransfer

The File Transfer feature alows usersto send data files between one another. Access
controls can usually be established to limit the ability for others to access files on your
computer. Some collaborative tools aso provide user-sel ectable constraints on the type and
size of filesthat can be transferred.

The NetMeeting File Transfer capability claims to be T.127 compliant (T.127 is an Internet
file transfer protocol), which should allow it to interoperate with other T.127-compliant file
transfer tools.

Figure 2-5 shows how aFile Transfer isinitiated in NetMeeting.

B Pl Trosesfar - inoa cal

Fil=  Help

IT—BH H_}E[ '__ | I_Eﬁ_ | l_I:I_ | |El.'rrr.l.fl.-'Lu-=.l j
Mems | S22 | Smus | Modisd
:F-\.LI_IL'LNI FEFORTS. doe L2200 =i 107Z8T4949 0332

i 1 ¥
Higt ganing o ils =

Figure 2-5. File Transfer Interface
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The sender selects a file from the standard Windows file pull-down menu (such as accident
reports.doc), Selects the recipient(s) from the user name pull-down list (Mike in the Computer
Lab), and clicks the Send button. The transfer status (Sent) is displayed.

Each File Transfer recipient sees a pop-up window similar to the one displayed in Figure 2-6.

Cops (1) - ACCIDENT REPORTSAloc - MedMaating

2 &

Trarsier compleds

Receasny Copy (1) - ACCIDENT REPORTS .
EMI'H; . Eacanad Fleg

From: Jos Llsar

Bytes moansad: 32266 of 32256

Some files can comainvinges o ofhersise be hambl 1o
wour camputer, It is mportant fo be cerimin that this fle & from
& g b ey Sonce,

[ Close | Dpan Dalwie

Figure 2-6. File Transfer Status

The window shows the status of the incoming transfer, the name of the alleged sender (Joe
User), and awarning about potentially malicious code. Also, the receiver of the file has the
option to close, open or delete the file either during the transfer or after the transfer.

2.2.3.4 Program Sharing

Program (or application) Sharing services allow a program on one participant’ s computer to
be shared with other call participants. Theinitiator can then pass control to another
participant, allowing real-time modifications to be made by the second participant. This
feature is generally used to broadcast a presentation (such as Microsoft PowerPoint) to the
participants for comments, enabling the initiator to make live modifications. Program
Sharing enabl es participants to share the software application loaded on a single machine,
rather than requiring an individual installation on each computer as a prerequisite to viewing
and modifying the materia being presented.
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Figure 2-7 depicts the Program Sharing interface.

= Sharing - Nothing [_ | ] |

— Share Programsz

Select an item to zhare with other people in the meeting, and
then click Share.

ﬁ Dezktop Share
W Microsoft Ward - MMDoc223
2 Microzoft Windows Metrmeetin

@ CaptureE 237 Secuntydl. bmp

[rzhare

My

[Hmehane Al

I I |

I™ | Shane it tre calar

— Control

Click to allow other people to contral pour shared programs or
dezktop.

e Eontnal

I™ | sutamatically aceept requests fan camtral

™| Lo riok distur with reguests far cantil gt now

Cloze |

Figure2-7. Program Sharing

The sharing machine initiates sharing and selects a program to share. Once aprogramis
selected, the Sharing button activates and when clicked, the program is displayed on all
participants’ machines. If the sharing machine wants to give others the ability to modify the
document, they do so by clicking on the Allow Control button. Thisis discussed further in
Section 4.

2.2.3.5 Remote Desktop Sharing
Remote Desktop Sharing (RDYS) istailored for people who need to access their computers
from home or on travel. It allows users to access and work on remote computers that are
running RDS. To protect the remote machine from being accessed by unauthorized users
and to protect the information being transmitted, both password protection and data
encryption should be enabled. Figure 2-8 depicts the Remote Desktop Sharing Wizard.

UNCLASSIFIED 11



UNCLASSIFIED

Remote Desktop Sharing YWizard

“welcome to the Remote Desktop Sharing wizard. This
wizard will help you set up vour computer to share out its
desktop when vou call it from another computer running
Metteeting.

Remate Dezsktop Sharing will not interfere with regular
Metteeting callz, becausze it can only be achivated when
Metkeeting iz not running.

Mettdeeting wil now configure your computer to izten for
Femote Desktop Sharng calls when Metkeeting iz not
Unning.

Click Mext to continue.

< Bachk

Cancel |

Figure 2-8. Remote Desktop Sharing 1

Oncethewizard isinitiated, if the computer isrunning Windows 95/98/Me, the user is
required to enter a password that will be used to access the machine remotely. Figure 2-9
depicts this interfacefl]

Remote Desktop Sharing Wizard -- Set Password |

Type the Pazsword that vou will use to access this
computer's desktop remotely from another computer.

Old Password: I
Mew Password: f
Confirm Mew Passward: | ****** 1

[Hint: It iz strongly recommended that pou not uze pour
network, pazzword az your Remate Desktop Sharing
pazsword. ]

< Back I Mest » I Cancel |

Figure 2-9. Remote Desktop Sharing 2

1 Windows NT/2000 users gain access by virtue of their membership in agroup called “NetMeeting RDS
Users’ which is created and populated by the administrator.
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The user is then prompted to enable a password-protected screen saver. If the user chooses
to enable one at this point, the settings window pops up and they are able to configure it
immediately. The effectiveness of thisfeature is discussed in Section 4.4.1. Figure 2-10
illustrates the password-protected options.

Remote Desktop Sharing |

Az an added szafety feature, Windows can start a
paszzward-protected screen zaver if a Bemote
Dezktop Sharing sezsion iz interrupted.

[t iz highly recommended that you dao thiz, bo ensure
that no one elze can work on thiz cormputer while you
are controlling it from another computer.

D'o you want to enable a pazsword-protected screen
FAVET oW T

¥ ¥'ez enable password-protected screen saver

" Mo, | will do this |ater.

< Back I MNewt > I Cancel

Figure 2-10. Remote Desktop Sharing 3

RDS is now activated and the machineis ready to be used.
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Section 3
NetMeeting 2.1 Known Issues and Vulnerabilities

This section provides a short review of identified security concernsin NetMeeting 2.1 and
forms the foundation for the NetMeeting 3.01 assessment. The concerns center around the
lack of security in NetMeeting 2.1. The most critical impacts of thislack of security are
described below.

3.1 Lack of Authentication
NetMeeting 2.1 has no authentication mechanism.

3.1.1 Password Protection

There are no password protection capabilitiesin NetMeeting 2.1. Asaresult, anyoneis
allowed to join a meeting regardless of whether or not the person hosting the meeting wants
that person included. Because of this, thereis virtually no ability to control a meeting that
you are hosting.

The lack of password protection also impacts al sharing and collaboration features. Thereis
no ability to further limit access when giving others the ability to collaborate. Without fine-
grained access controls, anyone in a meeting has the ability to access your machine. This
access could include anything from nondestructive snooping to active data gathering to
destructive activities and denial of service. Because of the lack of authentication, thereis no
way to verify the people in your meeting are who they say they are, and by allowing
collaboration on your workstation you are at the mercy of the people in your meeting. With
no level of trust established, this presents a potentially high level of risk.

In addition, there is no authentication at the directory server level. This means that anyone
could log into the directory server and take on the identity of any user who is not already
logged on. Because there is no way to verify these people are who they say they are, it puts
all communications at risk.

3.2 Lack of Identification

Because NetMeeting 2.1 does not have any authentication mechanism, there is no way to
uniquely and positively identify a participant. This poses athreat because there is no way to
establish alevel of trust between the callers.
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3.3 Lack of Encryption Capability

Data encryption is especially important, when using collaboration tools, to protect the
information that is being exchanged and ensure that it cannot be read by any unauthorized
persons. Because thereisno ability to encrypt data when using NetMeeting 2.1, thereisa

high risk that the information being exchanged during these meetings can be intercepted by
an unauthorized party.
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Section 4
Security Assessment of NetM eeting 3.01

Due to the significant security issues described in Section 3, Microsoft released NetM eeting
3.01 with new security and administrative features to mitigate these shortcomings. The new
features include password protection, user authentication, and data encryption. This section
provides an empirical assessment of these features and their effectiveness.

4.1 Assessment Environment

The assessment environment consisted of a combination of Windows 95, 98, and NT 4.0
multimedia workstations running NetM eeting 3.0 software with the 3.01 service patch
applied. At the time of testing, this was the latest release.

The test network included MITRE’s own Intranet, the external extranet, and dial-up services.
The MITRE-produced VTCP/Secure package, version 4.3, was also used to set up an
encrypted tunnel allowing a connection to MITRE's secure network through a public ISP or
sponsor network. VTCP/Secure provides a mechanism that |ets a user establish a secure
communications path over an untrusted network while allowing (with afew exceptions)
applications on the user’s computer to act asif they were running on a node of the secure
network. A VTCP client establishes a connection with a trusted authentication server on the
secure network and exchanges traffic with it using encrypted data (using a 56-bit key, which
is renegotiated between the client and server every 40 minutes) encapsulated within a normal
network packet. This reduces the probability that the contents of the packets can be made to
yield usable information if intercepted by an unauthorized observer, and also protects against
unauthorized modification or spoofing.£| Figure 4-1 depicts V TCP/Secure connecting a user
on the Internet to a MITRE’ s enterprise network.

2 Thisinformation was paraphrased from the MITRE Information Infrastructure and VTCP Secure Pilot Test
Persons Handout document.
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Figure4-1. VTCP Secure

The workstations were loaded with Microsoft Internet Explorer 5.0 to process certificates.
Both persona and MITRE-issued certificates were used in the testing.

For directory services, MITRE used its own ILS server to locate and connect test personnel.

4.2 |dentification and Authentication (1&A)

Identification mechanisms are intended to force users to identify themselves in some way to
the other conference participants prior to joining the conference. Authentication mechanisms
are intended to verify the identity of other conference participants, and to assure participants
that transmissions are in fact from the sender who appears to be originating the transmission.
This prevents someone from masguerading as a valid participant and intercepting
transmissions. NetMeeting 3.01 now provides both, as described below.

4.2.1 Identification in NetMeeting 3.01

For identification purposes, NetMeeting 3.01 asks for certain information from the user when
the software is loaded on the computer. The minimum required fields are First and Last
name, and an e-mail address. Thisinformation is passed as identification to the other users
in a conference or to a directory server when used as alocator service. Figure 4-2 shows the
User Information Dialog Box used to enter this information.
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Bandwidth Settings... | Advanced Calling... |

] I Cancel |

Figure4-2. User Information Dialog Box

Caution: Identification

Though this user information is required, it is not validated, and can be easily forged by either
the installer or by any subsequent user at any time. Thus, a user can assume the identity of
anyone he/she chooses.

NetM eeting provides two ways to initiate a conference with other users: direct cals or
directory calls. Inadirect call, conference participants call each other using point-to-point
Internet (or IP) addresses. Calls can consist of two or more participants. In amulti-party
(conference) call with three or more participants, a participant joins the conference when
called by the person hosting the conference, or by calling any other participant already in the
conference.
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Caution: Direct Calling

NetMeeting establishes a bond between the first two people in the conference. If either
person hangs up during the conference, every meeting participant is instantly disconnected
from the call without warning. Moreover, NetMeeting does not overtly identify this bond
relationship. This may not be a problem in a small meeting where participants notice who
connects first. However, in a large meeting, where the identity of the first two people is not
established, the meeting could be disconnected and all information lost if one of the two key
participants hangs up. The workaround is to ensure that all meetings are “hosted” (described
in Section 4.2.2 below). In a hosted meeting, NetMeeting bonds only with the hosting party.

In adirectory call, theinitiator first logsinto a directory server, which lists all available
users. Once logged into the directory server, the initiator can double click on the users
he/she wishes to include in the conference, thus eliminating the need to know the specific
Internet addresses of the other parties. The type of directory server used by NetMeeting is
caled an ILS, which is based on the Lightweight Directory Access Protocol (LDAP).

Warning: Directory Server

There are two concerns when a using a directory server. First, the information used to log
into the server is the same user information provided when the program was installed, which
is static, is not authenticated, and, as stated earlier, can be forged quite easily. Because the
validity of this information is in question, the actual identity of the listed users is not
trustworthy. A second issue with ILS directory servers is a lack of log-in accounting. Every
user who chooses to log into a directory server, must explicitly log off of the directory server
before they exit NetMeeting. Otherwise, they will remain logged in indefinitely (or until they
explicitly reopen the application and log off the directory server). This persistence has the
unwanted and undesired effect of allowing the next user of the system to have the same
identity and access controls as the previous user.

4.2.2 User Authentication

NetMeeting 3.01 has added new features to help with authentication of its users. These
features have also introduced a new term—meeting. Instead of calling everyoneinto a
conference call, a host can now initiate a meeting and invite specified peopleto join it.

These meetings can be initiated with or without security features at the discretion of the host.
If the host enables certificate security features, then all participants are forced to do the same,
or they will not be admitted to the meeting.

4.2.2.1 Hosting a Passwor d-Protected M eeting

Thefirst level of security is available when a designated host initiates a password-protected
meeting. Here, the meeting host chooses the parti cipants and distributes the meeting
password and time using tools such as e-mail, instant messaging, or pager. The host can also
specify security restrictions for the meeting, including user authentication, encryption, and
access control. Figure 4-3 shows the dialog box used to set up meeting options.
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Figure 4-3. Meeting Options

Here, the minimal security setting would be to require password access to the meeting for all
participants.

Warning: Lack of Password Requirements

Lack of password restrictions, such as password length or characters used, make a brute
force password guess a potential threat for such meetings.

Warning: Hosting A Meeting

The host must hang up from the call once the hosted meeting is over. Otherwise he/she will
be unable to accept other calls until disconnected from the meeting.

4.2.2.2 Hosting a M eeting with Security
At the next level, the host can initiate a secure meeting by checking the box next to “Require
security for this meeting (data only)” in the Host a M eeting dialog box, shown in Figure 4-3.
To activate security for all future calls, the host can select either or both of the following
from the Options dialog box shown in Figure 4-4:
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e “| prefer to receive secureincoming calls. Accept only secure callswhen I’'mnotina
meeting”
e “| prefer to make secure outgoing calls’

When entering a secure meeting, participants are prompted for their digital certificate
password first, followed by the meeting password. Digital certificates are further discussed
in Section 4.2.2.2.1.

4.2.2.2.1 Digital Certificates
NetMeeting uses digital certificatesto verify the identity of a caller or meeting participant.
These certificates bind the identity of the certificate owner to a set of digital keysthat can be
used to encrypt and/or digitally sign information shared in the meeting; however, itis
important to note that the identity established in the General tab of NetMeeting is not bound
to the digital certificate. Typically, each certificate contains the owner’s name, the name and
digital signature of the entity that issued the certificate, and the certificate expiration date.
Additional attribute information, such as serial numbers and e-mail addresses may be
included.

M eeting participants should view the properties of each user every time they connect to a
meeting. Meeting participants whose certificates contain errors such as unknown root or
signature verification failure should not be allowed to participate in a meeting. In addition,
only those roots necessary for certificate validation should remain in the certificate store.
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Figure 4-4. Security Options

All users must provide adigital certificate to participate in asecure call. NetMeeting allows
users to either provide their own personal certificate (encryption and authentication) or use the
default NetMeeting certificate (encryption). The meeting host can view each caller’s
credentials before accepting the caller into a secure meeting. Once accepted into the secure
meeting, each participant can view the credentials of any of the other participants. Figure 4-4
shows the Security Options dialog box for selecting the certificate type.

The default NetMeeting certificate is generated during setup and isinstalled in the Windows
certificate store. Thisisshown in Figure 4-4 as“Use privacy (encryption) only.” This
certificate provides encryption only—it does not provide user authentication by a trusted
entity.

A NetMeeting user may utilize a personal certificate for user authentication and data
encryption for “secure” calls. Thisisshown in Figure 4-4 as“Use this certificate for privacy
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and authentication.” Personal certificates are considered more secure than default
NetMeeting certificates, since they are theoretically issued by atrusted third-party Certificate
Authority (CA). To use apersonal certificate, users must first import into Internet Explorer
(IE) the Root Certificate for the issuing Certificate Authority. Once the Root CA has been
installed, the user imports their personal certificate into IE. Once imported, XEnroll (an |E
browser control) processes the certificate enrollment, and the certificate is then added to the
Windows certificate store. NetMeeting looks to the Windows certificate store when Security
is activated and personal certificates are used. If the Root CA'’s certificate is not imported
first, authentication fails.

NetM eeting uses the Microsoft Crypto API (CAPI) to manage certificates and secure data
channels. The Crypto API, which is a core component of Windows 95, 98, NT 4.0, and
2000, provides a standard framework that programs can use to obtain cryptographic and
certificate services.

Once the user has selected the call and certificate type to use, security is activated. When
using a personal certificate, each user must supply a personal certificate password when the
application opens.

Caution: NetMeeting Exclusively Requires Internet Explorer

NetMeeting REQUIRES the Internet Explorer windows certificate store to manage digital
certificates and enable security. NetMeeting does not work with any other certificate store or
browser. This represents a problem for users where IE is not available.

Caution: Erratic Behavior

NetMeeting operates erratically with security enabled. At times, it does not recognize that
security has been activated, while other times it instantly asks for a certificate password.

Users must exit and restart NetMeeting after making configuration changes to ensure the

changes have been activated.

When asecure call isinitiated, audio and video options are automatically disabled (i.e., they
are grayed out on the user interface). Any remaining data shared in the conference (Chat,
Whiteboard, File Sharing) is encrypted using Microsoft’s Crypto API.
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Warning: Secure Calls

NetMeeting cannot differentiate between a secure encrypted call and a secure authenticated
call. Each call participant must have security turned on to be able to participate in a secure
call, but there is no way to tell if the participants are fully authenticated or not. Authentication
can be forced by enabling the Do not allow connections with incomplete authentication option
through the NetMeeting Resource Kit. Also, authentication using digital certificates can be
forced by requiring a relative distinguished name (RDN) be specified for a CA, but in either
case it does not mean that the user’s digital certificate is bound to the NetMeeting user
identity or that a trusted CA signed the certificate.

4.3 Confidentiality

Confidentiality (or privacy) ensures that the information content passed between two or more
parties in a conference is not susceptible to passive interception and analysis. Protection can
be provided at either the stream level, which protects the end-to-end transmission medium, or
at the individual message level, which protects user-specified portions of data, such as
specific e-mail messages.

NetMeeting 3.01 addresses confidentiality and privacy by encrypting the data stream
between meeting participants, but only if the host explicitly initiates the meeting as a secure
meeting. Data encryption using Microsoft’'s Crypto API applies to Whiteboard, Chat, shared
programs, and transferred files. Audio and video communications are automatically disabled
during encrypted meetings. When a secure call isin progress, ayellow safety lock iconis
placed on the NetMeeting User Interface (Ul) asillustrated in Figure 4-5.

Caution: Data Encryption

Data is encrypted only if all meeting participants are using NetMeeting 3.01 or later, and they

have established a secure meeting. If a user attempts to connect to a meeting with an earlier

version of NetMeeting, or without having specified a secure call, then the call is automatically
rejected.

Warning: Selecting Security Options
Calls are not secure if a user selects a certificate but does not select at least one secure call
option.

To ensure that security is functioning properly during a call, observe the call status indicator
on the bottom left side of the call window. It should say “In a secure call” and the yellow
padlock at the lower right corner of the window should be in the closed position as illustrated
in Figure 4-5. If the padlock is open, then the call is not secure.
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4.4 Access Control

In the context of collaboration, access control provides the ability to limit and control access
to conference audio, video, documents, and applications, based on the mechanisms used for
identification and authentication.

NetM eeting provides several mechanisms for controlling access to various aspects of a
meeting, as shown in Figure 4-6. The meeting host can choose to be the only person allowed
to initiate outgoing calls and/or accept incoming calls while in a secure meeting.

Theoretically, this should prevent a*“back door” condition where an unauthorized person can
dia into a participant who is connected to a secure meeting (not requiring acceptance by the
meeting host), and gain access to the secure meeting covertly. However, it may be possible
for a meeting participant to use some other third party utility to allow unauthorized person
access to the meeting.
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Figure 4-6. Access Control Options

Referring again to Figure 4-6, the meeting host can also restrict access to conference
features. For instance, the host can alow anyone in the conference to initiate Chat,
Whiteboard, File Transfer, Program Sharing, or access to these features can be restricted to
the meeting host. Testing revealed that these controls do indeed restrict accessto the
specified collaboration features.

Severa tests were run to verify the ability to limit access to specific features. In each test
scenario, the user was not able to access any feature that the meeting host overtly restricted.

4.4.1 Remote Desktop Sharing

NetM eeting has added the ability to enforce security on its RDS feature. To access aremote
workstation, the user must set up a username and password when accessing a Windows
95/98/Me computer. The ideaisto protect the workstation from being accessed by others
who do not have the correct username and password. To manage access to a Windows NT or
Windows 2000, place remote desktop sharing usersinto the NetMeeting RDS Users group.
Users then supply his or her account name and password to gain access.
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The second layer of security for RDS is data encryption. The user can set up RDS so that
access to the workstation must be secure. This ensures that others cannot capture the data
being transmitted. Finally, NetMeeting provides features which help protect the local access
to remotely shared workstations.

Testing of the RDS feature revealed several items of note.

Warning: Remote Desktop Sharing: Lack of Password Requirements

Passwords on RDS are case sensitive, but there are no other password restrictions or
requirements.

Once auser (User A) creates an RDS username and password on the remote workstation (or
isamember of the NetMeeting RDS Users group), they can access that workstation from
other locations. NetM eeting documentation states that if someone (User B) attempts to use
the remotely shared workstation while the remote user (User A) islogged in, the password-
protected screen saver immediately engages and locks User B out. Testing revealed that this
is not a completely accurate characterization of this feature. The test was repeated on three
different machines; the screen saver failed to engage each time someone tried to use the
machine. While User B was prevented from being able to use the workstation, they could
watch al of User A’s activity. Thereisan important caveat on this observation -- it is
important to enable the screen saver password protection feature. Without doing so, User B is
able to easily take control on the workstation provided he has physical access. In addition,
there have been reportsthat it is possible for User B to take control of the workstation even
with the screensaver feature enabled. Physical security for the computer being accessed via
RDS is paramount.
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Remote Desktop Sharing (RDS) Architecture

RDS Connection

Office Computer Home Computer (User A)
Step 1: Step 2:
User A sets up an RDS username and User A logs into office computer from remote
password on this machine to remotely access it location (home) with RDS username and password.
at a later time. User A has complete use of all programs on office
computer.

*If another user, User B attempts to physically
access the office computer while User Ais
logged in, the password-protected screen saver,
in theory, will lock User B out.

Figure 4-7. Remote Desktop Sharing (RDS) Architecture

Caution: Remote Desktop Sharing Screen Saver Protection

The screen saver protection option in RDS does not lock the person out as advertised. While
User B could not use the workstation, they could observe all remote activity of User A.
Though this is not inherently a security risk, users should assume that the transactions are
not private.

Warning: Hijacking of RDS Sessions

Although unconfirmed by the authors, there have been reports via the Internet that it is
possible for User B to take control of the workstation even with the screensaver feature
enabled. Physical security for the computer being accessed via RDS is paramount.

Caution: Remote Desktop Sharing Remote Screen Saver Protection

When the remote user stops working, the password-protected screen saver on the remote
workstation engages to protect the workstation from access. This will not work unless the
screen saver is manually configured and a lockout time period is specified during RDS setup.
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4.4.2 Program Sharing

The program-sharing feature of NetMeeting allows users to collaborate on documents,
briefings, spreadsheets, and similar items without requiring each participant to have the
particular program installed on the workstation. The security enhancement in NetMeeting
3.01 isthat the machine sharing the program now has better control with respect to the
shared item.

A meeting participant who wants to initiate a document share opens the document in its
native program (such as Microsoft Word, Excel, or PowerPoint) and then opens the Sharing
dialog box, as shown in Figure 4-8, which lists all programs currently open on the initiator’s
machine. From thelist, the initiator selects the program to share and clicks “ Share”.

= Sharing - Nothing [ _ [ ] |

— Share Programs

Select an itemn to zhare with other people in the meeting, and
then click Share.

ﬁ Deszktop Share
B3 CaptureE 2297 RDS03 bnp

14" Microzoft Word - HMDoc229.d Higkiare

[ mekane sl

My

1] | ]

I | Share i e calar

— Caontral

Click to allowe ather people to control your shared programs ar
dezktop.

llE Bt

™| Automatically aceept requests fon contral

™| D ot digturt with reguests fon comtnal gkt now

Cloze |

Figure 4-8. Sharing Dialog Box

Once sharing is enabled, the document appears on the screen of each personinthecall. The
sharing initiator controls the shared program at this point. If theinitiator scrolls through the
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document, the document then scrolls on everyone’ s machine simultaneously, albeit with
some del ay.

The participant with the sharing machine can select “ Allow Control,” shown in Figure 4-9,
and then choose to “ Automatically accept requests for control” which allows other
participants to request control of the document. If theinitiator does not automatically accept
requests for control, then users who want to edit the document must double click on their
copy of the document, select “Request Control” in the pop-up window, and wait for approval
from theinitiator. Thisgivestheinitiator the ability to retain some control over the
document.

= Sharing - Programs [_ | ] |

— Share Programsz

Select an item to zhare with other people in the meeting, and
then click Share.

ﬁ Dezktop Share |

B3 CaptureE 2697 RDS05 bmp

v [ Microsoft Word - NMDoc?

nzhare Al |

| |

I™ | Shane it tre calar

— Control

Click to allow other people to contral pour shared programs or
dezktop.

Allove Control

™| sutamatically aceept requests fon cantal

™| Lo ik distur with requests far cantiel gt new

Cloze |

Figure 4-9. Access Control Dialog Box

To stop someone from controlling the document at any time, the participant with the sharing
machine can either press the <ESC> key, which immediately revokes all control privileges,
or, if the Sharing window is open and accessible, the participant can click “Prevent
Control,” as shown in Figure 4-10. If the screen saver of the sharing machine turns on, it
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immediately revokes al control privileges and blacks out the file on the screens of all other
machines in the meeting.

= Sharing - Programs [ _ [ ] |

— Share Programs

Select an item to zhare with other people in the meeting, and
then click Share.

ﬁ Desktop Share |
B3 CaptureE 297 RDS 05 bmp
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o | o

I | Share i e calar

— Control
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[ Do not disturb with requests for control right now

Cloze |

Figure4-10. Sharing and Control Options

Although Program Sharing has more security in NetMeeting 3.01 than in earlier versions, it
assumes that sharing and control always occur while the machine isin attended mode.
However, interruptions and distractions are real-world occurrences, and should be expected.
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Warning: Program Sharing

Once a user sharing a machine has given control to someone else in the meeting, the second
user assumes the sharing user’s identity during the hand-off period and has the privileges for
and access to the sharing user’s entire hard drive. This includes any servers and/or private
folders. If the sharing user is distracted for a moment and is not intently watching, the second
user could copy and mail files to themselves, access private information, plant a virus, or
delete files.

Program sharing assumes a level of trust that may not be realistic in some environments and,
unless the sharing session always occurs in attended mode, regardless of distractions, use of
the “allow control” feature is not recommended.

4.5 Nonrepudiation

Nonrepudiation prevents the sender or receiver of data or a message from denying it later. It
also alows the recipient to prove that the received information was actually sent by the
alleged sender.

NetMeeting 3.01 provides no specific feature for nonrepudiation, but it does require users to
use only personal certificates to encrypt and authenticate messages, so it can verify the
identity of the sender and receiver.

4.6 Integrity

Integrity assures the recipients of transmissions that no data has been lost or tampered with
en-route to them. Aswith confidentiality, this can be invoked at the stream level or at
individual message level.

While NetMeeting provides encryption to secure data being transferred, it does not have a
specific feature to directly address integrity.

4.7 Availability

Availability is a metric that describes the potential for acomputer system or serviceto be
ready when called upon by auser. The availability of computer systems can be critically
reduced by denial-of-service attacks.

NetMeeting 3.01 provides no inherent means of protecting against a denial-of-service attack.
If the computer system used is vulnerable to attack, then the conference is also vulnerable.
Measures should be taken to protect the computer system from denial of service attacks by
preventing malicious code from being loaded onto the system and by preventing suspicious
network traffic from entering the system. This can be achieved through judicious use of
intrusion detection products, firewalls, and system logging.

4.8 Auditing

NetMeeting 3.01 provides no auditing features. It does allow individual usersto save the
contents of Chat sessions as a chronological record of events. Other than that, thereis no
record of calls made or attempted, calls received, or configuration changes made.
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4.9 Administrator Support

NetMeeting 3.01 has a NetMeeting Resource Kit (NMRK) to aid system administrators in
configuration control.

4.9.1 ResourceKit 3.0

The NMRK is available from the Microsoft web site to aid with enterprise-wide deployment,
installation, configuration, usage, optimization, security, bandwidth, and web interface
issues. The resource kit provides details on architecture, standards compliance, policies, and
troubleshooting. Each company configures its resource kit based on specific organizational
policies. Figure 4-11 is an example of some of the options in the Resource Kit Wizard.
Severa tests were conducted by creating policies and distributing them to test machines.
Each time the policies were tested, they behaved as configured; for example, users could not
change options, or certain menu items were dimmed to restrict control. Section 9 provides a
recommended Secure Configuration of Resource Kit 3.0.

HetMeeting Resource Kit Wizard

¥ Set Caling Options e
[ Set Security Options

[ Fiestiict the use of the Optionz Dialog Box
[ Restrict the uze of Audia

[ Festrict the use of Yiden

[ Set Limit for AudioS¥ideo Data Throughput
[ Dizable Chat

[ Fiestiict the uzse of File Tranzfer -

Set Calling Optionz

Y'ou can zet the calling method that Mettesting uzes.

| Directly place callz bo others

| Usea gatekeeper to place calls to others

You can prevent uzers from changing the calling method.

[T Prevent uzers fram changing the caling method

Y'ou can prevent users from setting Metbeeting o automatically answer -

< Back | Mewt > | Cancel

Figure4-11. NetMeeting Resour ce Kit 3.0 Wizard
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Section 5

Security Cautions & Warnings Summary for NetM eeting
3.01

5.1 Summary of Cautions

5.1.1 No Backwards Compatibility

e For the security features to work properly, each participant must use NetM eeting
3.01 or higher. If someone uses an earlier version, they will not be allowed into a
secure call.

5.1.2 ldentification

e Although at NetMeeting startup users are asked to identify themselvesto the
application, there is no authentication to verify that they are who they say they
are. This permits users to take on someone’ s identity and act maliciously.

5.1.3 Direct Calling

e If usersdo not host a meeting and instead initiate the meeting by dialing someone
directly, NetMeeting establishes a bond between the first two personsin the call.
NetM eeting does not identify the persons who are linked by this bond. If either of
the two hang up, the entire call ends with no warning to the othersin the call.

5.1.4 Windows Certificate Store

» NetMeeting requires IE’s windows certificate store ONLY . It does not recognize
certificates in any other certificate stores. This means users who do not have
access to |E cannot use certificate security.

5.1.5 Erratic Behavior When Security is Activated

» NetMeeting behaves erratically when security is enabled. At times, it recognizes
that security has been turned on, and other times, it does not recognize security.
The application should be rebooted after security options have been selected to
ensure that security has been activated properly.

5.1.6 Data Encryption

e Dataencryption only occursif al users are using NetMeeting 3.01 or later and if
they have established a secure meeting. If usersrunning an earlier version of
NetM eeting attempt to connect to a secure call, they are rejected.

5.1.7 Remote Desktop Sharing Screen Saver Protection

e The screen saver protection option allows othersto observe all activities on the
remote machine. Although thisis not an inherent security risk, users should be
aware that their activities can be monitored and are not private.
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5.1.8 Remote Desktop Sharing Remote Screen Saver Protection

e When the remote user stops working, the password-protected screen saver on the
remote workstation engages to protect the workstation from access. Thiswill not
work unless the screen saver is manually configured and alockout time period is
specified.

5.2 Summary of Warnings

5.2.1 Hosting A Megeting

e The host must hang up from the call once the hosted meeting is over. Otherwise
he/she will be unable to accept other calls until disconnecting from the meeting.

5.2.2 SecureCalls

e NetMeeting cannot differentiate between a secure encrypted call and a secure
authenticated call. Users should verify that the call window displays the Status
Bar on the bottom left-hand side of the window. Under “View” acheck mark
should appear beside the “ Status Bar” option. This ensures that the call type
displays.
5.2.3 Selecting Security Options

e |naddition to selecting a certificate type, users must choose at least one calling
option under the Security tab or the calls are not secure.

5.2.4 Password Protection
5.2.4.1 Secure Password-Protected Call
In a password-protected secure call, the host must choose both of the following optionsto
ensure that no one can place an outside call:
e “| prefer to receive secure incoming calls. Accept only secure calls when I’ m not
in ameeting.”
e “| prefer to make secure outgoing calls.”
5.2.4.2 Lack of Password Requirements
There are no restrictions on the characters used for a password or on the length of the
password, making brute-force password guessing a potential threat.
5.2.4.3 Hijacking of RDS Sessions
Although unconfirmed by the authors, there have been reports viathe Internet that it is

possible for a person with physical access to take control of aworkstation which is being
accessed viaRDS. Physical security for the computer being accessed via RDS is paramount.

5.2.6 Program Sharing

e Theamount of control given to the usersis not balanced by comparable ability to
limit their actions. Because meeting participants assume the identity of the user
sharing the program, they are given wide-open access to system resources. If the
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sharing user is distracted or does not work in attended mode, their hard drive can
be accessed with their privileges, including all servers and private folders.
Program Sharing assumes alevel of trust that may not be realistic in some
environments. Unless each session isin attended mode, Program Sharing is not
recommended.

5.2.7 Directory Server

The information used to populate the directory server is not authenticated and can
be easily forged. Because of this, the actual identity of the usersis not
trustworthy.

The second issue with directory serversisthe lack of log-in accountability. Once
logged into a directory, users remain logged in until they explicitly log out. This
means that the list of usersin adirectory may not accurately reflect who is
actually logged in at that time. Also, if someone else uses alogged-in user’s
workstation, they assume the identity of that user.
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Section 6
General Networking | ssues

6.1 Firewalls

NetMeeting relies very heavily on the H.323 protocol which utilizes alarge number of ports
in order function. This can create a problem when attempting to operate through firewalls
that are not capable of performing stateful inspection of NetMeeting packets. To use
NetMeeting through a firewall with this limitation, the firewall must be configured to alow
certain ports. Table 6-1 identifies these ports. As thistables shows, alarge range of ports
must remain open to support NetMeeting audio and video which is never desirable from a
system security perspective.

Table 6-1. Network Ports Used by NetM eeting

Port Port Type | Protocol NetMeeting Use

Number

389 TCP, static | LDAP Internet Locator Service (ILS)
522 TCP, static | ULP User Location Service (obsolete after NM ver. 1.0)
1503 TCP, static | Imtc-mcs T.120 data collaboration

1720 TCP, static | H323hostcall | H.323 call setup

1731 TCP, static | Msicep Audio call control

1024 — TCP, H.245 H.323 call control

65535 dynamic

1024 — UDP, RTP/RTCP | H.323 audio/video stream
65535 dynamic

System administrators have several options when allowing NetMeeting through firewall that
do not support NetMeeting protocols. First, they can open all these ports and allow

NetM eeting traffic unfettered through the firewall. Second, they can allow only text-based
NetMeeting traffic. Thiswill eliminate the need to leave a wide range of ports open; only
ports 389, 522, and 1503 will be needed through the firewall. Of course, this considerably
constrains NetMeeting functionality across the firewall. However, if NetMeeting's
encryption capabilities are used, audio and video are already disabled. The final
trans-firewall NetM eeting option entails the use of avirtua private network; thisisthe
recommended approach and it is detailed further in the section that follows.

6.2 Virtual Private Networ ks (VPN)

The recommended trans-firewall NetM eeting configuration uses a Virtual Private Network
(VPN). A VPN isan encrypted point-to-point “tunnel” from one system behind the firewall
to another pre-determined system outside the firewall. Asthe datais encrypted and the
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remote end specified, VPN traffic is generally allowed unrestricted through afirewall. Using
NetMeeting across a VPN, MITRE sought to answer the following questions: (1) Could the
number of open firewall ports be reduced, and (2) would the application’s audio and video
work over this medium? The answerswere YES and YES. Using Timestep VPN, the
MITRE team was successful in setting up aVPN using triple DES encryption and running
NetMeeting 3.01 over the encrypted channel. The packages were filtered through a Linux
box running ipchains as the firewall. Only port 49680 and protocol 50 (IPv6 crypt) needed
to be opened through the firewall for the VPN to work. Both audio and video functions
worked well over the VPN, proving that it is possible to securely use both the audio and
video features of NetMeeting without using NetMeeting’ s packaged security.

MITRE also tested NetMeeting 3.01 using software-based VPNs (SSH, VTCP Secure);
however, these tests were not as successful as the tests using the hardware-based Timestep
VPN. Test results were inconsistent and revealed that the VPN did cause some erratic
behavior for NetMeeting sessions. For instance, when logged into a server through a VPN,
the user istypically assigned a new Internet (or 1P) address that is specific to the enterprise.
Therefore, the Internet address required for a NetM eeting session is the enterprise address,
and not the user’ s address assigned by the service provider.

Determining the secondary address for use in placing a NetMeeting call may be a problem.
Some enterprises, like MITRE, provide alookup feature to indicate the user’s current
address. Others may not. Thiswould force VPN usersto use a directory service of some
kind to find and connect to other users.

In summary, a Virtual Private Network provides the most secure means to use all

NetM eeting collaboration options through afirewall. Only two ports need to be allowed
through the firewall, and the audio and video capabilities can be used in a secure manner.
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Section 7
Summary Recommendations

Microsoft has added alevel of I&A and privacy to NetMeeting 3.01 that enhances the
security posture for sharing nonsensitive information. However, due to several identified
security weaknesses in the tool’ s design and implementation, NetMeeting 3.01 should not be
used for sharing sensitive information without understanding the associated risks and taking
the appropriate safeguards. Therisk of exposure is high without peripheral safeguardsin
place to minimize such risk.

Thefollowing isalist of recommendations for secure collaboration when using NetM eeting:

* Require use of security

* Requireuse of personal certificates for both encryption and authentication
e Disableuseof Audio and Video unless using it acrossaVPN

* Placerestrictions on what programs can be shared using NMRK

* Requireal collaboration take place in attended mode

e Disable use of Remote Desktop Sharing feature

Sections 8 and 9 detail how to securely install and configure NetMeeting for an individual
workstation (Section 8) and for company-wide distribution (Section 9).

The NMRK isavital component in establishing secure collaboration policies that should be
followed in al environments. The NMRK allows system administrators to create profiles
based on their company policies, configure the application to support those policies, and
prevent users from changing and/or altering options.

The primary recommendation isto follow the Secure Configuration Guide for Resource Kit
3.0 provided in Section 9.

UNCLASSIFIED 41






UNCLASSIFIED

Section 8
Secur e Installation and Configuration of NetM eeting 3.01

8.1 Installation

There are two means by which NetMeeting can be installed. One caninstall an
uncustomized version of NetMeeting or an administrator can generate a restricted installation
using the NetMeeting resource kit. The later is generally preferred asit allows the
administrator to have control over numerous security related settings which are otherwise left
up to the discretion of the user. In theinterest of completeness, both installation approaches
will be discussed. Thedirect install is detailed in this chapter with the use of the NetMeeting
resource kit covered in the next chapter.

To instal NetMeeting 3.01, go to the Microsoft NetM eeting web site located at:
http://mwww.microsoft.com/windows/netmeetingland click on the Download buttor’EI The
Microsoft NetMeeting web page is displayed in Figure 8-1.

3 Note that NetMeeting is provided with Windows 2000 — a download is not necessary.
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HetMeeting Home - Hetscape
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for corporate productivity,

Companion Products & Services
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Become a pariner.
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MIC"USU& respects the privacy of Cownload the latest Service Pack for MetMeeting 2,01 (Build 3325). This
Itz customers, Service Pack includes many customer-requested updates, as well as support

for the new MSH Messenger Service, MetMeeting's Microsoft Internet

| (== |Document: Done k! : : ; ; ; : ; : g . |

&

Figure 8-1. Microsoft NetM eeting Page

The NetMeeting Download Page will be displayed, asillustrated in Figure 8-2. Identify your
operating system and click on “Next”.
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[P (== |Document: Done SR = | #

Figure 8-2. NetMeeting Download Page 1

A page displaying the second and last step in the download process will be displayed as
shown in Figure 8-3. Y our operating system and the application you want to download, as
well as adownload site will be identified. Click on “Next”.
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% Usa - Conkion When vou click the Mest button 2 dialag box will Mest =5 I
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Click here if you would like more detailed
instructions.

Mare Information:

Important Notes
System Requirements
Detailed Instructions =

’E == |Document: Done = | i

Figure 8-3. NetMeeting Download Page 2

The application will then be downloaded onto your system into a directory of your choice.
Once the download has completed, the application can be installed.

To begin installation, locate the folder where you directed the application to be downloaded

and double-click on the Nm30 icon. The Windows NetMeeting 3.01 window, shown in
Figure 8-4 will open and you will be asked if you want to install NetMeeting. Click “Yes.”
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Windows NetMeeting 3.01 | ]

r

l@ Thiz will inzstall Windaows Netkdeeting, Do vau wizh to continue?

Figure 8-4. Windows NetM eeting 3.01 I nstall

Y ou will then be presented with the NetMeeting license agreement shown in Figure 8-5.
After reviewing the license agreement and agreeing to the terms, click on “Yes.”

Windows NetMeeting 3.01 [ _ ] J

Fleaze read the following license agreement. Presz the PAGE DOMWHM keyp
to gee the rest of the agreement.

WD OWS METMEETIMG 3.01 :*_J

SUPPLEMEMTAL END USER LICEMSE AGREEMEMNT FOR
MICROSOFT SOFTWARE

IMPORTANT: BEAD CAREFULLY - These Microzsoft Corporation
["'Microzoft '] operating spstem components, including any “onling” ar
electronic documentation [M'05 Componentz"] are subject to the terms
and conditions of the agreement under which you have licenzed the
applicable Microzaft operating systerm product ['05 Product™]

dezcribed below [each an “End Wser Licenze Agreement’’ or "ELILA"]
and the termz and conditionz of thiz Supplemental ELILA. BY
IMSTALLIMG, COPYING OF OTHERWISE USIKG THE 05
COMPOMEMTS, 0L AGREE TO BE EOUMD BY THE TERMS .fi'-.NDLJ

Do you accept all af the terms of the preceding License Agreement? IF yau
chooze Mo, [nstall will close. Toinstall you must accept thiz agreement.

Yes MNa |

Figure 8-5. NetMeeting License Agreement

NetMeeting will then extract all of the files and prepare to install the application. Once the
files have been extracted, NetMeeting will establish adirectory to install the application.
Users can either accept the default location, or click on “Browse” and redirect it to afolder of
their choice, asillustrated in Figure 8-6. If the prompt says that the folder you have selected
does not exist, click on “Yes” and allow NetMeeting to create one for you.
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1 Advanced INF Install [ _ ] I

Fleaze enter the directory in which to inztall the Hethdeeting Files:

C:%Program FileshH et esting Browsze. . 1
F. I Cancel i

Figure 8-6. Directory for NetMeeting

When NetM eeting has finished installing, you will receive the following message illustrated
in Figure 8-7.

Windows NetMeeting 3.01

Mettdeeting haz been installed successfully.

Figure 8-7. Installation Complete

8.2 Secure Configuration of NetMeeting 3.01

Once NetMeeting has been installed, it can be configured by navigating to the NetM eeting
directory and double-clicking on the conf.exe icon. Configuration begins with a brief
description of the application, as depicted in Figure 8-8. After reading the description, click
“Next.”
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NetMeeting E |

Mettdeeting enables you to communicate with others
aver the Internet or pour local Intranet. Using
MNettdecting, pou can:

- Talk to others

- Uze video to gee otherz and let athers see pou
- Share applications and documents with athers
- Collaborate with others in shared applications

- Send files to others

- Drraw with others in a shared Whiteboard

- Send messages to atherz in Chat

2 Back

Cancel |

Figure 8-8. NetMeeting Configuration 1

The next window shown in Figure 8-9, briefly describes the application sharing function and
the steps needed to enableit. Click on “Next.”

MetMeeting E |

To share applications with other ugers, pou must enable
zharing on thiz computer.

To dothig, click the Toolz menu in Metheeting, and then
click Enable Sharing.

< Back

Cancel |

Figure 8-9. NetMeeting Configuration 2
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The next screen in the configuration process is the user identification screen shownin
Figure 8-10. Users must enter the required fields including, First Name, Last Name and E-
mail address. After entering the required information, click on “Next.”

HetMeeting |

Enter information about pourself for uze with Methd eeting.

Maote: 'ou must supply vour first name, last name, and
E-mail addresz.

Eirst name: IJ oe

Last name: ILlser

E-mail address; Iiuser@mmpany:-:.cum

Location: IM azzachusetts

Commerktz: I

< Back I MNewt > I Cancel

Figure 8-10. User Information

Figure 8-11 depicts the next set of optionsin the NetMeeting configuration process. It is
recommended that the check mark in the box next to “Log on to a directory server when
NetMeeting starts” be deselected, i.e., the check mark removed from this box. Because
directory servers offer no authentication, information can be easily forged and identities can
be stolen. Therefore, it is more secure to place direct calls using | P addressing rather than
using the information in the directory server. Following completion of this action, click on
“Next.”
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Methdeeting E |

& directon server liztz people you can call using
Methd eeting. If you log onto a directom server,
people will zee your name and will be able to call
WL,

|_ EIEDQ on to a directory server when Metteeting starks

Server name: Microzoft Internet Directary j

[™ Do not list my name in the dirsctory.

< Back I Mesxt > I Cancel

Figure 8-11. Directory Server Logon

A window listing network connection options will be displayed as shown in Figure 8-12.
Select the speed of your connection and click “Next.”

HetMeeting E3 |

Specify the zpeed of pour connection to the netwark, you
will be uzing to make Methdeeting callz.

™ 14400 bps modem
= 28800 bps or faster madem

= Cable, xD5L or 1SDM

¢ Back I Mest = I Cancel

Figure 8-12. Network Connection Type
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The window depicted in Figure 8-13 will be displayed. Place acheck mark next to each
option to put a shortcut to NetMeeting on your desktop and to add an icon in the quick
launch bar. Click “Next.”

HetMeeting |

To help make Methkeeting easier to find, vou can put a
ghartout on your desktop, anddor on the Quick Launch
portion of your taskbar,

v Put a shortcut to Netbeeting on my desktop

[¥ Put a shaortcut ko Mettdeeting on rmy Quick Launch bar.

< Back I MNewt > I Cancel

Figure 8-13. Shortcuts & Quick Launch

The Audio Tuning Wizard screen will be displayed asillustrated in Figure 8-14. Click
“Next.”
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Audio Tuning Wizard |

Thiz wizard will help you tune your audio settings.

Cloze all other programs that play or record zound. and
click Mest to continue.

Cancel |

Figure8-14. Audio Tuning Wizard 1

Figure 8-15 illustrates the next step in the audio tuning wizard. If you have speakers

connected to your machine, make certain they are connected properly and click on the “ Test”

button. Adjust volume by moving the playback slidebar and then click “Next.”
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Audio Tuning Wizard |

'ou zhould check to make sure that your speakers or
headphones are connected and that playback
vaolume ig acceptable.

To adjuzt the plavback volume, uze the slider bar
below. Click the Test button to hear a sample sound.

Wolurme

< Back I Mewt > I Cancel

Figure 8-15. Audio Tuning Wizard 2

The next step is to set the volume on the microphone. As depicted in Figure 8-16 below,
read the sentence into your microphone, then click “Next.”
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Audio Tuning Wizard E3 |

The wizard will make zure that the microphone is
warking and the record wolume iz appropriate.

Pleaze read the following test into pour microphone;

" | am uzing the microphone setup wizard. [t iz
checking to zee whether my microphone iz plugged in
and working properhy. "

T T T T " R — — — — 1
Record Yaolume

Figure 8-16. Record MicrophoneVolume

Thefinal screen for the Audio Tuning Wizard will now be displayed as seen in Figure 8-17.
Click on “Finish.”

Audio Tuning Wizard E3 |

r'ou have tuned your settings.

[f the other persan in your meeting has trouble hearing
youl, you should run thiz wizard again.

To run thiz wizard again, choose Audio Tuning Yizard
fram the Toolz menu.

¢ Back

Cancel |

Figure8-17. Audio Tuning 3
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The NetMeeting application, as seen in Figure 8-18, will now open for thefirst time. Go
under the Tools menu and select Options.

# NetMeeting - Not in a Call I =]

Call  “iew SaEs
idem

- &udio Tuning 'Wizard...
Sharing Chil+5
Chat Chl+T
Whiteboard Chrl+ta
File Tranzfer Chil+F

YWhitebaard [1.0 - 28]

Hemate Meskiop Sharnng...
Enable Sharing

Options...
RE N
M arne |

EEI =)

Changesz the optionz far Metkd eeting.

Figure 8-18. OptionsMenu

Figure 8-19 displays the Genera tab in the Options menu. Verify the following information.
Under My directory information, verify:

e All information is entered correctly
Under Directory Settings, verify:

e TherelSacheck mark before“Do not list my namein the directory”
e ThereisNO check mark before “Log on to adirectory server when NetMeeting starts”

Under General, verify:

e ThereisNO check mark before “Run NetMeeting in the background when Windows
starts”
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e There IS acheck mark before “ Show the NetM eeting icon on the taskbar”

There are no specia options to be set under Bandwidth Settings or Advanced Calling.

Options HE
General lSecurit_l,I] Audio ] Yideo ]

by directon information

o Enter infarmation others can uze to find you in the Directary,
or zee while in a meeting with you,

FEirst name: |J fal}

Laszt name: |LI zer

E-mail address: |iuser@cnmpany:-:.u:um

Location: |h-1 azzachusetts

Caomments; |

Diirectary Settings

Directony: |Miu:ru:us-:uft Inkernet Directony j

Iv Do nat list my name in the directany

[ Logaonte a directar server when Netbeeting starts.

[ Bun Mettdeeting in the backgraund when "Windows starts.
[+ Show the Nethdeeting icon on the taskbar.

Bandwidth Settings... | Advanced Calling... |

] | Cancel |

Figure 8-19. General Tab

The next step is to enable security. It isrecommended that athird-party certificate be used to
provide authentication and encryption. If you have athird-party personal certificate installed
in Internet Explorer 5.x Windows Certificate Store, skip to the Security Tab section below.

If not, click “OK” to close the Options/General window and proceed with the following
instructions to import your certificate into |E 5.x.

Importing the Root CA certificate into the Trusted Root Store
1. Download your Root CA certificate to your desktop (thiswill save as afile).
2. Make certain that the file has an extension of *.crt.
3. Double-click on thisfile to start the certificate import wizard.
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Click on the Install Certificate button on the dialog box that appears.

Click “Next” when the Certificate Manager Import Wizard dialog appears.

Make sure that “ Automatically select...” is selected, and click “Next.”

Verify that the Certificate Store selected by the Wizard islisted as “ Trusted Root
Certification Authorities.”

Click “Finish.”

Verify the information in the dialog that appears, and click Y esto the question “Do
you want to ADD the following certificate to the Root Store?’

If the import was successful, you will get adialog box indicating this. Click “OK.”
Close the Certificate window by clicking on “ OK.”

To verify that the import was successful, double click on the downloaded file. In the
certificate window that appears, click on the Certification Path tab at the top. The
Certificate status: box will state that “This certificate is OK.”

Y ou can now delete the certificate on your desktop.

Importing your personal certificateinto IE 5.0

Insert the floppy disk containing your exported certificate file.

Double-click on the exported certificate file.

Once the Certificate Manager Import Wizard starts, click Next.

Click “Next” if thefile to import is correctly displayed. If not, click Browse and
select the appropriate file.

Enter the password used to secure the certificate when it was exported from another
browser. If it was not exported, enter the certificate password.

Make sure both “Enable strong private key protection” and “Mark the private key as
exportable” are checked. Click “Next.”

Make sure “Automatically select ...” is selected, and click “Next.”

Click “Finish.”

Make sure the Security Level is set to High. (Click on “Set Security Level” and
change the setting if it is not.)

Follow the instructionsin the dialog about setting a password for the Private Key
Container.

Enter the password that was just established. Make sure that Remember Password is
NOT checked, and click “OK.”

A dialog box indicating that the import was successful should be displayed.

Close out of Internet Explorer.

Open the NetM eeting application, go under Tools, Options and click on the Security tab.
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Options KH |

Gereral  Security |.-’-'-.uu:|i|:| I Wideo I

— General

|nzoming Callz

[V | prefer to receive secure incoming calls, Accept only secure
callz when I'm nat in a meeting.

Outgoing Callz

¥ | prefer ta make secure outgoing callz

— Certificate
% Select the type of zecunty and certificate to use.
= Uze privacy [enciyption] only.

' Use this certificate for privacy and authentication:

lzzued to; joeuseri@companyx.com, "User, Jog", joeuser, Peo ;I
lzsued by ca.companyx.com, Cerificate Authority, company:x.
Walicd from 1 20084999 900 P to 0553152001 9:00 Ph:

"
1 | 3

] I Cancel |

Figure 8-20. Security Tab Secure Options

NetM eeting Security Tab:

Figure 8-20 displays the Security Tab options. Here you will enable security. Select the
following options on the Security Tab under the General section:

e | prefer to receiveincoming calls. Accept only secure calls when I’'m not in a meeting.
e | prefer to make secure outgoing calls.

Under the Certificate section if you do not have athird party personal certificate, place a
radio button before:
e Useprivacy (encryption) only

If you do have athird-party personal certificate, place aradio button before:
e Usethiscertificate for privacy and authentication

Once options are chosen, click OK.
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NOTE: Itishighly recommended to use athird party certificate, which provides both
authentication and encryption.

Next, click on the Audio tab depicted in Figure 8-21. Ensure that the following options have
check marks:

e Automatically adjust microphone volume while in acall

e Adjust silence detection automatically (recommended)

While audio and video features are disabled in all secure calls, if a person was to
inadvertently place an insecure call, it would be prudent to have these options checked.

Options EHE |

Generall Securty  Audio I"v"iu:lecu I

— General
%@{:ﬁ ™| Enable fulltduples audio so | zan speak whils reseiving audio

I™ | Enable auta-gaim contal

™| Enable DirestSaung for imprayved auwdio peramansze

Tuning ‘izard... Advanced... |

— Silence detection
ﬁ % Adust silence detection automatically [recammended]
™ Let me adjust zslence detection myself

o

k. I Cancel

Figure8-21. Audio Tab Secure Options

Under the Video Tab, make certain there are no check marks before:
e Automatically send video at the start of each call
e Automatically receive video at the start of each call
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Thisis shown in Figure 8-22.

g sutamaticalliset i : ;
I

0 Sl
e o ediumm;

(0 Large:

r ) N L= = = = =

[ ok | conce |

Figure 8-22. Video Tab Secure Options

Once you have verified all of the options above, click OK. Next, close out of the
NetMeeting application. Thiswill ensure that security is enabled and functioning properly.
The next time you open the application, you will be prompted for your personal certificate
password before you are alowed to use the application.
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Section 9

Secure Installation and Configuration of NetM eeting
Resource Kit 3.0

9.1 Installation

The NetMeeting resource kit allows the administrator to generate a custom installation
package for NetMeeting that can preclude end users from manipul ating various security
related settings. In general thisis preferred asit allows the administrator to implement
policies for the use of NetMeeting across the organi zati onf]

Toinstall NetMeeting Resource Kit, go to the Microsoft NetMeeting web site located at:
http://www.microsoft.com/windows/netmeeting/corp/reskit/default.asp?RL D=52| and click
on the “Download” button. Thiswill download NM3RK .exe onto your computer. Once the
fileisfinished downloading, close out of your browser. Locate thefile called NM3RK and
double-click onit. Thiswill begin the installation process. Figure 9-1 depicts the beginning
of the installation process.

Windows Netheeting Resource Kit 3.0 I

@ Thiz will ingtall the *windows Netteeting Resource Kit. Do pou wish bo continue?

Figure9-1. NetMeeting Resource Kit 3.0 Installation

Click “Yes,” and the license agreement will be displayed as shown in Figure 9-2. Review
andclick on“Yes.”

4 Windows 2000 networks can utilize Group Policy to effect many of the recommendations contained in this
section.
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Windows NetMeeting Resource Kit 3.0

Fleaze read the following license agreement. Press the PAGE DO kep
to gee the rest of the agreement.

' IMD 'S METMEETIMG 3.0 RESOURCE KIT :*:J

EMD-USER LICEMSE AGREEMEMT FOR MICROSOFT SOFTWARE
IMPORTAMNT-READ CAREFULLY: This Microzoft End-User Licenze
Aagreement ["ELILA"] iz a legal agreement between pou [gither an
individual ar a single entity] and Microzoft Corporation for the Microsoft
zoftware product identified abowe, which includes computer software
and may include aszociated media, printed materialz, and "onling" or
electronic documentation ["SOFTWARE']. BY INSTALLIMG,
COFYIMG, OR OTHERWISE USING THE SOFTWARE, 0L
AGREE TO BE EOUMD B THE TERMS OF THIS ELILA, IF YOL
DO MOT AGREE TO THE TERMS OF THIS EULA, DO HOT
IMSTALL OR USE THE SOFTWARE : YOU MY, HOWEWER,
RETURM IT TO ¥0OUR FLACE OF PURCHASE FOR A FIULL |

Do you accept all af the terms of the preceding License Agreement? IF pou
chooze Mo, [nstall will close. Toinstall you must accept thiz agreement.

Tez Mo

Figure9-2. License Agreement

Windows HetMeeting Resource Kit 3.0

I\':!f) The "Windows Metteeting Rezource Kit haz been installed successfully.

Next, the resource kit files will be extracted and you will be prompted for adirectory in
whichto install thefiles. Accept the default location C:\ProgramFiles\NetM eeting Resource
Kit and click “OK.” All fileswill now be copied into that location in preparation for
installation. Once the copy has completed you will receive a message stating the resource kit
was successfully installed, as depicted in Figure 9-3.

Figure 9-3. Successful Install
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9.2 Secure Configuration

To launch the NetM eeting Resource Kit 3.0, go to your Start Menu, Programs, NetMeeting
Resource Kit 3.0, and select the NetMeeting Resource Kit Wizard. You will see the
following window as depicted in Figure 9-4, click “Next.”

Metieeting Resource Kit Wizard

YWielcome to the Mettesting Resource Kit Wizard.

Thiz wizard will help pou create a customized version of Hetheeting for
deployment in paur arganization.

[t iz recommended that you refer to the Mettdeeting Besource kit
documentation before continuing. [t will provide more information about the
configuration options available in this wizard.

T he “Wizard will quide vou through four steps:
Step 1: Selecting MethMeeting options
Step 2 Configuring direct or gatek eeper calling
Step 3 Confirming selections

Step 4: Creating distribution files and configuring auta-configuration

Click Mest to continue,

Cancel

Figure 9-4. NetMeeting Resource Kit 3.0 Wizard

In the next window, shown if Figure 9-5, click on “Create a new configuration from scratch”
and click “Next.”
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HetMeeting Resource Kit Wizard

The next page liztz configuration optionz for Hetteeting 3.0, For more information
about theze optionz, conzult chapter 3 of the Metkd eeting B esource Kt
docurmentation.

Fleaze chooze whether you want to create a new configuration or edit an existing
ohe.

(% Create a new configuration from soratck

" Edit a previous configuration

< Back | MNewt > ] Cancel

Figure 9-5. Configuration Options

NetMeeting will now display all available options.

Set Calling Options:

Place a check mark in the “ Set Calling Options” box. NetMeeting will display the Set Calling
Options, as depicted in Figure 9-6 below. Place aradio button before “Directly place callsto
other{’f and a check mark before “Prevent users from changing the calling method” options.

Use the right scroll bar to view more Set Calling Options.

S This recommendation is made simply because the other option — use of a gateway for call placement -- was
not evaluated under this task.
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HetMeeting Resource Kit Wizard

¥ Set Caling Options e
[ Set Security Options

[ Fiestiict the use of the Optionz Dialog Box

[ Restrict the uze of Audia

™ Fiestrict the use of Yideo

[ Set Limit for Audio/¥ideo Data Throughput

[ Disable Chat

™ Restrict the use of File Transfer -

| Set Calling Optionz i
Y'ou can zet the calling method that Metteeting uzes.

* Directly place calls to athers

Y'ou can prevent wsers from changing the calling method.

¥ Prevent uzers fram changing the caling methad

Y'ou can prevent users from setting Metteeting o automatically answer -

< Back | Mewt > ] Cancel

Figure 9-6. Set Calling Options 1

Place a check mark before “ Disable Automatic Call Answering” asillustrated in Figure 9-7
and continue to scroll down to select the network speed as depicted in Figure 9-8.
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HetMeeting Resource Kit Wizard

Set Calling Optiohz

Set Security Optionz

R estrict the uze of the Options Dialog Bos
Restrict the use of Audio

Restrict the use of Yideo

Set Limit for AudioSfideo Data Throughput
Dizable Chat

R estrict the uze of File Tranzfer

S e S . .

Y'ou can prevent users from setting et eeting to automatically answer
incoming calls. Thiz option preseentz urwanted callers from accessing
unattended machines running Methdesting.

¥ Dizable sutomatic Call Answering

Y'ou can have Automatic Call &nswering persist its setting across
MHetkdeeting seszionz. IF the uzer chooszes to enable the zetting ta
automatically accept callz, then the setting will ztap enabled each time
Mettdeeting iz run until the uzer dizables it

[ Persist the Automatic Call Answering setting

Y'ou can zet the default nebwork. connection speed. Userz will still be
able to change thiz zefting in the Optiong dialog box.

< Back I Mewt > ]

Cancel

Figure 9-7. Set Calling Options 2
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HetMeeting Resource Kit Wizard

¥ Set Caling Options e
[ Set Security Options

[ Fiestiict the use of the Optionz Dialog Box
[ Restrict the uze of Audia

™ Fiestrict the use of Yideo

[ Set Limit for Audio/¥ideo Data Throughput
[ Disable Chat

[ Restict the uze of File Transfer -

Y'ou can zet the default nebwork. connection speed. Uzerz will still be
able to change this zefting in the Optiong dialog box.

; -Connection Speed—— :
| € 14400 bps modem
: £ 28800 bps or faster modem
| € Cable. sD5L ot ISDN
| % Local Area Metwark

< Back | Mewt > 1 Cancel

Figure 9-8. Set Calling Options 3

Place aradio button next to your correct network connection speed and continue with the Set
Security Options section below.

Set Security Options:

Place a check mark in the Set Security Options box. NetMeeting will now display the
“Configure Security” options as shown in Figure 9-9 below.
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HetMeeting Resource Kit Wizard

W Set Calling Options e
[+ Set Securty Dptions

[ Fiestict the use of the Options Dialog Box

™ Restiict the uze of Audio

[ Restict the use of Video

[ Set Limit for Audio/Video Data Throughput

[ Disable Chat

[~ Restiict the uze of File Transfer -

| Configure Security

Metteeting 3.0 has encreption and authentication features for data
conferencing. Encrpphion can help keep data and communication
private during a Metkeeting call Authentication can help prevent
untrusted people from joining a call,

Y'ou can zpecify the encrpption level for Metkeeting data calls.
i~ Encryphion level———

" Default: users can place and receive all calls

(+ Fequired: uszers must place and receive encypted calls

il O Y | Ll : PO |

< Back | Hewt > | Cancel

Figure 9-9. Set Security Options 1

Place aradio button next to “Required: users must place and receive encrypted calls’ and
scroll down to next section. Enforce using personal certificates to provide authentication by
placing a check mark next to the “Do not allow connections with incomplete authentication”
option depicted in Figure 9-10. Although not checked, the * Specify RDN of required
certificate authority:” box should be checked when possible. Thiswill force the use of
digital certificates and not alow the use of a user’s NetMeeting Certificate. As stated before,
the digital certificate is not necessarily bound to the NetMeeting identity.
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HetMeeting Resource Kit Wizard

¥ Set Caling Options e
[+ Set Security Options

[ Fiestiict the use of the Options Dialog Box

[ Restrict the uze of Audia

[ Restict the use of Video

[ Set Limit for Audio/¥ideo Data Throughput

[T Disable Chat

[~ Restiict the uze of File Transter -

Y'ou can require that anly callz with fully trusted certificates can be
completed. Thiz will exclude Metteeting default certificates.

¥ Do not allow connections with incomplete authenticatior

Y'ou can alzo specify the relative diztinguizhed name [az it appearz in
Mettdeeting of the Ca required. Calls authenticated by any other T will
hot be allowed

[ Speciy RDM of required certificate autharity:

< Back | Mewt > ] Cancel

Figure 9-10. Set Security Options 2

Restrict the use of the Options Dialog Box:

Place a check mark in the box preceding the “ Restrict the use of Options Dialog Box” as
illustrated in Figure 9-11. Next, place a check mark in the box before “Disable the Advanced
Calling Button.”
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HetMeeting Resource Kit Wizard

¥ Set Caling Options e
[+ Set Security Options

¥ Fiestiict the use of the Optionz Dialog Box

[ Restrict the use of Audio

™ Festrict the use of Yideo

[~ Set Limit for Audio/¥ideo Data Throughput

[ Dizable Chat

™ Restrict the use of File Transfer -

] Restict the uze of the Optionz Dialog Box

Y'ou can dizable specific partz of MettMeehing's Optionz dialog to prevent
uzers from cuztomizing zpecific features of Methdeeting,

[ Disable the General tab

[ Dizable the Advanced Caling buttar
[ Dizable the Security tab

" Digable the &udia tab

[T Disable the Yideo tab

< Back | Mewt > ] Cancel

Figure 9-11. Restrict the use of the Options Dialog Box

Restrict the Use of Audio:

Place a check mark before “ Restrict the use of Audio” box to display options asillustrated in
Figure 9—12E| In the section below, place a check mark before “Prevent users from using
audio,” and click on “Next.”

6 This recommended is made inasmuch as NetMeeting encryption capabilities do not work for audio and video
connections. Alternately, VPN technology can be used to provide this functionality.
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HetMeeting Resource Kit Wizard

¥ Set Caling Options =
¥ Set Security Dptions

¥ Festict the use of the Options Dialog Box

¥ Festrict the use of Audio

[ Restict the use of Yideo

[~ Set Limit for Audio/¥ideo Data Throughput

[T Disable Chat

[ Restrict the uze of File Tranzter -

Restnct the uze of Audio

To conzerve network, bandwidth, pou can restict the use of
Methdeeting's audio features.

[v Prevent uzers from using audic

ou can allow users bo use DirectSound drivers. Mote that DirectSound
drivers may conflict with full duplex audio support on zome sound cards.

[ Enable DirectS ound drivers

[ Prevent users from changing DirectS ound usage

Full duplex audia allowes uzers to zpeak and lizten at the same time, but =

< Back | Mewt > ] Cancel

Figure9-12. Restrict the use of Audio

Restrict the use of Video:

Place a check mark before “Restrict the use of Video” option. In the next section, place a
check mark before “ Prevent users from sending video” and “Prevent uses from receiving
video” box as depicted in Figure 9-13f]

7 These recommendations are made inasmuch as NetMeeting encryption capabilities do not work for audio and
video connections. Alternately, VPN technology can be used to provide this functionality.
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HetMeeting Resource Kit Wizard

¥ Set Calling Options o=
W Set Security Optiohs

¥ Festict the use of the Options Dialog Box
W Festrict the use of Audio

V¥ Restict the uze of Video

[ Set Limit for Audiodvideo Data Throughput
[ Dizable Chat

[ Biestict the uze of File Transter -

| Restrict the uze of Video

To conzerve network, bandwidth, pou can restrict the uze of video.

¥ Prevent users from sending video

[V Prevent users from receiving videc

< Back I Hest = | Cancel

Figure9-13. Restrict the use of Video

There are no security settings for Set Limit for Audio/Video Data Throughput, Disable Chat,
or Restrict the use of File Transfer. Go to:

Restrict the use of Sharing:

Place a check mark in the box before the “ Restrict the use of Sharing” option. In the section
below, scroll down to the end and place check marks before all three of these options:
“Prevent users from sharing the entire desktop,” “Prevent users from sharing Explorer
windows,” and “Prevent users from sharing MS-DOS windows” asillustrated in Figure 9-14.
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HetMeeting Resource Kit Wizard

v Fiestrict the use of Audio =
¥ Restrict the uze of Yideo

[ Set Limit for Audio/¥ideo Data Throughput
" Disable Chat

[ Restrict the uze of File Transter

¥ Fiestict the uze of Sharing —
™ Restrict the use of Whitehoard

[ Festict the use of Femote Deskiop Sharing

[ Prevent users from sharing in true color

Y'ou can prevent wzers from sharing specific Windows features. 1F pau
chooge to prevent uzerz from gharing MS-D0S windows, vou should alzo
presvent uzers from zharing E #plorer windows; othenwize, ugers can share
tS5-D05 windows through E =plarer.

¥ Prevent users from sharing the entire desktop

¥ Prevent users from sharing E=plorer windows

¥ Frevent users from sharing M5-D05 windows

< Back | MNewt » | Cancel

Figure 9-14. Restrict the use of Sharing

There are no restrictions on the Whiteboard; go to:
Restrict the use of Remote Desktop Sharing:
It is strongly recommended to disable RDS.

Place a check mark before “Restrict the use of Remote Desktop Sharing.” In the section
below, place a check mark in the box before “ Disable Remote Desktop Sharing on all
platforms” as depicted in Figure 9-15.
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HetMeeting Resource Kit Wizard

[ Dizable Chat -
™ Restrict the use of File Transter

¥ Festict the use of Sharing

™ Restrict the use of Whiteboard

¥ Festict the use of Femote Deskiop Sharing

[ Corfigure Mettdesting Online Support

| Restrict the uze of Remaote Desktop Sharing

Y'ou can prevent wzers from installing Remaote Dezkiop Sharing on zome
or all platforms.

¥ Dizable Bemote Deskiop Sharing on all platfarms

[ Dizable Bemote Deskiop Sharing on Windows 9.x

< Back | Mewt > ] Cancel

Figure 9-15. Restrict the use of Remote Desktop Sharing

Do not put a check mark before “Configure NetMeeting Online Support,” click on “Next.”
Restrict the use of Directory Servers:

Deselect the check mark in the “ Allow users to use directory services’ box and click “Next”
as depicted in Figure 9-16.
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HetMeeting Resource Kit Wizard

f'ou can restrict the use of directory servers. Uszers will zhll be able to access
YWiebh directony zervers even if pou disable directary zervers.

| dillowve uzers ta uze directary services —————

f'ou can customize the list of directon servers available to Methdeeting.
| One of the zervers will be designated as the default server.

Add new: |

Y'ou can alzo specify a gateway to call telephones and videoconferencing

spstems.

[ Gateway server:

< Back | Mewt > | Cancel

Figure 9-16. Restrict the use of Directory Servers

Customize Installation:

At this point, the Resource Kit prompts you for a directory to save this profile. Verify there
isacheck mark in the box before “ Customize Installation” and accept the default directory
for the installation asillustrated in Figure 9-17. Click “Next.” Y ou will be prompted saying
the output file does not exist, do you want to create it? Click “Yes.”
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HetMeeting Resource Kit Wizard

¥ Customize |nstallation — : a : ; . - e 1

| Twpe the path and filehame for the custarmized MetMeeting installation,

JE:HPrngram Filez\Metteeting Resource KithoutputhMm3c.exe Browese |

2 1"‘_ i&utD-EanigurE I bk EllEﬂtﬁ e

|- Type the AL that you will use for Auto-configuration, including the name of
| the configuration file referenced in the network path bos below.

| Metheeting clients will download the master configuration file from thiz web
| addresz each time they start Methdeeting,

Type the network. path and filename for the master configuration file. The
| wizard will create it in that location.

< Back | Mewt > | Cancel

Figure9-17. Saving Customized Profile

Custom Distribution File:

Figures 9-18 and 9-19 illustrate the custom distribution file window consisting of all options
you have selected for this profile. Review their contents and make certain there is a check
mark before “Summary File,” click “Next.” Y ou will be prompted that the output file does
not exist, click “Yes’ to create one. The summary file provides an easy-reference text
document of all selected optionsin the newly created profile. Itspurposeisto provide a
quick reference document, which lists al options selected for that particular profile. When
multiple profiles are created to give more access to one group of employees, a system
administrator would save the summary file with more specific names, for example,
SummaryTechStaff versus SummaryManagers.
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HetMeeting Resource Kit Wizard

T he information below will be wzed to create the cuztom distribution file. [F pou
would like to change any of the information below, click the "Back" button and
edit pour zelections. Othenwize, click "Mext' to confinue,

Resztict the uze of Sharng: -
Presvent uzers from zharing kMS5-005 windowes
Prevvent uzers from sharing Explorer windows
Fresrent uzers from zharing the entire desktop
Restrict the uze of Remote Deskiop Sharing:
Dizable Femote Dezkiop Sharing on all platforms
Resztrict the uze of Audio:
Prevvent uzers from uszing audio
Restict the uze of Yideo:
Presvent uzers from receiving video
Presvent uzers from sending video

Set Securty Options: hd
ol | r

Y'ou can zave a text description of the zettings for eazy reference.

|E:'xF'rngram Filez\Metteeting Resource Kit\outputhSurmmang. t Browese |

< Back | Mewt > | Cancel

Figure9-18. Custom Distribution File 1
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HetMeeting Resource Kit Wizard

T he information below will be wzed to create the cuztom distribution file. [F pou
would like to change any of the information below, click the "Back" button and
edit pour zelections. Othenwize, click "Mext' to confinue,

Fresrent uzers from zending video =]
Set Security Options:

Do not allow connections with incomplete authentication

Required: users must place and receive encrppted calls
Restrict the uze of the Optionz Dialog Bow;

Dizable the Advanced Calling button
Set Calling Options:

Local Area MHetwork,

Dizable Automatic Call Answerning

Presvent uzers from changing the calling method

Directly place calls to others

Dilsal:ule Directory Services | r
1 13

Y'ou can zave a text description of the zettings for eazy reference.

|E:'xF'rngram Filez\Metteeting Resource Kit\outputhSurmmang. t Browse ]

< Back 1 Mewt > ] Cancel

Figure9-19. Custom Distribution File 2

Settings File:

Thefina step is creating the settings file as depicted in Figure 9-20. Verify thereis acheck
mark before the “ Setting File” option, and click “Finish” to create thefile. If you are
prompted that the file does not exist, click “Yes’ to create it.
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HetMeeting Resource Kit Wizard

| Type the path and filename to zave the setting information abouk the cugtam
| Metheeting distribution. “fou can use thiz file later to modify the configuration
| ophions.

|E:'\F'r-:ugram FilezhMettdeeting Resource Kitoutputhnm3c.ini Browse |

The wizard iz ready to create the diztribution filez with the options that pou have
gelected. Click "Finizh'' to create the files.

< Back ] Finizh ] Cancel

Figure9-20. SettingsFile

Thefinal screen in the NetMeeting Resource Kit Wizard is depicted in Figure 9-21. Click on
1] OK.”

MetMeesting Resource Kit Wizard

C:%Program FileshMettdeeting Besource FithoutputhMm3Ec. exe successfully created

Figure9-21. Successfully Created
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The distribution profile should either be distributed to all users or placed in afolder where
they can accessit for installation. Once they download the Nm3c.exe, they need to double-
click on it toinstall the profile.
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Glossary

CA Certificate Authority

CAPI Crypto API

COls Communities of Interest

1&A Identification and Authentication

IC Intelligence Community

|E Internet Explorer

ILS Internet Locator Service

IP Internet Protocol

ISDN Integrated Services Digital Network

| SP Internet Service Provider

LAN Local-Area Network

LDAP Lightweight Directory Access Protocol
NMRK NetM eeting Resource Kit

RDS Remote Desktop Sharing

SDK Software Developer’ s Kit

TCP/IP Transport Control Protocol and Internet Protocol
Ul User Interface

VPN Virtual Private Network
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Revisions

Version 1.11. Added &arnings|and 1rademark|sections.

Version 1.12. Provided detail regarding the use of the NetMeeting RDS Users Group for
controlling access to Windows NT/2000 computers via the Remote Desktop Sharing feature
and mentioned how Windows 2000 group policy can be utilized to control various

NetM eeting settings.

Version 1.13. Corrected a problem with page numbering and removed a superfluous entry
from the table of contents.

Version 1.14.
e Clarified that the document was written based upon the service pack 1 release

 Expanded on the need for enabling the creen saver password protection joption when
using RDS

e Added awarning concerning the need for physical security for workstations being
accessed by

e Modified the cover page
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